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Abstract- In this paper we are studied cloud computing techniques. The Homomorphic property of various cryptosystems can 

be used to create secure voting systems, collision-resistant hash functions, and private information retrieval schemes and 

enable widespread use of cloud computing by ensuring the confidentiality of processed data. 
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I.  INTRODUCTION  

Cloud computing is a new concept in recent years, and a 

newly computing framework is proposed. Cloud computing 

is the development of distributed computing, parallel 

computing and grid computing [1]. The goal of cloud 

computing is to simplify the computing and storage for like 

public water and electricity, the user can be convenient to use 

these resources only could be connected to network, and to 

pay by the volume that they used. Cloud computing is 

usually have a distributed infrastructure, and can carry on 

real-time monitoring of the distributed system, in order to 

achieve the efficient usage of it [2]. The computing make 

computers act on the cloud and the computer makes parallel 

computing technology into people's life [3]. Users service 

themselves relying on some internet information resources 

which lie on some nodes, such as computing resources, 

software resources, data resources and management 

resources. This service framework emphasize the demand 

driven, user dominant, on-demand services, no centralized 

control and users don't care where the server. The parallel 

computing and virtualization technology has become the core 

support technology after the concept of cloud computing was 

put forward. 

 

There are existing two means of cloud computing [4]. One 

aspect is describes the infrastructure, which used to construct 

applications and the role equivalents to the PC operating 

system: the other aspect is describes cloud computing 

applications based on the infrastructure. The different from 

grid computing is that cloud computing have a wider 

meaning about the computing platform, and can support the 

application of the grid. The existing implementation of cloud 

computing reflects characteristics of the following three 

aspects:  

1) The hardware infrastructure established on large-scale 

and cheap server cluster.  

2) The collaborative development between application 

and the underlying service, maximize the use of 

resources.  

3) Through multiple redundancies between cheap 

servers, achieved high availability of software. 

 

1.1 Architecture 

 
Figure 1.1 Architecture of Cloud Computing 

 

Cloud structural engineering, the frameworks construction 

modelling of the product frameworks included in the 

conveyance of distributed computing, ordinarily includes 

numerous cloud components communicating with one 

another over a free coupling instrument. For example a 

message line. Elastic provision suggests insight in the 

utilization of tight or free coupling as connected to systems, 

for example, these and others. 

 

2. Methodology Used 

 

[1] At the first step, user sends the request for the 

validation of the data to the server. 
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[2] When the given request is accepted then it validates 

data and the private key will be generated. 

[3] After the private key whole data will start uploaded and 

encryption will be done further. 

[4] And if it does not validate then it will generate error 

message. 

[5] At last if primary key is not matched then it will 

generate the re-password message or if it matches it 

will start downloading the data. 

 

 
Figure 2 Flow diagrams for purposed work 

 

3. RESULTS 

4.1 Performance Analysis  

 

Table 4.1 Encrypted File Size for encryption of data of 

different file sizes 

Sr. 

No. 

Files 

(in 

bytes) 

Purposed 

work  

Fully 

Homomor-

phism 

DES 

Encrypted Files (in bytes) 

1 2681 5276 6368 5768 

2 3431 6964 8348 7688 

3 4386 8684 13008 9668 

4 5546 16304 19544 17704 

5 22588 43184 55136 48912 

 

 

Figure 3 Comparison graph for encryption size after 

encryption 

 

Figure 3 represents the comparison graph for encryption size 

using purposed approach and fully Homomorphic and DES 

approach. 

 

 

Table 4.2 Computation time for encryption of data of 

different file sizes 

 

 

This table represents the value for computation 

time for encryption of different size files. The 

values for computation time have been evaluated 

for purposed work and fully homographic and DES 

encryption approach. 

 

 
Figure 4 Comparison graph for computation time for 

encryption 
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Sr. 

No. 

Files  

(in 

bytes) 

Purposed 

work  

Fully 

Homomor-

phism 

DES 

Time (in ms) 

1 2681 105 132 118 

2 3431 125 165 142 

3 4386 231 285 256 

4 5546 302 365 343 

5 22588 503 606 555 



International Journal of Computer Sciences and Engineering               Vol.-4(7), PP(72-75) Jul 2016, E-ISSN: 2347-2693 

         © 2016, IJCSE All Rights Reserved                                                                                                                                74 

This figure represents the comparison graph for computation 

time using purposed approach and fully Homomorphic and 

DES approach 

 

Table 4.3 Compressed File Size after compression of data 

of different sizes 

Sr. 

No. 

Files (in 

bytes) 

Purposed 

work  

Huffman 

Coding 

RLE 

Compressed File Size (in bytes) 

1 2681 1910 2346 2576 

2 3431 2430 2995 3068 

3 4386 3230 3964 4018 

4 5546 4168 4864 5264 

5 22588 14044 17048 19428 

 

This table represents the value for compressed file 

size for encryption of different size files. The 

values for compression size have been evaluated 

for purposed work and Fully Homomorphic and 

DES encryption approach.  

 
 

Figure 5 Comparison graph for compression file size after 

compression 

 

This figure represents the comparison graph for compression 

file size using purposed approach and Huffman coding and 

RLE compression approach. 

 

4. CONCLUSION & FUTURE SCOPE 

 

In the previous work a diverse cryptography viewpoints that 

represent a danger to distributed computing are investigated. 

That is use to study the particular security issues brought by 

the utilization of cryptography in a distributed computing 

framework. In previous work to improve the learning items 

move-ability and interoperability is not just distributed 

computing API measures ought to be pushed by the key 

cloud suppliers additionally learning assets benchmarks 

ought to be characterized by the Open Cloud Computing 

Education Federation. 

In the purposed work the data has been stored on the cloud 

by different users for secure purpose. The authorization of 

the users has been evaluated by providing different user 

name and email id. The user request transmit the cloud the 

cloud sends a secret key to the user and after this if the 

authorized user provide that key then the user can access the 

account. After this user have to store data on the cloud in 

secure manner by using homorphic encryption. The 

homomorphic encryption use different arithmetical and 

logarithmic formulas for conversion of data from secret 

information to cipher text. These operations provide the 

security to data because these are without key operations that 

have to be transmitted to the user. The purposed work 

provides better storage management of the data on the cloud 

environment. It also reduces the storage capacity of the data 

and can be easily stored on data. The purposed work the 

encryption size and compution time has been used for 

performance evaluation. The purposed work provide 15% 

more efficiecy than previous work using fully 

homomorphism and DES approach.  

 

6.2 Future Work 

In the future reference other compression and encryption 

approaches can be implemented on the cloud for security of 

the data. This purposed work can be used for efficient 

utilization of cloud environment.  
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