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Abstract— Cryptography is used in securing data transmission over insecure networks. The selection of algorithm requires the 

condition of fulfillment of authentication, confidentiality, integrity and non-repudiation. Among all public key encryption 

algorithms, RSA is globally accepted encryption algorithm due to its hardness against various possible attacks. In this paper, 

we studied RSA, enhanced RSA, Elgamal, chinese remainder theorem (CRT) based RSA, multi-power RSA, three-prime RSA 

and Elgamal-RSA cryptosystem. 
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I.  INTRODUCTION  

In symmetric key cryptography, same key is used for 

encryption and decryption operations. It is shared only 

between the communicating parties and it is known as shared 

secret key. The sender uses it to encrypt the plaintext before 

the transmission and the receiver uses the same key to 

decrypt the received ciphertext. Public key cryptography 

involves two separate keys maintained by each 

communicating party: a public key and a private key. The 

public key is available globally i.e. it is broadcasted to all the 

communicating parties and its equivalent private key is kept 

undisclosed. Whenever sender wants to send the information 

secretly, the plaintext is encrypted by the sender with the 

receiver's public key before its transmission. The received 

ciphertext is decrypted by the receiver using its own 

corresponding private key.  

Examples of public key encryption algorithms are: ElGamal, 

RSA, Rabin, and many more. 

Among these public key encryption algorithms, RSA is the 

extensively deployed public key cryptosystem. It is utilized 

in securing e-mail, web traffic, wireless devices and many 

more. It can be slow in constrained environments because of 

the fact that it is relies on arithmetic modulo large numbers. 

One of the well known methods to fasten the decryption of 

RSA is the use of the famous Chinese Remainder Theorem 

(CRT) [1]. In this paper, we studied the CRT-RSA [2, 3], 

Multi-Power RSA [4], Three-Prime RSA [5, 6] and Elgamal-

RSA cryptosystem [7]. The comparison has been done 

among traditional RSA, Enhanced RSA, Elgamal and RSA-

Elgamal encryption algorithms. The decryption exponent d, 

two large primes p and q are required for CRT based fast 

decryption. Due to this, there is an added source of 

insecurity. Nevertheless, if the decryption component d is 

given then it is effortless to factor the modulus n. Therefore, 

no security is lost in using this method. 

 
Figure.1: Cryptography 

 

 

Figure.2: RSA algorithm 

This paper is structured in five sections. Section II describes 

the basic RSA algorithm. Section III discusses variants of 

RSA. Section IV will describe the comparison among these 

variants. Finally, section V will conclude the article and 

future work.     

II. TRADITIONAL RSA 

The traditional RSA algorithm is deployed for both digital 

signatures as well as public key encryption (see Figure 2). Its 
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security relies on the complex factorization of large integers. 

Its steps are as follows. 

 

 Choose two large prime integers p and q. 

 Compute the product n = pq.  

 Select e (e<n) which has no common factors with either 

p-1 or q-1.  

 Calculate the decryption exponent by following ed mod 

(p-1) (q-1) = 1.  

 The encryption is done by using E(m) = m
c
 mod n, 

where m is any message.  

 The decryption is done by using D(c) = c
d
 mod n, where 

c is any ciphertext.  

 The public key (which is globally available) is the pair 

of integers (n,e).  

 The private key (which is kept undisclosed) is the group 

of integers (p,q,d).   

 

 

III. VARIANTS OF RSA 

In order to increase the execution speed of traditional RSA 

decryption, numerous authors have given their valuable 

contribution in the field. In order to speed up RSA 

decryption, one interesting approach is given using the 

Chinese Remainder Theorem (CRT) [2, 3]. One can further 

speed up RSA decryption using moduli of the form N = p
b-1

q 

where q and q are n/b bits each [4]. A different approach is 

provided by [5, 6]. In these articles, they are using multi -

prime RSA or three-prime RSA to speed up the decryption of 

the RSA cryptosystem.  

 

Enhanced RSA is based on the RSA algorithm. In order to 

generate the value of N, the enhanced RSA uses an 

additional third prime number. Due to this, the encryption 

and the decryption process become faster. Moreover, it 

generates the public and private keys faster than the 

traditional RSA [7]. Taher has proposed an asymmetric key 

algorithm using Diffie-Hellman key exchange algorithm and 

it is named as “Elgamal” [8]. Its working is over finite fields 

[9]. The security of Elgamal cryptosystem relies on the 

hardness of breaking famous Discrete Logarithm Problem 

(DLP).
 

 

Another efficient method has been proposed and the authors 

proved that their method is faster than the original RSA and 
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Figure 1.  Comparison of RSA variants based on their total execution time 

 

Elgamal cryptosystems [10]. In order to generate the public 

and private keys, a new encryption scheme proposed by 

Malhotra [11] uses three large prime numbers. The method is 

an integration of the Enhanced RSA and Elgamal 

cryptosystem. 
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IV. COMPARISON OF RSA VARIANTS 

RSA uses arithmetic on integers at least 1024 bits long. Its 

implementation is fast enough if used for key exchange. 

Here, we use BigInteger class of java [12, 13]. Figure 3 

below shows the comparison of the total execution time 

taken among all the variants described above i.e. traditional 

RSA, Enhanced RSA, Elgamal and RSA-Elgamal encryption 

algorithms. 

V. CONCLUSION AND FUTURE SCOPE  

RSA is globally accepted encryption algorithm due to its 

hardness against various possible attacks. This paper deals 

with different variants of RSA. The decryption exponent d 

along with two primes p and q are required for CRT version 

of decryption. Due to this, there is an added source of 

insecurity. Nevertheless, if the decryption component d is 

given then it is effortless to factor the modulus n. Therefore, 

no security is lost in using this method. There are definitely 

some more ways in order to speed up any algorithm. In future, 

we will try to minimize the time taken by the extended Euclid 

algorithm to compute the inverse of a number. This work will 

definitely help some other researchers who are working in this 

field. 
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