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Abstract: Smart City Surveillance systems play a key role in city development, helping to improve public safety and the 

efficiency of urban planning. But, there are some challenges regarding the security and integrity of the data transmitted from 

street cameras, such as privacy protection, legal compliance and protection from data breaches. Traditional methods such as 

access control lists offers coarse-grained data access and considering this as loophole our suggestion is Attribute-Based 

Encryption (ABE), which ensures fine-grained access control. We use Enhanced Elliptic Curve Cryptography (EECC) 

encryption on a sensor-cloud architecture, allowing data owners to define role-based access rules. This approach guarantees 

confidentiality and integrity and reduces computational overhead for faster encryption, decryption and key generation compared 

to traditional CP-ABE. This helps improve street camera security and is a step towards more resilient smart cities. 

 

Keyword: Sensor cloud, Data Security, Enhanced Elliptic Curve Cryptography (EECC), Ciphertext Policy-Attribute Based 
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1. Introduction 

 

Currently, the advent of the Internet of Things (IoT) has 

contributed to revolutionizing various industries, facilitating 

data collection, analysis and automation by connecting 

physical devices to the internet. A significant part of the 

Internet of Things ecosystem is sensor technology, which 

allows us to detect and measure only physical phenomena 

such as temperature, humidity, light, and motion. But, as there 

is an exponential increase in the number of sensors and data 

generated by these devices, there is a need for efficient data 

management and processing. Here comes the concept of 

Sensor-Cloud [1] 

 

Sensor-Cloud combines sensor networks with cloud 

computing technologies to improve the efficiency and 

efficiency of data collection, storage, processing and analysis. 

It captures real-time information from sensors and uses the 

scaling, computing and mathematical resources of cloud 

computing platforms. The basic principle of Sensor-Cloud is 

to utilize the advantages of cloud computing to overcome the 

limitations of traditional sensor networks. In a traditional 

setup, sensors are connected through a local network and have 

limited storage and math constraints. As a result the data 

collected by these sensors is limited to spatial data most of the 

time and cannot be easily shared or obtained by other 

applications or developers. Sensor-Cloud whether external or 

manual, allows sensors to be connected to cloud 

infrastructure, from where they can transmit data widely, 

provide it remotely and perform deep analytics. By harnessing 

the power of the cloud, sensor-cloud provides a scalable and 

cost saving solution to managing large amounts of sensor 

data. This does not require spatial storage and mathematical 

resources, because the cloud infrastructure can cope with the 

mathematical and storage requirements of the sensor network. 

Sensor cloud is used in various sectors like Smart Agriculture, 

Industrial IoT, Environmental Monitoring, Smart Cities and 

Health, etc [2]. 

 

What are the benefits of using sensor-cloud ? First, it enables 

a common data management system, where data coming from 

different sensors can be gathered, processed and stored in one 

place. This facilitates real-time monitoring, analysis and 

decision making allowing businesses and organizations to 

gain valuable knowledge from the collected data. Secondly, 

sensor-cloud provides a platform for collaboration and data 

sharing between different stakeholders and besides this, 

Sensor-Cloud has expanded and improved its line. As the 

number of sensors and volume of data increases, cloud 

infrastructure can handle rapidly increasing requirements 

without significant demand. In addition to hardware 

improvements or infrastructure changes, sensor-cloud also 

enable various types of learning in a sequential manner. 

Additionally, sensor-cloud provides seamless access to sensor 
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data, allowing users to monitor and control sensor networks 

anywhere and at any time. But, along with its benefits, sensor-

cloud also has some challenges and considerations. It is 

important to keep in mind issues like data security, privacy, 

network connectivity and interoperability so that the Sensor-

Cloud solution can be successfully implemented and adopted 

[2]. 

 

2. Preliminaries 
 

This section provides a detailed description of the architecture 

of  Sensor-Cloud and Elliptic Curve Encryption, providing an 

overview of both. 

 

Architecture of Sensor-Cloud – The architecture of a sensor 

cloud generally includes the following components : 

 

Sensors – They are equipped with various sensors that 

capture real-world data such as temperature, humidity, speed 

or light. These sensors are responsible for collecting data 

from various sources like environment [3]. 

 

Sensor Nodes – Sensor nodes play a supporting role between 

sensors and cloud infrastructure. They receive data from 

sensors, process and package it and send it to the cloud for 

further processing and storage. Sensor nodes often include 

microcontrollers or microprocessor, communication modules 

and memory for data buffering [4]. 

 

Communication Network – Communication network 

connects network sensor nodes to cloud infrastructure. This 

type can be wired or wireless, depending on deployment and 

requirements. Wireless communication protocols such as Wi-

Fi, Bluetooth or cellular networks are often used to transmit 

sensor data to the cloud [4]. 

 

Cloud Infrastructure – Cloud infrastructure includes 

servers, storage systems and networking components hosted 

in data centers. This is an example of the computational 

resources, storage capacity and scalability required to handle 

the large volumes of data generated by sensors. The type of 

cloud infrastructure depends on the specific requirements of 

the application, such as public, private or hybrid [5]. 

 

Cloud Services – Under cloud infrastructure, various cloud 

services are used to process and manage sensor data. These 

services can include data storage, data processing, analytics, 

machine learning algorithms and APIs for data access, 

allowing integration with other applications [5]. Cloud 

Computing is inherently suspect, which means cloud users 

have trust their Cloud Service Providers. Those providing 

cloud services have to take this doubt to the controlled star. In 

the real world research on cloud data integrity is important 

not only for privacy but also for obtaining unauthorized data 

such as crime. The transition from on-premises to cloud based 

servers should be impractical for users without impacting 

their experience [6] 

 

Data Processing and Analytics - Sensor data can be 

processed by cloud services to yield valuable insights using 

filtering, aggregation, normalization and advanced analytics 

techniques. After that this processed data can be stored in 

databases or data warehouses for further analysis and 

visualization [7]. 

 

Applications and Services - Application and services are 

developed for specific purposes using data processing and 

analytics. These applications are used for a variety of tasks 

from real-time monitoring and control systems to predictive 

maintenance resource optimization or decision support 

systems. These applications can be delivered to end users 

through web interfaces, mobile apps or APIs [7]. 

 

Virtualization - Virtualization is a key and effective 

ingredient for sensors cloud architecture. This process 

improves virtualization and security by creating virtual 

instances of service, storage and networking components. 

Each virtual instance is given a separate environment which 

does not have any impact on other instances. With the help of 

virtualization resources are fully utilized and the work is 

made flexible which can be done dynamically and scale up 

and down. This also reduce the risk of high altitude 

insecurity. Improves joint management and deployment and 

facilitates virtual environment testing and development [8]. 

 

 
Figure 1. Architecture of "Sensor-Cloud" 

 

Elliptic Curve Encryption 

ECC or Elliptic curve cryptography is a new type of 

encryption techniques used in various cryptographic systems 

for secure communication and data protection. It is based on 

the mathematical properties of elliptic curves in finite fields. 

ECC provides strong security with relatively short key lengths 

compared to other encryption algorithms such as RSA. The 

strength of ECC lies in the computational difficulty of 

reversing the scalar multiplication process without knowledge 

of the private key. Due to the large size of the elliptic curve 

and the complexity of the mathematical operations 

determining the private key from the public key or cipher text 

become computationally infeasible. There are four phases of 

ECC [9]. 

 

Key Generation - In ECC the first step is key generation. In 

this a user selects a specific elliptic curve that is define over a 
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fine field and also selects a base point (or generator point) on 

that curve. Base point is a fixed point that lies on the curve 

and occurs with certain characteristics. 

 

Using the base point the user generates his private key, which 

is random number and varies within a specified range. This 

private key remains confidential and should not be known to 

anyone. This private key is used for the generation of the 

public key which comes in the next step. 

 

Public Key Calculation - After that the mathematical 

operation used is called scalar multiplication. In scalar 

multiplication one uses one’s private key from the base point 

on the elliptic curve. This process results in a new point on 

the curve which is the public key of the user. This public key 

can be shared with other people and there is no need to keep it 

secret. 

 

Encryption - So let us assume that user A wants to send an 

encrypted message to user B. For this user A first obtains user 

B public key which is used in the encryption process. 

a. User A converts his message into numerical value. 

b. Then user A generates a random value called an ephemeral 

key which is used only for this specific encryption. 

c. User A produces a new point on the elliptic curve by doing 

scalar multiplication of the ephemeral key with user B 

public key. 

d. Then user A calculates the x-coordinate of the point we 

generated and uses it as cipher text. This cipher text is sent 

to user B. 

 

Decryption - Let us imagine that user B receives the cipher 

text and wants to decrypt it. For this these steps are taken in 

the decryption process. 

a. User B generates a new point on the elliptic curve by 

performing scalar multiplication of its private key with the 

received cipher text (which is the x-coordinate) 

b. Then, user B converts the x-coordinate of the generated 

point into its first numerical value. 

c. User B converts this numerical value into the original 

message that user A originally sent. 

 

3. Literature Review 
 

According to Muhammad Awais Javed at el. [10] we will 

discuss the algorithms offered by elliptic Curve Cryptography 

(ECC) for intelligent transportation system (ITS) of smart 

cities. According to current ITS standards these algorithms 

provide digital signature, certification and encryption 

mechanism for ITS messages. We have used an experimental 

test-based to perform signature and encryption processes 

using ECC and evaluated their security packet overhead and 

latency performance. We have also developed an online tool 

that provides detailed security benchmark results based on our 

experimental studies. Additionally we have also implemented 

an ITS application scenario using NS-3 and SUMO 

simulations. Based on benchmarked security parameter values 

we analyzed their impact on QoS, security and security of ITS 

applications. 

 

According to Mauricio A. Ramirez-Moreno at el. [11] in the 

coming times the population of cities is increasing and smart 

measures will have to be taken to meet their demand. Smart 

city initiatives are at the forefront in Europe and Asia. Data 

driven services using sensors are helping to improve city life. 

However sensor improvements big data analytics and citizen 

confidence are still challenges. In smart cities, Social security 

is important by digitalizing it and keeping in mind the 

practicality of the individual. Collaboration with government 

agencies is very important for smart city success. It is also 

important to understand the relationships between community 

member and different sectors. Smart communities are taking 

cities towards a modern, carbon neutral future. 

 

According to Tanweer Alam [12] Cloud based technologies 

provide experts, business people and common people access 

to accurate information which helps them make better 

decisions and improves people’s live. In smart cities people 

use their mobile devices which connect them to home, car and 

city facilities. Connecting devices and information to city 

systems reduces costs and improves management. Internet of 

Things reduces resource management garbage collection, 

accidents and pollution. In this article the author has 

introduced the importance of cloud based IoT in smart cities 

and has also highlighted the research possibilities for the 

future. 

 

According to Moez Krichen at el. [13] our work is still in its 

beginning and its human aspect requires a lot of hard work 

whether it is theoretical or experimental. First of all we have 

to face the modeling problem. In this case we need to 

formalize our modeling and identify the specific elements of 

the IoT experiment. The model should not be bad so that the 

test population is not expanded. For this purpose and 

acknowledged star of human abstraction must be created. The 

second step is that we have to create our test and modify our 

algorithms keeping the security requirements in mind. It is 

also necessary to prove new algorithms. Thus humans have to 

upgrade their tools to implement new algorithms. We also 

want to test our approach with real examples. Finally we 

suggest adopting the same methodology presented which 

combines security and burden testing for IoT applications. 

 

4. Proposed Framework for Security over 

Sensor Cloud based Street Monitoring: 
 

Security has become a major aspect of society today. For this 

purpose people are installing smart security cameras in their 

homes and the government has also installed security cameras 

on the streets to monitor streets. The government can use 

public cameras and people’s private cameras [12]. This makes 

street monitoring economical as the government does not 

need to install cameras near private houses when residents 

already have cameras installed as shown in the figure 2. There 

should be a security policy that ensures that only residents of 

the house can view their own private camera footage and not 

that of others. But the government should be allowed to view 

the footage of public and private cameras whenever necessary 

such as monitoring of entire streets, investigation of theft or 

crime etc. 



International Journal of Computer Sciences and Engineering                                                                           Vol.12(3), Mar. 2024 

© 2024, IJCSE All Rights Reserved                                                                                                                                              14 

 
 

 
Figure 2.  security cameras on the streets monitoring 

 

Our security environment can be better in a virtualized WSN 

because it allows only authenticated users to see their data. 

 

In the above example, let us assume that H1, H2 and H3 are 

individual private houses which have their own private 

cameras installed and C1, C2, C3, C4, C5 and C6 are the 

street cameras installed by the government on the streets as 

shown in figure 2. 

 

The set of universal properties (U) can be considered as {H1, 

H2, C1, C2, C3} and the security authority that makes the 

rules for entry policy (Who can see what). That is only those 

devices that support their secret key entry policy can access 

that data. Here too in the example of virtualized WSN (private 

home owner or government’s) secret key supports access 

policy only that data can be accessed.  

 

In virtualized WSN access control policies are of paramount 

importance for security which regulated which entities or 

users can access what types of data and in what ways. This 

policy includes land, quality, time, place and owner. Through 

key access rules such as Role-based access control, time 

based access control, location based access control and 

ownership based access control. Only authorized users can 

access their data. It is expected to reach there. Thus this new 

security mechanism guarantees data confidentiality, data 

security and fine grained access control [12]. 

Table 1 . Sensors utilized for street monitoring 

S. No. Camera Sensors Description 

1 Motion Sensors How to detect movements in the camera’s 

field of view, by using a motion detection 
sensors. 

2 Temperature and 

Humidity sensors 

Monitor the temperature and wetness of the 

environment. 

3 Vibration Sensor Detects unusual vibrations that may indicate 

tampering 

4 Wi-Fi/Cellular 

Modules 

Enables remote monitoring and data transfer. 

 

Table 2.  Street Monitoring data consumers 

S. No. Camera consumers Description 

1 Traffic Management 
Systems 

Analyze camera data for monitoring and 
optimizing traffic flow 

2 Government 

Authorities 

Use data for civic planning, security and 

city management. 

3 Environment 
Monitoring Agencies 

Monitor environment conditions captured 
by street cameras. 

4 Transportation 

Authorities 

Monitor traffic patterns, road conditions 

and incidents for transportation planning. 

 

 
Figure 3. Proposed Framework 

 

Table 3. Modules Involved in the proposed Street Monitoring system 

Street Monitoring 

Actors for the system - Private homes cameras (H1, H2, …Hn). 
Government owned cameras (C1, C2…Cn) 

Modules 

Involved 

Description Role/Responsibilities Example 

Security 

Authority 

The Security 
authority for 

the 

particular 
area. 

1. Creation of 
attributes. 

2. Generation of Keys 

(Encryption and 
Decryption Keys). 

Attributes- Camera 
IDs of Public 

(government) 

cameras C1, 
C2….Cn. Camera 

IDs of Private 

(individual home 
residents) cameras 

H1, H2…Hn. 

Data 

Owner 

Private 

Home 
owners, 

Government.  

1. Owns the data. 

2. Creation of 
Security Policy. 

1. (H1 V H2 V H3 V 

C1 V C2 V C3 V C4 
V C5 V C6) 

 
2. H1 V C1 V C2 V 

C3 V C4 V C5 V C6 

 
3. H2 V C1 V C2 V 

C3 V C4 V C5 V C6 

Data 

Consumer 

End users Need the complete 

camera footage from 
both public as well as 

private cameras for 

entire street 
monitoring in case of 

emergency. 

Government 

monitoring agencies. 



International Journal of Computer Sciences and Engineering                                                                           Vol.12(3), Mar. 2024 

© 2024, IJCSE All Rights Reserved                                                                                                                                              15 

A robust framework has been proposed for a street monitoring 

system. First every authorized user is registered and his 

attributes are collected. Then an access policy is created that 

prevents unauthorized access the data. After data upload each 

data set is encrypted with an ECC encryption key. To control 

data access unique encryption key (EK) and decryption key 

(DK) are created for every user [14]. For real time monitoring 

system will continue to monitor surveillance data and if any 

suspicious activity or emergency is detected appropriate 

action will be taken such as generating alerts or informing law 

enforcement agencies. In this way the steps of user 

registration, access policy creation, data encryption, access 

control and real time monitoring can also be followed in the 

street monitoring framework. So that the street surveillance 

data can be managed in a secure and efficient manner. Figure 

2 and figure 3 describe the architecture and workflow model 

of the proposed framework. 

 

5. Proposed EECC Encryption Algorithm 
 

Step 1 : Generate Key 

a. Curve selection : a elliptic curve defined over a finite 

region is selected represented by E(Fp), Where p is a prime 

number. 

b. Selection of base point : A base point G is selected on the 

curve. 

c. Private Key Generation : A private key d is generated 

which is a random number between [1, n-1], whee n is the 

order of the base point G. 

d. Calculation of the public key : The public key Q associated 

with the private key d is calculated: Q = d*G. 

e. Identification of user attributes : User attributes are 

recognized and the HKDF (HMAC-based key derivation 

function) key authentication algorithm is used to identify 

them. 

f. Key extraction : The extracted key (EK) is obtained using 

the HKDF key authentication algorithm. 

g. creating the final key : The final key is created by 

combining the public key (Q) and the derived key (EK) 

obtained in step (d) and (f) key = Q +EK. 

 

Step 2 – Encryption  

a. Select a random key : A random number k among [1, n-1] 

is selected, which is suitable for the encryption process. 

b. Use HKDF : by combining the public key ‘key’ and formal 

key k, the HKDF function is applied to generate a password 

that can be used to hide the message in a natural way. 

c. Calculation of point P : By doing scalar multiplication of 

the unidimensional key k with the base point G the point P 

is obtained: P = k*G. This point represents the initial 

demise of our encryption. 

d. Calculation of the shared secret point (S) : To obtain the 

shared secret point S, we perform scalar multiplication key 

k : S = k*key = k*(Q+EK). Here Q is the point obtained 

from the public key and EK is the key extracted from user 

attributes. 

e. Take the x-dimension of the shared secret point (S) : The x-

dimension of S is taken and it is represented as cipher text 

C to be hidden. 

f. In this form, the plain text message M is converted to a 

numerical value and the point P is calculated by selecting a 

numerical key. Then the shared secret point S is obtained 

using HKDF whose x-dimension is represented as cipher 

text C. 

 

ECC Decryption Algorithm 

Step 1 : Generate Key  

a. Private key generation : The private key d is generated 

within the same range used for the encryption process. 

b. Calculation of the corresponding public key : The 

corresponding public key Q with the private key d is 

calculated : Q = d*G.  

 

Step 2 : Decryption  

a. Retrieve cipher text C : at the beginning of the decryption 

process we need to retrieve cipher text C. 

b. Calculation of the shared secret point (S) : to convert the 

ciphertext C to the shared secret point S, we apply scalar 

multiplication to the private key d with the unidimensional 

point P (Which is the x-dimension of C) S = d*P = 

d*(k*G). Here P is the point which we obtained in the 

second step of encryption.  

c. Transformation into original numerical value : The x-

dimension of S is taken and it is converted into the original 

numerical value. 

d. Convert the original numeric value back to the original 

plain text message : Finally we convert the original 

numerical value back to the original plain text message so 

that we can get original message. 

 

6. Performance Evaluation 

 
Implementation Setup 

Using .Net framework version 5 and Visual studio 2019 we 

have implemented the proposed framework. The web 

application has been developed for data owners to register 

with the Street Monitoring Security Authority and upload 

street monitoring data as shown in figure 3. Technologies like 

C#, ASP.NET, ADO.NET and JQuery have been used in this 

project. Our application uses Microsoft Azure SQL Database 

for cloud storage which provide high performance, scalable 

and secure storage for structured data. This gives 

organizations the flexibility to manage their database while 

also taking advantage of Azure’s robust infrastructure and 

their unique data management properties. 

 

For home security we use the private home camera and 

government owned camera dataset which is taken from the 

“National Home Security Initiative” and this dataset combines 

information obtained from different cameras installed in 

private homes. This dataset includes household activity 

patterns such as entry and exits as well as information 

obtained from government security cameras. Each camera 

installed inside or outside a home collects visual and audio 

data of household activities. Apart from this data from 

government cameras installed at temples is also included in 

the dataset. This detailed dataset is helpful in studying home 

security activities and helps in improving security planning. 
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The datasets used for evaluating the performance of the 

proposed framework has multivariate data with 628 total 

number of frames divided into four vehicles one bike and 11 

pedestrians. All the images were divided in four different files 

namely rouen_gt.sqlite (The annotation of all bike, 

pedestrians and cars), rouen_gt_cars.sqlite (The annotation of 

all cars only), rouen_gt_bike.sqlite (The annotation of all bike 

only) and rouen_gt_pedestrians.sqlite (The annotation of all 

pedestrians only). 

 

 
Figure 4. Workflow of the Proposed Framework 

 

Encryption, Decryption, Key-Generation Time Analysis 

Using files of different sizes 4.70 MB, 9.38 MB, 14 MB, 

19.1MB, 24.5 MB and 30 MB which contain data from 

different camera sensors, the existing CP-ABE scheme is 

proposed by us. To evaluate the time for encryption, 

decryption and key generation compared to the scheme. It is 

observed that our proposed scheme produces better results 

than the existing scheme in every three device. These results 

are clearly presented in Figure 5, 6 and 7. 

 

 
Figure 5.  Encryption Time Analysis 
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Figure 6.  Decryption Time Analysis 

 

 
Figure 7. Key Generation Time Analysis 

 
Table 4. Encryption, Decryption,Key-GenerationTime Analysis 

Applicati

on 

Size 

of File 

(MB) 

Encryption 

Time (seconds) 

Decryption 

Time (seconds) 

Key Generation 

Time (seconds) 

 

 

 
 

Street 

Monitorin

g 

 CP-

ABE 

Propos

ed 

Appro

ach 

CP-

AB

E 

Propose

d 

Approa

ch 

CP-

AB

E 

Propose

d 

Approa

ch 

4.7 6.01 5 8.01 7 1.4 1 

9.38 12.1 9.88 18.5
6 

15.1 1.9 1.6 

14 17.0

5 

14.81 24.0

5 

20.81 2.4 2 

19.1 23.5

2 

20.97 31.5

2 

27.54 2.8 2.56 

24.5 28 25.92 35 32.9 3.22 3 

30 34.1 32.79 41.1 37.8 3.51 3.33 

 

7. Conclusion 
 

In today’s time data security of street monitoring is very 

important in smart cities so that data privacy can be protected 

rules can be followed data security can prevent congestion so 

that continuity of care can be secured on the street and keep 

trust in the monitoring system. Prioritizing data security in 

private home cameras and government organizations can 

protect sensitive information, reduce mitigate risks and 

contribute to the achievement of high level street monitoring 

services. Individual private cameras and street cameras 

installed by the government have to face cyber attacks which 

include some common attacks like ransomware attack, data 

compression, phasing attack, insider threat, DoS/DDoS 

attacks, credential theft etc. To protect against these threats a 

security authority should be used which can provide an 

effective and transparent security mechanism. Our proposed 

approach uses an Enhanced ECC encryption algorithm based 

on sensor cloud architecture which provides an effective and 

transparent security system through which data owners can 

maintain complete control over their data using what is 

termed role based access control rules. The proposed 

framework develops security and trust and security 

monitoring in smart cities systems that are used to harness the 

benefits of sensor data. The results clearly show that the 

proposed approach achieves faster encryption, decryption and 

key generation compared to the legacy CP-ABE, even with 

more complex ECC keys. 
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