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Abstract— Internet of Things (IOT) makes the smart devices eventually as stepping stones for cyber-physical smart pervasive
framework development. 10T is a dynamic global network infrastructure where large amount of information is being
transferred through network with interoperable communication protocols. Research and innovation is being carried out in the
areas of IOT on semantic interoperability, cyber-physical system, security, and various network technologies. Security is the
major challenge among these different areas in the fields of 10T. In this paper, we propose a new conceptual solution to
enhance the security in 10T applications based on the feature level fusion of iris and fingerprint biometric traits through deep
learning feature extractor Extreme Learning Machine (ELM). Forward Error Correction (FEC) is employed on the fused
multimodal biometric traits to encrypt and secure the biometric data.
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. Introduction

Internet of Things is a network of different physical objects
to interact with internal states or external environment [1]. It
confluences different technologies, effective wireless
protocols, interoperable communication protocols, cheap
processors and efficient secured methods to build a smart
environment. These advancements attracted the researchers
to construct a smart world by assembling real, digital and
virtual environments that create energy, cities, health-care,
transport and other areas more intelligent. The key idea
behind 10T is to facilitate the things to be connected with
anyone, anytime, anywhere through any network and utilize
any technology to reach the common goal. It is a global
dynamic network framework where different objects
recognize themselves and they attain intelligence through
facilitating things to be connected through anywhere-anytime
approach. Information is transferred through the internet
where the security is the major challenge.

Multimodal biometrics addresses the security issues in very
efficient way. Iris biometric has the high stability rate and
cannot be compromised easily [2]. Finger print biometric is
the universal trait with unique features to identify an
individual. Biometrics is incorporated within the smart
devices to authenticate the user and to secure the information
over the network. It addresses the problems like loss of
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control, loss of trust and multi tenancy. Research has been
done to integrate the unimodal biometrics like fingerprint
recognition system within the smart devices for user
authentication but unfortunately this system also got
compromised and information got hacked. Fingerprint
recognition system has more benefits at the same time it has
certain drawbacks. User is certified as unauthenticated if he
has dirt, grease, cuts and contaminated content on his/her
finger.

Multimodal biometrics address the unimodal biometric issues
very effectively and efficiently [3]. It fuses two or more traits
like face, finger, iris and palm etc, of an individual into a
single trait [4]. Fusion can be performed at various levels like
sensor level, feature level, match score level and decision
level. These fusions provide the high level of authentication
and privacy for users’ biometric data. The motivation behind
the proposed system is to attain high secure authentication
over the network and proposed system performance is
amplified through Extreme Machine Techniques [5].
Forward Error Correction accomplishes more privacy that
encrypts biometric data when it is employed on the fused
feature map of iris and fingerprint traits. Therefore, in this
paper, we proposed feature level fusion of iris and finger
print recognition system through Extreme Machine Learning
(ELM) [6][7]- ELM helps to classify and extracts the features
of the individual traits to maximize the recognition rate of an
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individual [8]. The rest of the paper is organized as follows-
Section 2 demonstrate the security issues in the fields of 10T.
Section 3 illustrates the proposed methodology and finally,
Section 4 concludes the paper.

Il. 10T Security Issues

IOT confluences different technologies, effective wireless
protocols, interoperable communication protocols and
efficient secured methods to build smart environment
applications. Security is the major concern in 10T
environment[9]. Huge amount of transactions, highly
confidential data are transferred via internet to the connected
devices. High end security is needed from the initial layer of
the 10T system [10]. Security concerns expanded with the
expansion of internet to protect financial transactions,
privacy data and other information as it is not separable from
safety. Network security issues are addressed to some extent
through firewall protection, intrusion detection and
prevention system and other security systems [11]. Antivirus,
malware detection techniques, black listing and also
advanced techniques like white listing techniques are also
incorporated for the security but unfortunately some of these
techniques also got compromised by the intruders. Advanced
access control mechanisms are implemented on the corporate
network to authenticate the individual and the devices. In
recent years, the major concern is about authentication of an
individual and protecting the information. These techniques
are applied in 10T, which requires large amount of
reengineering process to reach or satisfy the device
constraints[12]. The major challenges in the fields of IOT are

Pervasive data collection

High end user authentication

Potential for unexpected uses of user data
High security and safety

VYV VYVYY

Multimodal biometrics addresses some of the security
challenges in 10T through amplifying the high end
authentication of user recognition when it is incorporated
within the smart device.

I11. Methodology

IOT is a global dynamic network framework where smart
devices are interconnected with each other to exchange the
information via network. Multi modal biometric readers are
incorporated with the smart devices to achieve the high end
authentication. Multimodal biometrics combines different
modalities or traits to authenticate an individual. The
proposed system demonstrated in “Fig 17 illustrates the
feature level fusion of iris and finger print biometrics to
amplify the authentication and recognition accuracy of the
user. The sobel operator is used for preprocessing of the
finger print and Gabor filter is employed on iris to eliminate
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the noises and other illuminations. ELM is employed on both
iris and fingerprint to extract the rich features individually.
Feature level fusion is accomplished on iris and fingerprint
feature maps to generate template with rich feature map of an
individual which is used for high end authentication. FEC is
employed on the fused feature map for encrypting fused
template so as to minimize the attacks against stored
templates.

Step 1: Image Acquisition
The iris and face images are acquired and are transformed
into grayscale for pre-processing.

Step 2: Preprocessing

The preprocessing phase eliminates various distortions and
noises of two traits. Gabor filter is applied on iris to eliminate
the unwanted data like eye lashes, eye lids and other noises.
Sobel operator is employed on fingerprint image to avoid
dirt, grease and other noises. Both techniques help to
preserve the unique properties of iris and fingerprint data.

Step 3: Feature Extraction through ELM

Extreme Learning Machine is employed on the individual
preprocessed traits of iris and fingerprint. Unique features are
extracted from both iris and fingerprint biometrics with a
unified learning platform. It is used for multi-class
classification and unlike traditional learners; hidden features
are obtained randomly by ELM learner prior to training data.
The hidden features are unique to every individual and also
independent to it and to other features.

Hidden features are trained through ELM and f(y) is an
activation function to learn P different samples formulated in
(2). In the activation function of ELM, weights and biases are
generated randomly to make non-linear system as linear. fj is
the output of j™ hidden feature with respect to y;, w; is weight
vector connected with j™ hidden features and input features,
while bj is the bias of j" hidden feature. X is the desired
output feature vector of both individual iris and fingerprint.

X=Z5es By FO; 3 + b)) @)
Step 4: Feature Level Fusion
Horizontal concatenation method is employed to combine the
heterogeneous extracted feature sets of iris and fingerprint

features. This fusion reduces the feature space through
solidified template [9].
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Figure 1: Architecture of Proposed Multimodal
Biometric Recognition System in IOT

Step 5: Encryption of fused feature template using FEC
Forward Error Correction technique is employed on the fused
feature vector map to encrypt the template data of iris and
finger print traits. Feature fused vector map is transformed
using FEC by adding the noisy data that achieves the cancel
ability concept. This encrypted template cannot be
compromised by the intruders with in a specific time period.
FEC technique helps in denoising the data and also error
correction. It consummates the security, protection on
confidential data and safeguards from content corruption.
This fused encrypted feature vector is transferred via network
and stored in either database or network storage devices.
Matching is performed to authenticate the individual as
impostor or authenticated user.

IV. Conclusion

10T is a dynamic global network infrastructure where large
amount of information is being transferred through network
with interoperable communication protocols. Security is the
major concern in 10T. Multimodal biometrics incorporated
within the smart devices address the security issues of 10T
applications as it has high stability over unimodal recognition
systems. The proposed system demonstrates the feature level
fusion of iris and fingerprint for accurate authentication of
the user. ELM is applied on pre-processed images to extract
the unique features of iris and fingerprint traits. Feature level
fusion is done to integrate the extracted features of iris and
fingerprint traits and then fused feature space is reduced
through FEC. This FEC technique encrypts the fused
biometric template and provides security as well as privacy
for stored templates along with demographic information
over network devices. Convolution Neural Network can be
incorporated in the proposed recognition system to further
achieve high level security in IOT through multimodal
biometrics.
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