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Abstract - Smart Grids are the efficient network for manage and distribute the electricity in the power grids. The smart grid is
provided the two-way communication between customers and distributors. In this paper, double layer security technique is
designed using steganography spatial domain and cryptography AES algorithm for smart grid database security. In the
proposed technique, one time padding initialization vector (IV) is generated based on the edges information of cover image,
which resolved the replay attack. The encryption of secret data is done using AES_IV algorithm. Further, the data embedding
is done in smooth reason of the image using 2-bit LSB technique. At the receiver end, based on the edges information IV is
determined and data extraction is done. The avalanche effect, Peak-signal-to-noise ratio, embedding capacity parameters are
measured for performance analysis. The experimental results show that for different images, different IV is generated and
quality of output image not degraded.
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l. INTRODUCTION

OPERATIONS

The smart grid is the advanced distributed and control system
that automatically monitor, control, and protect the power
grids. The smart grid is hybridization the power grid with
information and communication system to achieve high
efficiency and safety [1]. The model for the smart grid is

shown in Fig. 1. ¢ \al) il
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distributor and customers are involved and their data security
and authentication is a requirement in smart grids for the
effective communication [2] and impersonation-based on the

smart grid network [3]. These are briefly explained below.
Key-based attacks
In the smart gird, for authentication purposes secret key or
certificate is used. There are two scenario, in the first
scenario the attacker have the knowledge of the secret key.
The cipher structure is determine by analyzing the secret key.
On the other hand, in second scenario, the attacker
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Fig.1 NIST Recommended Model for Smart Grid
share the unknown key with the other adversary and based on
the analysis of operation determine the key.
e Data-based attacks
In the data-based attack, the attacker modify the electricity
data and violate the integrity, confidentiality, repudiation.

e Impersonation-based attacks
In the attack, the attacker modify the data read by smart grid
through the smart meters. There are number of attacks
classify in this attacks. These are man-in-the-middle attack,
replay attack, and eavesdropping attack.
The cryptography and steganography are the areas used for
overcome these attacks. The cryptography encrypted the data
and steganography hides the existence of data. The
cryptography based on the key it is classified into symmetric
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and asymmetric ciphers. In the symmetric cipher, same key
is employed for encryption-decryption. On the other side,
different key used for encryption-decryption in the
asymmetric ciphers [2]. The steganography is classified into
spatial and frequency domain. In the spatial domain, pixels
manipulated for data hiding and on the other side, frequency
coefficient of pixels are determined and data hiding is done.
In this paper, we presented double layer security technique
for resolving data based attack, replay and eavesdropping
attacks for smart grid application. The data is encrypted
using AES algorithm. In addition, one time padding is done
in the encryption algorithm, which improve security and
replay attack. The performance analysis parameters, which
includes avalanche effect, PSNR, embedding capacity, are
measured and compare with the existing work. The
experimental results show that the double layer security
technique is provide good security and visual quality.

The paper is as follows. The section Il defined the related
work has done in the field of smart gird for database security.
The proposed technique is explained in section Ill. Section
IV illustrated the results for the proposed technique and
comparative analysis with existing technique. In the section
V concluded the work.

1. RELATED WORK

In this section, a review on smart grid security algorithms are
done.

Sunita, et al. [4], the cryptography and steganography
algorithms hybridization improve security and provide
efficient communication. Further, different

text steganography techniques are compared. They found that
CASE approach is robust as compared to retyping and
reformatting approach.

Jiang, et al. [5], designed real time covert VolP
communication using AES and audio steganography
technique. The performance analysis is done on the basis of
PESQ (which includes mean, variance) and compared the
time domain and frequency domain samples. Their results is
resistant to statistical attacks.

Abood, et al. [6], is done the comparative analysis between
different cryptography algorithms such as AES, DES, TDES,
RSA, and Blowfish based on effectiveness, key size,
complexity. From the comparative study, they found that
AES is better in terms of security for smart grids.

Abuadbba, et al. [7], hybridized the steganography algorithm
with error detection and correction technique for cognitive
smart grid security and robustness against the different
attacks. In their proposed model, wavelet transform is used
for data embedding and BCH algorithm is used for error
detection and correction. In addition, number of random
noise is applied on the proposed model to show robustness.
To determine robustness BER, PRD, and RMS are measured
for recover secret message.
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Amir Hossein Ghane and Jalil Seifali Harsini [8], is proposed
network based steganography approach for cognitive radio
system. In their algorithm, the secret information is encoded
using error correction codes such as BCH and Turbo channel
encoding, DWT transform is taken for cover media, and data
embedding is done.

Mouachi, et al. [9], in the smart grid cryptography
algorithms are provided good security. Various cryptography
symmetric and asymmetric algorithms are employed for data
encryption and authentication purposes. In this paper,
analyze various encryption algorithms and found that AES-
128 is best encryption scheme for data security.

From the literature survey found that, cryptography and
steganography, and error correction code fields are hybrid for
security purposes in smart grids. The AES is the most
suitable cryptography algorithm for data security. In this
paper, AES and steganography spatial domain techniques are
hybrid for

Edge Detection Algorithm

Cover Image
8 Ly for Generate IV

K Encryption Databas
ey
—> Algorithm <4 eData
Data Embedding Stego
Algorithm Image

Fig. 2 Block Diagram for the Double Layer Security
Technique (data security and capacity).

1. PROPOSED TECHNIQUE

In this section, the details of the proposed technique is
explained. The block diagram is defined in the Fig. 2. The
cover image is read and determine the edges of the cover
image and random 1V is generated for encryption algorithm.
Next, read the secret data and data is encrypted using AES
algorithm. The data is hidden in the cover image using 2-
LSB technique [10]. In the last, the Avalanche effect, PSNR,
and embedding capacity parameters are measured for
performance analysis.

The proposed technique has three components and explained
below.
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3.1 Edge Detection algorithm

In the proposed algorithm, the initialization vector is
generated based on the information of edges of the cover
image [11]. The advantage of determine IV on edges shows
that for different images there are different 1Vs. In the
proposed technique Sobel edge detection technique is used.
The pseudocode for edge detection is explained in Table 1.

Table 1.Pseudocode for Edge Detection Algorithm
1. The Cover image is read and extract RGB
planes.
2. The sobel edge detection algorithm is applied
on red plane to determine edges.
3. The output of step 2 is binary image. Where,
0’s represent the smooth pixel and 1’s represents
the edge pixel.
4. The edge pixels information is extracted and
used for Initialization vector generation.

3.2 Encryption Algorithm:

In the proposed technique, AES encryption algorithm is used
for data encryption. The AES encryption has 128-bit block
size, 3 variant 128,192,256 bit key size. The algorithm is
based on substitution and permutation network [12]. The
AES_1V algorithm pseudocode is explained in Table 2.

Table 2. Pseudocode for AES_1V Algorithm
1. The 128 bit Plaintext, IV and key is read and xor
operation is done.

2. The output of first step passed through 9 rounds and
each round further contains four steps which includes
s-box, shift row, mix-column, and add round key. In
addition, in each round the key is updated.

3. In the last 10™ round, the round contains s-box,
shift row and add round key operations is done and
cipher is generated.

4. The Cipher is generated in the first block worked as
IV for the next block.

5. The avalanche effect is measured for performance
analysis.

3.3 Data Embedding algorithm

The proposed technique data embedding pseudocode is
explained in Table 3. The data embedding is provided multi-
layer security.
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Table 3 . Pseudocode for Data Embedding

1. The cover image and encrypted secret message are
read.

2. The secret message is divided into 2-bit chunks.

3. The cover image smooth region pixels least
significant bits are replaced with secret data chunks to
produce stego image.

4. The PSNR and Embedding Capacity is measured
for the proposed technique.

In the next section, the proposed technique simulation and
analysis is explained in detail.

(AVA RESULTS

In this section, the proposed technique is simulated and
compare with existing work. In the experimental setup, 5
standard dataset images are taken [13]. The visual analysis is
done in the Table 4.

Table 4 Comparative Analysis between Cover and Stego
Image based on Visual Analysis.

Images
(.ipg)

Cover Image Stego Image

Tover Tmage Stego Image

e | &

Lena

Baboon

Barbara

Pepper

The following parameters are measured for the proposed
technique.
e Avalanche Effect

When a single bit changes in the plaintext, significantly
change the cipher text bits known as avalanche effect
[13]. In the Table 5 the avalanche effect the proposed
technique is shown for one block. We have change 1 bit
in the plaintext and approximate 47% bits are changed in
the ciphertext.
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Table 5 Performance Analysis based on Avalanche Effect

Plaintext Cipher Text AES IV
[84 111 125 | [33 19255 165

134 25490425 47%
86 123 141 | 4 159 147 203

139 43126 62 11]

95 123 141

142

114 127 144

152]

[83 111 125 | [62 1312445

134 68 144 218 24

86 123 141 | 4678186 211

139 49 65 96 159]

95 123 141

142

114 127 144

152]

e PSNR

PSNR parameter measured the quality of stego image
after data embedding [14]. It is calculated as (1)

2
PSNR=10l0gy — (dB)
1)
Here, A defined the maximum intensity and MSE
defined the square of different between cover and stego
image and calculated as (2)

1 . PR
MSE=—IC, %5, IM(i, /) = N(i, )2
)
Here, M and N represent the cover and stego image and
KL resolution of the image.

e Embedding Rate

This parameter measured the number of bits is
embedded in the cover image [14].

The performance analysis for the proposed technique is

shown in Table 6. The Table shows that high PSNR and

embedding capacity is achieved.

Table 6 Performance Analysis based on PSNR and

Embedding Rate for the proposed technique.

Images (.jpg) | PSNR (dB) Embedded
Capacity
Lena 53.50 8020
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Baboon 53.73 7896
Barbara 53.68 7534
Pepper 53.75 7748

For the comparative analysis the same dataset cover
(Lena.jpg) and secret message is taken and applied on
existing AES_LSB technique and proposed AES IV_LSB
technique and comparative shown in Table 7. The Table
shows that proposed technique approximate same results as
the existing AES. But, the proposed technique also provide
authentication.

Table 7 Comparative Analysis with the existing technique

Avalanche Effect PSNR
AES LSB 51% 53.44dB
AES_IV- 47% 53.50db
LSB

V. CONCLUSION

In this paper, AES and steganography spatial domain
technique is hybrid for data security. In addition, the
Initialization Vector is generated based on the edges
information of cover image to resolve replay attacks. The
experimental results shows that the cover and stego image is
looks similar and high avalanche effect, PSNR, is achieved.
In last, comparative

analysis is done with existing technique and found that
approximate same results achieved with authentication
provided by the proposed technique.
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