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Abstract— Software testing is the most critical phase of the Software Development Life Cycle. Software under test goes 

through various phases, which as per the study are test analysis; test planning, test case/data/environment preparation, test 

execution, bug logging and tracking and closure. There is lot of research which has been done in past to optimize overall 

testing process with intent of improving quality of software in a minimum amount of time. After evaluating all available 

testing processes it has been found that different development models are used for different types of applications and different 

testing techniques are performed to test the same. Based on the research during the study of this paper, it has been analyzed 

that each company modifies their testing process as per the needs and performs testing based on the criticality of the 

applications. The most critical components of each application have to be tested thoroughly to ensure their functional, 

performance and security features are behaving as expected. This paper talks about ensuring the quality of all types of software 

applications by performing certain types of testing techniques and optimized software testing processes. As per the study and 

research done testing types can be categorized under three major testing techniques which are Functional, Performance and 

Security Testing and major software testing process called as Analysis, Preparation and Execution and closure. 

  

Keywords— Functional, Performance and Security Testing (FPS), Analysis, Planning and Preparation, Execution and Closure 

(APEC), ), Software Testing Techniques, Software Testing Life Cycle (STLC), Software Development Life Cycle(SDLC). 

 

1. INTRODUCTION 

Software testing is the main activity of evaluating and 

executing software with a view to find out errors. It is the 

process where the system requirements and system 

components are exercised and evaluated manually or by 

using automation tools to find out whether the system is 

satisfying the specified requirements and the differences 

between expected and actual results are determined. This 

paper at a high - level is divided into two sections. The first 

section covers optimized testing process, which elaborates 

all phases of the testing life cycle and the second section 

covers testing types. The first section emphasizes the main 

activities, which are Analysis [A], Planning and Preparation 

[P], Execution [E] and Closure[C]. Where closure includes 

release and root cause analysis activities and execution phase 

goes hand in hand with bug logging and tracking.  

 

The software bug life cycle explained in the paper in the 

coming section highlights the mandatory steps for bug 

logging and tracking. The test preparation phase includes test 

case preparation, test case selection, test case optimization 

and test data preparation which is going to be elaborated 

later in this paper. There are lots of available testing types 

like black box testing, white box testing, state based testing, 

security testing, look and feel testing, acceptance testing, 

system testing, alpha and beta testing, and configuration 

based testing, verification and validation testing. Based on 

the research and study done this paper categorized all of 

them under three high - level testing types, which is 

Functional, Performance and Security (FPS).The last section 

deals with the conclusion, which shows relevance of our 

optimized software testing process and FPS as a basis for 

testing methods. 

 

2. OPTIMIZED SOFTWARE TESTING PROCESS 

 

STLC phases deals with detecting and rectifying any error by 

using various software testing techniques. This paper 

presents the required phases of testing lifecycle without 

which no software life cycle would be completed efficiently. 

Testing basically furnishes a criticism or a comparison that 

determines the state behavior of the system against its 

specifications, mechanisms, principles, characteristics and 

relevant standards. Software testing process can be 

customized according to the customer or the project needs. 
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The optimization process which one can use while testing 

software is analysis, planning and preparation, execution and 

closure. The software process provides the flow of the 

system and enhances the assurance of the product to be 

produced. There are various methods of testing of software 

that can be referred from different research journals, books 

and published papers but based on study, research and 

considering all the critical testing types, this paper talk about 

the key findings that Functionality, Performance and 

Security testing are three main software methods that a 

software tester needs to be tested to provide software 

according to specifications and with good quality. 

 

2.1. Test Analysis Phase 

The first phase which is a Analysis phase is the basic phase 

of the software testing process. This phase includes the 

analysis of functional and non functional requirements e.g. 

business requirements, functional specification document 

and technical specification document etc. 

 

The requirements collection and is to be done for elucidation 

with customers to identify actual and expected results of 

testing like Identification of requirements and gaps, which 

are basically non functional requirements such as usability, 

scalability, testability, maintainability, performance and 

security. All requirements that cannot be tested due to 

system and test environment constraints should be 

communicated to the business team. During this phase, the 

testing team reviews and analyses the requirements and 

identifies the tests, which are to be performed and sets 

priorities for testing - team members. The test environment 

requirement includes the hardware and software 

requirements under which the required software is to be 

tested and in parallel software developers start by planning 

and development activities. 

 

2.2. Test Planning and Preparation Phase 

The test preparation phase includes test plan preparation, test 

case, test data and test environment preparation. The test plan 

is the first document to be prepared, which outlines the scope, 

objectives, features to be tested, features not to be tested, 

types of testing to be performed, roles and responsibilities of 

testing team, entry and exit criteria and assumptions[1-10]. 

Simultaneously the testing teams start preparing test cases 

and test data. A test case is a document, which outlines steps 

required to test any functionality with expected and actual 

result. If actual result doesn’t matches with expected result, 

then a bug is opened. For each requirement, positive and 

negative test cases are prepared, which is ensured by 

requirement traceability matrix (RTM). RTM is a document 

which maps requirements with test cases to ensure 100% 

testing is done 

 

All valid and invalid test data sets are to be prepared for each 

test case and a test data document is prepared. Test data is 

also generated based on some algorithm and tools. Test case 

preparation [11] has various steps which start with Test case 

generation [12], Test case selection [16], Evaluation, and Test 

case prioritization [5]. There are various algorithms which are 

used to generate and optimize test cases. 

 

Swain et.al proposed a technique to generate test cases using 

corresponding sequence diagrams and also specifies the 

constraints across the defined artifacts. At the same time test 

case generation techniques are helpful for detecting 

synchronization and dependency of use cases and messages, 

object interaction and operation faults [12]. 

 

Test environment preparation is one of the most important 

phases which are usually prepared by separate team handling 

environments. After completion of coding part, the code is 

checked by configuration management tool and then test 

build is prepared where testers have to start test execution. 

 

2.3. Test Execution Phase 

In this phase testers execute software as per test cases. 

Wherever actual and expected results don’t match then tester 

open bugs and assign the same to developers. Bug logging 

and tracking [13] follows complete life cycle of bug. There is 

already a lot of work which has been done in past that focuses 

on main steps to be taken to report valid fault. The routine 

reports can be discussed on weekly/ daily basis along with the 

projects progress on project delivery, acceptance and 

approvals are monitored to analyze pilot project. 

 

2.4. Test Closure 

Test Closure is a important phase which includes all test 

reports ensuring that all system, integration, user acceptance 

testing passed and decision is taken whether all requirements 

are tested and there is no critical bug pending to be fixed OR 

verified. A review of all test artifacts is done by Manager. 

Once all artifacts are reviewed and approved then software 

release is done. Further root cause analysis is being done to 

brainstorm on what went well, what did not go well and areas 

of improvement. There are various root cause analysis tools 

and methods available on which a lots of research has been 

done in past. 

 

3. SOFTWARE TESTING TYPES 

 

There are various software testing techniques as per the 

research and study like black box, white box, grey 

box[19][21], regression [22], reliability, usability, 

performance, unit, system, integration, security, smoke, 

sanity and object oriented testing etc. It is impossible to 

perform all types of testing on a software as there is always 

fixed amount of time allocated for testing. Functional 

testing is very common and lots of research is done on them 

in past that’s why only in rare cases a site crashes due to 

lack of functional testing. The most recent failures 
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happened in past are due to lack of Performance and 

Security testing. In 2014 Indian Railway site got crashed as 

it was not able to handle load of customers. Another failure 

in 2014 is of Delhi University (DU) online application form 

web site crash on last day of submission due to excessive 

load on site. Then there were instances in 2013 when Indian 

government sites were hacked by some external agencies. 

After analyzing and survey of all these techniques it is 

found that a right mix of testing types should be performed 

on a given software to ensure quality and overall reliable 

software. This paper will focus on the main testing 

techniques like Functional [F], Performance [P] and 

Security testing[S]. The right mix of testing should be 

included from all headers of F, P and S. Functionality is 

first and foremost aspect of software testing which ensure 

quality of software. 

 

Verification and Validation is done using Static and 

Dynamic testing respectively. Static testing involves all 

types of reviews, inspections, and walkthroughs. Dynamic 

testing or actual validation involves all functional and non-

functional testing types. 

 

3.1. Functional Testing 

The main quality factor in software is to meet its required 

functionality and behavior. The functional part of software 

includes the external behavior that mainly specifies all user 

requirements. The high level design of the software is 

produced so that the customer would be satisfied at an early 

stage of design and development. The functional testing 

revolves around the basic work flows and alternative flows 

of software. These flows can be represented by various use 

case diagrams like sequential diagrams, class diagrams, 

component diagrams etc [9][10]. Automated Test cases are 

also generated by UML models [8]. There are different 

types of functional testing methods and techniques [18] 

which could be performed at various levels of testing i.e. 

unit testing, integration testing (top down and bottom up 

testing) and system testing. There are lots of testing 

performed at various levels of testing like black box 

testing[19], white box testing, grey box testing [21] 

regression testing [22][2], fuzz testing, use case testing, 

exploratory testing, smoke testing, sanity testing, 

acceptance testing [23], alpha, beta testing etc. Test cases 

are built around specifications and requirements i.e., what 

the application is supposed to do. The functional testing 

method basically focuses on “What” is supposed to do but 

not on “How”. 

 

Unit testing is usually done by developers. Integration 

testing and System testing is performed by testing team 

and user acceptance testing is mainly performed by end 

users or business team. 

 

The main types of Functional Testing are explained in 

brief in below table 1: 

S.No. 
Testing 

Type 
Definition 

1 
Unit 

Testing 

The lowest level of testing mainly 

performed by developer to test the unit 

of code 

2 

Integrat

ion 

Testing 

This is to test the communication 

between various modules to make sure 

data is flowing across various  

components   correctly. done  following  

either  top-down approachOR approach. 

3 
System 

Testing 

The  overall  system  is  tested  to 

ensure  that  it  is  behaving  or 

functioning  as  intended  and  as 

specified in requirement 

document.  Regression performed to 

ensure that nothing is  broken  in  

system  after  fixing bugs  and  testing  

bugs.  Overall Smoke   and   Sanity   

testing   is performed to ensure all links 

and features are working 

environment is stable. 

4 
Accepta

nce 

Pre acceptance testing 

performed mainly known as alpha and  

beta  testing  to  ensure  the customers  

are  able  to  perform intended

 functionality and feedback   is   

taken   to   further enhance quality of 

software. 

5 

White

 box and

 Black 

Box 

Testing 

Black box testing is performed to 

ensure output of application is as 

correct  for  all various  types  of 

positive and negative   inputs. There are 

various types of Black box testing types 

like Equivalence Class partitioning, 

Boundary value analysis, error guessing 

etc. White  box  deals  with  internal 

working of code to ensure there is no  

redundant  code  written  in software. 

This involves testing of line of code, 

program, flow, logic, loop, structure, 

functions, communication testing and  

ther internal testing of program. 

 

3.2. Performance Testing 

This is one of non-functional testing types which test 

performance of software under all favorable and non-

favorable conditions. This includes all time related 

parameters like Load time, access time, run time, execution 

time etc. This also includes success rate, failure frequency, 

mean time between failures and overall reliability of 

software. The most popular types of testing performed in 

Performance testing[14] are Stress testing and Load testing. 

Stress testing is performed to find and understand the upper 
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limits of capacity within the system. Extreme load is given 

to the application to determine the robustness of the system. 

Soak testing is also performed which is called as endurance 

testing. This testing is done to determine if the system can 

sustain the continuous expected load. Potential leaks are 

detected by monitoring the memory utilization. 

 

Soak testing ensures that the throughput and response time 

after some long period of sustained activity are as good as 

or better than at the beginning of the test. The main goal of 

performing soak test is to discover the system behavior 

under its sustained use. Mean Time To Repair (MTTR) and 

Mean Time Between Failures (MTBF) are calculated for 

the system efficiency and robustness. 

Spike testing is done by suddenly increasing the number of 

users or load generated by users by a very large amount 

and observing the behavior of the system. Mainly tools are 

used to test performance of software, as it is very difficult 

to test the load manually. There are lots of freeware tools 

like Soap UI and Jmeter used to test performance of 

software. The most popular tool used to test performance of 

software is Load runner tool and there are various IBM 

tools also available to test the performance of software 

[15]. Most of the recent failure occurred in software 

industry are due to lack of performance testing. 

 

3.3. Security Testing 

As per the current scenarios timing and buffer overflow 

attacks are most common. In object oriented systems, 

design level problems include error handling. Some other 

design level problems like sharing and trust issues, 

unprotected data channels, incorrect or missing access 

control mechanisms, lack of auditing, incorrect logging and 

timings and ordering errors also lead to security risks. The 

software is required to test for the security features like 

strong authentication, cryptography and access control and 

some other security mechanisms. 

 

[Gary McGraw] suggests that vulnerability is an error that 

an attacker can exploit [6]. The system is tested for areas 

like authentication, authorization and different kinds of 

threats. Security testing of software is important as to 

protect the information, services, skills and resources of 

adversaries and the cost of potential assurance remedies 

[15]. 

 

Security testing basically follows two types of approaches: 

a. Testing software regarding software’s functional 

mechanisms 

b. Performing risk based approach according to attackers 

mindset. 

Penetration Testing is a security testing in which evaluators 

attempt to circumvent the security features of a system 

based on their understanding of the system design and 

implementation. 

Also a other type which is Fuzz Testing was given by 

Barton Miller, university of Wisconsin in 1988. It is 

software testing technique in which automatically invalid, 

random and unexpected data to the software is given to find 

out the reaction of software. It is good for testing that 

software where inputs have no control over the predefined 

data. This testing technique is only used to find only the 

simple features of the software but not the complex 

software code. 

Now to sum up on the above sections of the testing, Table 

2 below categorizes all Testing types 

 

Table 2 

Testing Types Methods 

1.Functional Testing Black box,  White

 box, all  pair 

testing, state transition

 tables, decision   

tables, model based 

testing, use based

 testing, 

exploratory  testing,

 specification based

 testing, regression

 testing, smoke 

testing, sanity testing 

2.Performance Testing Load, Spike, Stress,

 Soak  and 

configuration testing. 

  

3.Security Testing Static Analyzer,

 Brute Force 

Attack,  SQL  Injection  and  

Cross Site  Scripting

 (XSS),

 Penetration testing 

and Fuzz testing.  

 

 

4. MAPPING OF SOFTWARE TEST PROCESS AND 

TESTING TYPES 

 

There are four major phases in software test life cycle which 

are earlier explained in this paper. Each phase require some 

sort of testing to be performed. In test analysis and test 

preparation phase only verification of requirement 

documents and other test documents is done. Verification 

involves all types of reviews, inspection and walkthroughs. 

It is mainly done before validation. Once Test Preparation is 

done and all artifacts are reviewed and base lined, then Test 

execution begins, where in actual validation is performed. In 

this phase all types of testing is performed which are shown 

in Figure 1 below at a high level. 
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Figure 1: Mapping of Software Test Phases and Testing Types 

 

5. CONCLUSION 

 

The intent of this paper was to research on various phases of 

software testing life cycle and different types of testing. After 

reviewing various phases of software life cycle it is found 

that there are main 4 phases in testing life cycle that could be 

categorized as Analysis, Planning and Preparation, Execution 

and Closure. A generic software testing life cycle- APEC is 

proposed in this paper. Also most recent failures are studied, 

which happened due to lack of performance and security 

testing. A lot of time is spent on Functional testing and there 

is rarely any software which got crashed due to lack of 

functional testing in recent past. So this paper proposed a new 

right mix of testing which should include some performance 

and security testing checks in addition to functionality testing 

for better quality of software. As there is always a scope so 

Further to this paper a research and study can be done on the 

software testing to propose a generic testing framework and 

techniques to support functional, performance and security 

testing for object oriented development framework and other 

platforms using some algorithm(s) with/ without use of tools 

in minimum amount of time. 
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