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Abstract— Cloud computing is a revolutionary computing paradigm, which enables flexible, on-demand, and low-cost
usage of computing resources, but the data is outsourced to some cloud servers, and various privacy concerns emerge from
it. Various schemes based on the attribute-based encryption have been to secure the cloud storage. Data content privacy. A
semi anonymous privilege control scheme AnonyControl to address not only the data privacy. But also the user identity
privacy. AnonyControl decentralizes the central authority to limit the identity leakage and thus achieves semi anonymity.
The Anonymity —F which fully prevent the identity leakage and achieve the full anonymity.
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I.INTRODUCTION

Cloud computing is a revolutionary computing technique,
by which computing resources are provided dynamically
via Internet and the data storage and computation are
outsourced to someone or some party in a ,cloud”. It
greatly attracts attention and interest from both academia
and industry due to the profitability, but it also has at least
three challenges that must be handled before coming to our
real life to the best of our knowledge. First of all, data
confidentiality should be guaranteed. The data privacy is
not only about the data contents. Since the most attractive
part of the cloud computing is the computation
outsourcing, it is far beyond enough to just conduct an
access control. More likely, users want to control the
privileges of data manipulation over other users or cloud
servers. This is because when sensitive information or
computation is outsourced to the cloud servers or another
user, which is out of users™ control in most cases, privacy
risks would rise dramatically because the servers might
illegally inspect users™ data and access sensitive
information, or other users might be able to infer sensitive
information from the outsourced computation. Therefore,
not only the access but also the operation should be
controlled. Secondly, personal information (defined by
each user™s attributes set) is at risk because one“s identity
is authenticated based on his information for the purpose of
access control (or privilege control in this paper). As
people are becoming more concerned about their identity
privacy these days, the identity privacy also needs to be
protected before the cloud enters our life. Preferably, any
authority or server alone should not know any client™s
personal information.

Last but not least, the cloud computing system should be

resilient in the case of security breach in which some part
of the system is compromised by attackers. Various
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techniques have been proposed to protect the data contents
privacy via access control. Identity-based encryption (IBE)
was first introduced by Shamir [1], in which the sender of a
message can specify an identity such that only a receiver
with matching identity can decrypt it. Few years later,
Fuzzy ldentity-Based Encryption [2] is proposed, which is
also known as Attribute-Based Encryption (ABE). In such
encryption scheme, an identity is viewed as a set of
descriptive attributes, and decryption is possible if a
decrypters identity has some overlaps with the one
specified in the ciphertext. Soon after, more general tree-
based ABE schemes, Key-Policy Attribute-Based
Encryption (KP-ABE) [3] and Ciphertext-Policy Attribute-
Based Encryption (CP-ABE) [4], are presented to express
more general condition than simple ,,overlap”. They are
counterparts to each other in the sense that the decision of
encryption policy (who can or cannot decrypt the message)
is made by different parties.

Existing System:

Various techniques have been proposed to protect the data
contents privacy via access control. ldentity-based
encryption (IBE) was first introduced by Shamir, in which
the sender of a message can specify an identity such that
only a receiver with matching identity can decrypt it. Few
years later, Fuzzy ldentity-Based Encryption is proposed,
which is also known as Attribute-Based Encryption (ABE).

Disadvantages:

Privacy risks would rise drastically because the servers
may illegally inspect user's data and access sensitive
information. Personal data is at risk because one's identity
is authenticated based on his/her data. Scope of
collude(come to a secret understanding) with malicious
Data Consumers or Data Owners to harvest others™ file
contents to gain illegal profits.
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Il. PROPOSED SYSTEM AND ARCHTICTURE

1: Policy Attribute-Based Encryption With Privacy
Preserving In Clouds
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To decentralize Access Control Scheme for secure data
storage (ABE & ABS).In this scheme we only give the
privacy to attribute based encryption. And attribute based
scheme .In attribute based encryption scheme we use the

Anonym control Scheme.
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Fig: 1.Archticture System

2: Cipher text based policy attribute based encryption
As compared to existing schemes, our proposed solution
enables the authority to revoke user attributes with
minimal effort. We achieve this by uniquely integrating
the technique of proxy re-encryption with CP-ABE, and
enable the authority to delegate most of laborious tasks to
proxy server.

3: Attribute Based data Shearing with attribute
revocation
In this paper we focus on an important issue of attribute

-

considering more practical scenarios in which semi-
trustable on-line proxy servers are available. As compared
to existing schemes, our proposed solution enables the
authority to revoke user attributes with minimal effort. 4:
Control Cloud Data Access Privilege and Anonymity
With Fully Anonymous Attribute-Based In existing
system we only give the privacy to the data Access
control, but not give the user identity privacy, in proposed
system we give the privacy to the user identity .In this
Scheme we use two scheme Anonym Control, and
Anonym Control-F scheme .In this scheme we use the

revocation which is cumbersome for CPABE schemes. In peer-peer protocol.
particular, we re-solve this challenging issue by
1. WORKFLOW
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MODULES:

1. Attribute Authorities
2. Data Owners

3. Cloud Server

4. Data Consumers

MODULES DESCRIPTION:

Attribute Authorities:

Every AA is an independent attribute authority that is
responsible for entitling and revoking user “s attributes
according to their role or identity in its domain. In our
scheme, every attribute is associated with a single AA,
but each AA can manage an arbitrary number of
attributes. Every AA has full control over the structure
and semantics of its attributes. Each AA is responsible for
generating a public attribute key for each attribute it
manages and a secret key for each user reflecting his/her
attributes.

Data Consumers:

Each user has a global identity in the system. A user may
be entitled a set of attributes which may come from
multiple attribute authorities. The user will receive a
secret key associated with its attributes entitled by the
corresponding attribute authorities.

Data Owners:

Each owner first divides the data into several components
according to the logic granularities and encrypts each data
component with different content keys by using
symmetric encryption techniques. Then, the owner
defines the access policies over attributes from multiple
attribute authorities and encrypts the content keys under
the policies.

Cloud Server:

Then, the owner sends the encrypted data to the cloud
server together with the cipher-texts. They do not rely on
the server to do data access control. But, the access
control happens inside the cryptography. That is only
when the user”s attributes satisfy the access policy
defined in the cipher text; the user is able to decrypt the
ciphertext. Thus, users with different attributes can
decrypt different number of content keys and thus obtain
different granularities of information from the same data.

Fully Anonymity Achieved

The key point of the identity information leakage we had
in our previous scheme as well as every existing attribute
based encryption schemes is that key generator (or
attribute authorities in our scheme) issues private key
based on the reported attribute, and the generator has to
know the users attribute (identities) to do so. We need to
introduce a new technique to let key generators issue the
correct attribute key without knowing what attributes the
users have. The solution is to give all the private keys of
all the attributes to the key requester and let him pick
whatever he wants. In this way, the key generator does
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not know which private keys the key requester picked,
but we have to fully trust the key requester. To solve this,
we leverage the following to Oblivious Transfer (OT). 1-
out-of-n oblivious transfer

In cryptography, an oblivious transfer protocol (OT) is a
type of protocol in which a sender transfers one of many
pieces of information to a receiver, but sender remains
oblivious(unware) as what piece of information has been
transferred to receiver.In an 1-out-of-n OT, the sender
Bob has n messages M1, ..., Mn, and the receiver Alice
wants to pick one Mi from those M1, . . ., Mn . Alice
successfully achieves Mi, and Bob does not know which
Mi is picked by Alice.

(AVA EXPERIMENTAL RESULTS

In this project there are two attribute authorities which
can provide private keys against user profile attributes
and these authorities can distribute the keys without
looking into the wuser identity information hence
anonymity has achieved.

Data Owner Data Consumer Attribute Authority Cloud Server

Registration Form

Name
First and last name

Email
example@domain.com

Date Of Birth
mm/dd/yyyy

Gender

iam..

Role

Please Select

Mobile phone

phone number

Sign meupt

Fig: 3.Registration Page

A user can be a Data Owner and a DataConsumer
simultaneously

Data Owner Cloud Server

8 Welcome to Data Consumer

Username

Data Consumer Attribute Authority

Enter Username
Password

Password

New User Click Here

Fig 4: User Login
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Attribute authorities generate private keys against
attributes of users.

Response Log Out

Status = Action

Ownerid Owner Key N-Authorities Key

\ 31442f fa60c3 097177 Granted | Response
‘ dg57ac 1c8eb7 2ae745 Granted | Response
‘ 59692 Waiting Waiting Waiting | Response
‘ 679139 dda205 41483e Granted | Response
‘ 571016 041467 19d0a0 Granted | Response
‘ 068147 7c1ded 943726 Granted | Response
‘ 56d282 129b4e 067bd8 Granted | Response
‘ 9b3842 Waiting Waiting Waiting | Response

Fig 5: Authority responds

We can create multiple authorities and each authority can

Semi-anonymous

select attributes randomly & generate private keys.
V. CONCLUSION

attribute-based  privilege  control

scheme AnonyControl and a fully-anonymous attribute-
based privilege control scheme AnonyControl-F to
address the user privacy problem in a cloud storage
server. Using multiple authorities in the cloud computing
system, our proposed schemes achieve not only fine-
grained privilege control but also identity anonymity
while conducting privilege control based on users”
identity information. More importantly, our system can
tolerate up to N — 2 authority compromise, which is
highly preferable especially in Internet-based cloud
computing environment.
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