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Abstract—Biometric system is used for identification of an individual on the basis of their physical and behavioral features. As
the research in the information technology is increasing day by day, so, the security of information becomes a great issue.
Therefore, to deal with security, authentication access control plays an important role and this is the first step to ensure
security. This paper describes the study of widely used biometric technologies. The principle by the biometric system work is
being defined with the stages by which biometric system works. In biometrics, according to some characteristics, we need to
identify human physiological parameters. The comparison of biometric traits on the basis of feature description is given with
their characteristics on the basis of uniqueness, university, measurability, acceptability, circumvention and premenance. Work
done by number of authors in biometric system is given in the form of comparison with the techniques and outcomes. A
biometric system requires a reliable personal identification scheme to confirm or determine the needs of their individual
identity services. The aim of this technique is to ensure that only legitimate users can access these services, and are not
accessible to others. The notable features of biometric can be confirmed or established a personal identity.
Keywords—Biometric, fingerprint hand, iris, face, DNA, keystroke, signature, Voice
I.

INTRODUCTION

Data security is concerned with the guarantee of privacy,
integrity and accessibility of information in all forms. There
are various tools and methods available to provide
information security. Among all the security systems,
biometric system usually provides better security. Biometric
system deals with individuals on the basis of their behavioral
and physical characters like fingerprint, iris, face, signature
etc. that have advantages over the systems. In traditional
authentication system, one has to remember password or
secret code to identify an individual. But passwords can be
hacked by attacker and thus, can leak the secret or we can
say that it is not a secure technique. It is also very difficult to
remember the entire password. Therefore, nowadays, an
automatic system is based on physical or behavior of human
which usually used widely for identification and providing
security to the system [1]. This paper is organized in the way
that a brief description of biometrics along with their types is
given in section I. Related work along with different
techniques is given in section II. Finally conclusion is being
drawn in section III.
A. Working principle of Biometric system
A biometric system is a real time identification system that
is used to recognize an individual by measuring their
© 2017, IJCSE All Rights Reserved

behavioral and physical characteristics by comparing it to
the data stored in the data base [2]. A biometric system
consists of a scanning device to read the data and convert
that into digital forms and then stored into the data base. The
various steps used in the biometric system are defined
below:
Image
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Decision
Module

Preprocessing

Region of
interest

Machine
Module

Feature
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Database

Figure 1. Biometric system [1]

A biometric system mainly consists of image captured unit,
Pre-processing, feature extraction unit, image matching unit
and decision stage as shown in figure 1 and are defined
below:
40
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1) Pre-processing Stage
This is the first step in Biometric system, in which the input
data is processed to increase the quality of the captured
image. This is mostly used to reduce the noise and thus,
obtained an image ready for feature extraction.
2) Region of Interest Stage
In this process, the interesting features of the biometric
image are divided into smaller regions that are used for
matching the characteristics in a biometric system.

3) Feature Extraction Stage
Feature extraction is mainly used to take out some of the
features used to sort input image and capture patterns present
in the original data set [3].
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1) Physiological characteristics
This section defines the physiological traits came under
biometric system.
a) Finger print technology
Fingerprint recognition is one of the oldest and best methods
used for identifying an individual. The reason is that each
person has a different fingerprint. A fingerprint is an impact
of the ridges or any part of the finger. Finger ridges are the
raised section of the palm consisted of one or more
connected ridge of the skin. Few year back, the finger
impression usually printed on the paper and that later
scanned by the scanner. An image of fingerprint map is
shown below:

4) Matching module stage
The extracted features are compared at this stage with the
dataset. After the comparison, a matching score is being
generated.
5) Decision making
This is the last stage of the biometric system, in which the
user is recognized or unrecognized on the basis of the score
generated by the matching module [4]
B. Types Of Biometric Identifiers
Biometric identifiers are mainly of two types as shown in
figure 2:
Finger
print

Biometrics
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Figure. 2: Biometric trait
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Figure 3: Fingerprint Bitmap

 Finger Print Sensors
A finger print sensor is a device used for capturing the
digital image of the finger when it is placed over it. The
captured image is known as scanned or digital image. This
scanned image is stored in data base in order to create a
template that is used at the time of matching. A number of
technologies have been used like optical, capacitive, RF,
thermal, piezo-sensitive, ultrasonic, piezoelectric. Some of
them are explained below:
 Optical
In this technique, laser beam is used to scan finger print. The
sensor device consists of a group of lenses. The top surface
of the lens is known as touch surface, where finger is placed.
Below this layer, a light emitting diode is there that
illuminate the surface of the finger. When light strikes on the
surface of the finger, it reflects back. Thus, the reflected ray
falls on the charged couple capacitor, which stores the image
in the form of charge. The image quality gets affected in the
case of dirty hand [7].
 Ultrasonic
The working of ultrasonic sensors is based the principle of
medical ultra-sonography. As an optical sensor uses light to
capture the image, in ultrasonic sensors, it captures the
image by penetrating the high frequency sound waves under
41
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the skin of the finger. These waves are generated by using
piezoelectric transducers. These sensors do not need for
clean hands and a clean sensing surface.
 Capacitance
These sensors are based on the principle of capacitance, in
order to form fingerprint images. The sensed image is stored
in the form of charge on the capacitor plate.
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c) Face recognition
In this technique, face of an individual is identified by
capturing the face with the help of camera. This biometric
system mainly concentrates on the positioning of eyes, nose
and mouth. It is one of the most secure mean of
identification [10].

Fingerprint matching techniques are divided into two forms,
namely, Minutiae based and correlation based. In minutia
based technique, initially the minutiae areas are discover and
later, maps the relation placement on the finger. Correlation
based fingerprint recognition needs the precise location of a
registration point.
It is defined as the pattern created and the uniqueness of the
way in which ridges end, split and join, or appear as a simple
dot.

Figure 6. Face recognition

d) Iris recognition
This method is used to identify an individual on the basis of
iris pattern within the round shaped region surrounding the
pupil of eye. A high resolution image of an Iris is captured
by using a digital camera and thus, comparing the captured
image with the image stored in the data engine. To obtain
the accurate results, the image is captured within a few
meters of camera [11].

Figure 4. Minutiae
Fingerprint identification system finds the application in the
organization for staff attendance like for, passport
verification at border of the country, Population census,
Driver’s licenses and professional ID card verification [8].
b) Hand recognition
This technique is based on the concept of that the shape of
hand of every person are different and it does not change
with the time. This unique feature includes length, width,
thickness and surface area of hand. By focusing light on the
hand placed under the scanner, the hand gets scanned and
thus, converted into digital image and stored in the data base
[9]. The scanner is shown in figure below:

Figure 5. Hand geometry scanner
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Fig.ure 7. Iris

e) DNA
DNA recognition needs lab environment to identify an
individual on the basis of tissue, blood and other body
samples. Presently, there is no technology that allows
automatic recognition of DNA sample. DNA used sensors
based on electrochemical detection [12].

Figure .8. DNA scanner example
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2)
Behavioural biometrics
In this technique, an individual is identified on the basis of
their behaviour like on the present status of mind, voice. As
we know that voice of human being gets changed due to
various factors like sadness, happiness, disease, throat
infection and so on. This technique comprises of voice
recognition, signature and key stroke recognition.
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stroke order, pressure applied on the pen velocity of the pen,
holding style of pen and so on [14, 15].

a) Voice recognition
As every person has different voice that can be recognized
on the basis of an individual speak. For recognition, it uses
vocal characteristic that depends upon the dimension of
mouth, nasal activities and the way of speech. It does not
require any extra hardware [13].
Recogniz
ed or
Notrecognize
d

Acousti
c wave
Decisio
n
Making

Fig.ure 10. Signature reader
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c)

Keystroke recognition

In this, an individual typing style on keyboard is analyzed for
recognizing the human. Keystroke is dependent upon the
speed which is the time between the pressed keys, rhythm,
precision, right shift key etc. [16-18].
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Figure 9. Voice recognition system

b) Signature recognition
In this recognition system, signature of an individual are
used to identify an individual. As the style of signature
varies from human to human due to different factors like
Biometric traits
Finger print

Fig.ure 11. Typing Rhythm

Table1. Biometric comparison based on features extracted
Feature description

Iris

A friction Ridge curves-a raised portion, pore structure, indents and
marks
Estimation of length, width, thickness, shape and surface area of the
hand.
Texture of the iris such as freckles, coronas, strips, furrow, and crypts

Face

Distance of specific facial features (eyes, nose, mouth)

DNA

DNA code can be extracted from blood, hair, skin cells and other
bodily substances
Time gap between each key stroke

Hand

Keystroke
Signature
Voice

© 2017, IJCSE All Rights Reserved

It measures pressure, direction, timing, acceleration and the length of
the strokes
Tone, words
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Table 2. Comparison of characteristics of biometric entities
Unique
ness

Premenance

University

Measurability

Collectability

Performnace

Acceptability

Circumvention

High

High

Medium

High

Medium

Medium

High

Medium

Hand

Medium

Low

High

High

High

Medium

Medium

Medium

Iris

High

High

High

Medium

Medium

High

Medium

Low

Face

Medium

Medium

High

Medium

Low

High

High

High

DNA

High

High

High

Low

Low

High

High

Low

Keystroke

Low

Low

Low

Low

Medium

Low

Low

Medium

Signature

High

Low

Low

Medium

High

Medium

High

High

Voice

Low

Low

Medium

Medium

Medium

Low

High

High

Finger print

II.

RELATED WORK

This section defines a glance of existing work in biometric system in tabular form. The elements taken for defining the work
are proposed work, techniques undertaken and outcome.
Author

Proposed work

Techniques

Outcomes

S. B. Dabhade et al. [2, 2016]

Biometric recognition based on
Hyper spectral

A. Mansour et al.[4,2017]

Multimdal Biometric
authentication system

Principle component analysis
(PCA) and Kernel principle
component analysis (KPCA)
Discrete time markov chain

S. Bhilare et al. [5, 2017]

Attack is prevented by using
hand vein recognition system

SVM support vector machine,
Local binary pattern (LBP)

R. Priya, V. Tamilselvi and G.
P. Rameshkumar, [7, 2014]
B. Saropourian [8, 2009]

Finger print recognition system
used for internet banking
Neural network has been used in
finger print recognition

Minutia feature extration

S. Samoil and S. N.
Yanushkevich [9, 2016]

Hand recognition system has
been used for multispectral data

Lihong Wanet al. [10, 2017]

Recognize keystroke for virtual
keyboard

Principle component analysis
(PCA), k-nearest neighbor (KNN)
and Support vector machine
(SVM)
k-nearest neighbor (KNN)

Authors determined
recognition rate which is
69.20 %.
Simulations are performed
on MATLAB software to
measure probability w.r.t
discrete time interval
The average rate of 0.16%
for same device and 0.8%
for the cross device has been
obtained
Accuracy upto 100 % is
obtained
Neural network has been
used for removing the noise
image, deficient image and
pieced image thus accuracy
of the system get increased.
The parameters like
recognition rate has been
measured which is about 76
5 to 89 %.
Recognition accuracy lies
between 69 % to 96 %.

III.

CONCLUSION

This paper has dealt with the summary of biometric
recognition system. It is being analyzed from the review
that the main aim of biometric system is the security that
can be determine on the basis of physical and behavioral
traits and for that biometric system is used. Biometric
system is consisted of different stages like image captured
unit, pre-processing, interest region, decision module, and
machine module and feature extraction. The paper has
© 2017, IJCSE All Rights Reserved

Neural network

discussed biometric traits in terms of features, like for
fingerprint; it is a friction ridge curve, pore structure. A
comparison has been given for different biometric entities
on the basis of different parameters. Number of authors
has discussed their work in this area, so, a highlight has
been provided in this paper in tabular form on the basis of
their techniques and the concluded remarks by means of
the outcome.
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