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Abstract— Cloud computing nowadays is dealing with most of security issues and privacy issues, no matter how strong security we
use but achieving the 100 % security will always a tough notch. However this research deals with area of cloud computing in building
the trust level of cloud brokers among the general public or its distributers and buyers. The trust level is achieved by following a
novel idea of checking the data manipulation in uploaded content. The SAAS cloud network in general is always secured with
encryption so in this part for security NTRU is been implemented. Further this method describes the naive bayes string pattern
matching algorithm. The data which is uploaded in server is auto synchronizing for back up onto another server which is a hidden
database server. The user doesn’t know that his/her data is kept in this server also whenever the query for download is been
generated to download the server the existing data in server is cross verified with hidden database to check the manipulation if any
which is accommodated using Naive Bayes String Search Algorithm. If no data manipulation is been occurred it defines the

superiority and trustworthiness of cloud storage among the public and cloud buyers.
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I INTRODUCTION

Cloud is essentially a bunch of commodity computers
networked together in same or different geographical
locations, operating together to serve a number of customers
with different need and workload on demand basis with the
help of virtualization. Cloud computing is a system if tasks
and data are held on the internet rather than on individual
devices, giving on-demand capability. Resources are
provided and administered by a service provider. Programs
are started on a remote server and then sent to the user. To
maintain the data integrity and data availability many
people proposed several algorithms and methods that enable
on demand data correctness and verification. So Cloud
servers are not only used to store data like a ware house , it
also provides frequent updates on data by the users with
different operations like insert, delete , update and append.

1.2 Security and Privacy in Cloud

One of the core themes of cloud computing and cloud
storage in general is that service should be independent of
the location. Some of these aspects affect the way the cloud
service provider creates his service and might lead to
security and privacy issues for the consumer of the services.

Some of the characteristics of the infrastructure are detailed
as follows.

Location Independent Services: The very characteristics
of the cloud computing services is the ability to provide
services to their clients irrespective of the location of the
provider, the physical hardware below could be moved
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anywhere but the services should still be available. This
feature also applies to the consumers of the services, with
the advent of computing platform the consumption of the
services cannot be restricted to a particular location but may
be requested from any location as per the choices of the
customer.

Communications: Due to the vary nature of the cloud
computing infrastructure communications is a major
component in every design. These communication lines
could exist from few seconds to hours based on the services
being consumed. So the security of this communication
lines should be persistent as long as the connection between
the provider and consumer exists at minimum and cover
some buffer period too.

Infrastructure: The infrastructure that is used for these
services should be secured appropriately to avoid any
potential security threats and should cover the life time of
component. This lifetime can be estimated to be about 10
years.

Storage Security: The data that is stored on the cloud
services often would last longer than the security that
should be ensured of the components which are used to
store or compute these data. This would entail the storage
services should be robust enough to achieve component and
hardware changes easily and transparently. This applies to
the algorithms and encryptions schemes that are used to
secure this data; they could become obsolete and might
become easy targets to brute force attacks as the processing
powers of the various devices keep increasing.

Backup Storage: In this aspect the security should outlast
general storage security and the life span could be assumed
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to be greater than thirty years, and as with normal storage
services the technologies should be resistant to component
and hardware changes as well as the algorithms used to
store the data.

IT Need and significance of proposed research Work

In this research of thesis, various issues of cloud computing
are surveyed and analyzed by looking over current scenario.
The main problem and issues are defined on data
privacy/Security. The data uploaded by user can be
manipulated by hackers or security breakers or can be stolen
and uploaded right back away after manipulating. In our
approach we are going to preserve the privacy of data
manipulation to avoid it and detect it. For privacy,
algorithm called, Naive string search algorithm is used in
which each character of the pattern is compared to a
substring of the text which is the length of the pattern, until
there is a mismatch or a match. For prevention of intrusion
using a unique key generation provision to user, i.e., every
time user logins the system will generate the unique key
which will be entered by user and he/she will be redirected
to the content upload and download page automatically. For
the data security NTRU Algorithm for encryption and
Decryption is used. However our main area of research is

to predict the data manipulation on cloud computing.

IIT Objectives:
¢ Implementing Naive String Search Algorithm for
analyzing any type of manipulation in data

e Implement NTRU Algorithm for encryption and
Decryption of data

e To compare it with current state of art techniques.

IV RESEARCH METHODOLOGY/PLANNING OF
WORK

Naive string matching algorithm:

It is also known as Brute Force algorithm. It has no pre-
processing phase, needs constant extra space. It always
shifts the window by exactly one position to the right. It
requires 2n expected text characters comparisons. It finds
all valid shifts using a loop that checks the condition

P[1...m]=T[s+1........ s +m] for each of the n-m+1 possible
values of s . Consider the following example.
T=ANPANMAN

P=MAN

ANPANMAN A brute force method for string matching
algorithm shown
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Figures: working of Naive String Search Algoritm

Naive string matching algorithm takes time O((nm+ 1)m),
and this bound is tight in the worst case. The worst case
running time is thus O((n-m+1)m). The running time of
Naive String Matching algorithm is equal to its matching
time, since there is no preprocessing.

V Design and implementation

System flow design In this design we mentioned the entire
steps we are going to perform in our entire work like
uploading the content and then encrypting the data using
NTRU algorithm with its cipher text formation and public
and private key is enabled by NTRU and then the naive
search algorithm will check any type of data manipulation
and leakage of information and will respond according to
the situation and the user will be notified immediately and if
the results are positive after analysis then the user can
download the content and after that decryption is
performed.
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System design of the proposed work

Algorithm Level Design

1. First the user will upload the data on the cloud servers.

2. Encryption of the data will happen with help of NTRU
Algoritm.

3. The uploaded data will get store in 2 servers.

4. When user wants to download the data, the uploaded data
will get decrypt and comes in original form.

5. Then the content of the data will be compared with the
backup server and respond accordingly.

6. If the content matched then the user can download the
data file

7. If the content doesn’t match then the error of
manipulation appears and the client can contact the service
provider about this.

VI RESULTS AND DISCUSSION

In this research of thesis, various issues of cloud computing
are surveyed and analyzed looking over current scenario.
The main problem and issues are defined on data
privacy/Security. The data uploaded by user can be
manipulated by hackers or security breakers or can be stolen
and uploaded right back away after manipulating. In this
approach the manipulation in data file is detected with an
algorithm called, Naive string search algorithm where
each character of the file is matched with backup file until
there is a mismatch or a match. For prevention of intrusion
using a unique key generation provision to user, i.e., every
time user logins the system will generate the unique key
which shall be entered by user and he/she will be redirected
to the content upload and download page automatically,
however our main area of research is to predict the data
manipulation on cloud computing and preventing using
NTRU encryption algorithm.

In this research the encryption and decryption timing
is calculated with regards to NTRU as to how they behave
at different data packets and what their results are
accordingly. So in this we will mainly focuses on the
encryption and decryption timings and to analyze them as to
get the answer of our problem via NTRU’s better position
than RSA and also to calculate and compare the the
throughput of RSA and NTRU together. Moreover in this
research the timing analysis of the naive String Search
algorithm is also calculated which helps in detecting any
type of data manipulation.

6.1 Performance analysis of NTRU and RSA with
respect to encryption and decryption.

Encryption analysis of NTRU
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Encryption Timings

Input size RSA Timing NTRU Timing
14 kb 10 ms 3 ms
24 kb 13 ms 6 ms
30 kb 16 ms 9 ms
39 kb 17 ms 9 ms
62 kb 17 ms 11 ms

The table constructed above shows the variations in the
timings for the encryption in NTRU and RSA.

Decryption analysis of NTRU and RSA
Decryption Timings

Input size RSA Timing NTRU Timing
(Kb) (ms) (ms)
14 kb 52 ms 32 ms
24 kb 61 ms 43ms
30 kb 66 ms 44 ms
39 kb 101 ms 51 ms
62 kb 142 ms 77 ms

The table constructed above shows the variations in the
timings for the decryption in NTRU and RSA. Eg. when
includes 62 kb input size for RSA, it will take 142 ms for
decrypting the data, whereas in NTRU only 77 ms required
for decryption.Therefore NTRU is speedier while
decryption

6.2. Throughput Evaluation of NTRU and RSA.
Throughput is inversely proportional to number of recourses
used, more the throughput less will be the resource
utilization. Here the observations shows that throughput of
NTR is more than that of RSA making the NTRU a much
beneficial algorithm to use as there is less resource
utilization than RSA.
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Throughput evaluation of NTRU and RSA with regards
to encryption

The throughput of NTRU is better than RSA it means that it
uses less resources that is the reason why it is so efficient.
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Size of the File

Figure : Throughput Evaluation of Encryption

Throughput for encryption

Input RSA NTRU
size throughput throughput
(Kb) (kb/sec) (kb/sec)
14 kb 1.3 43
24 kb 1.5 33
30 kb 1.2 2.2
39 kb 1.6 33
62 kb 3.5 54

The table constructed above shows the throughput for the
encryption in NTRU and RSA. When includes 62 kb input
size for RSA, it will give 3.5 kb/sec throughput during
encryption, whereas in NTRU generates 5.5 kb/sec
throughput. Therefore more the throughput less will be the
consumption of resources, so NTRU is better than RSA.

Throughput evaluation of NTRU and RSA with regards
to Decryption

Here shown that the throughput of NTRU is better than
RSA it means that it uses less resources that is the reason
why it is so efficient.
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Throughput for decryption

Input RSA NTRU
size throughput throughput
(Kb) (kb/sec) (kb/sec)
14 kb 0.25 0.40
24 kb 0.37 0.53
30 kb 0.43 0.65
39 kb 0.37 0.74
62 kb 0.42 0.77

The table constructed above shows the throughput for the
decryption in NTRU and RSA. When includes 62 kb input
size for RSA, it will give 0.42 kb/sec throughput during
decryption, whereas in NTRU generates 0.77 kb/sec
throughput. Therefore more the throughput less will be the
consumption of resources, so NTRU is better than RSA.

Analysis of time taken by Naive String Search
Algorithm

Time Computation of Naive String Search Algorithm

Input size | Naive String

bbby Timing
(ms)

14 kb 11lms

24 kb 18 ms

30 kb 29 ms

39 kb 37 ms

62 kb 66 ms

The table above describes the time taken by naive string
search algorithm while performing the detection of any
manipulation in the data files. The file which is
downloadable by the client will compare with the backup
server. Here the data files of different sizes are analyzed and
time taken by the algorithm is calculated which is shown
below in the table
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VII CONCLUSION AND FUTURE SCOPE

The research concluded that the implementation is been
carried out is successful which opened the many number of
advancement towards this particular area of field in cloud
computing. The naive bayes string search algorithm was
successful in finding the manipulation and detection which
gives a better idea of trust level towards the cloud storage
providers. The application for its fastness was implemented
along with the NTRU. It was observed that NTRU is been a
fastest encryption algorithm gave a better outcome of
security trust towards the cloud service purchasers. The
manipulation is nearly impossible in this case but however
looking over future perspectives we cannot guarantee the
100% achievement of security. This research can help in
monitoring the passive attacks on particular algorithm since
in passive attack the attacker manipulate the file and send it
back to destination after stealing the content. Moreover
majority number of traffic is shifting from PC’s to mobile.
Users don’t like to sit for long over pc’s to access the
internet as its easily available on smart phone devices. The
era of 4G now is shifting most of its users to mobile devices
hence this research is also needs to be enabled on mobile
cloud area network, which helps in monitoring this area also
among the masses. By this approach it can cover the whole
mass of network.
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