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Abstract— Malwares are malicious software, designed to damage computer systems without the knowledge of the owner. 

Rootkit is also malicious software which hides the existence of certain processes or programs from normal methods of detection 

and enables continued privileged access to a computer. Now a day the impact of malware and rootkit is getting worst. Their 

detection is difficult because malicious program may be able to subvert the software that is intended to find it. Detection methods 

uses an alternative and trusted operating system, signature scanning behavioral-based methods, difference scanning, and memory 

dump analysis etc. Malware and rootkit detectors are the primary tools in defense against malicious programs. The quality of 

such a detector is determined by the techniques used by it. There are mainly two types of techniques to detect the malwares, 

signature based and anomaly based techniques. Signature-based detection is a malware detection approach that identifies a 

malware instance by the presence of at least one byte code pattern present in a database of signatures from known malicious 

programs. If a program contains a pattern that already exists within the database, it is deemed. In anomaly based detection 

malwares are classified according to some heuristics and rules. This survey study about signature based and anomaly based 

malware detection and list their strengths and limitations. It also compares techniques and helps to choose a desirable technique 

for secure system. 

Keywords— Anomaly based malware, rootkit, malware detection malcode, malicious code, malicious software, signature-based, 

behavior based. 

 

I.  INTRODUCTION 

II.   

Rootkits and malwares are the programs used by 

cybercriminals, hackers and nation states to disrupt computer 

operations, steal personal or professional data, bypass access 

controls and also cause harm to the host system[1]. 

Appearing in the form of executable code, active content, 

scripts or other software variants, there are many different 

classes of malware which vary in means of infecting 

machine and propagate themselves. The term ‘Malware’ is 

created from merging the words ‘malicious’ and ‘software’. 

Once the malware or rootkit finds its way into the system, it 

scans for vulnerabilities in operating system and perform un-

intended actions on the system finally slowing down the 

performance of the system[2]. Malware has ability to infect 

other data/system files, executable code, boot partitions of 

drives, and create excessive traffic on network leading to 

denial of service. 

Security products such as virus scanners or rootkit scanners 

look for characteristics byte sequence to identify malicious 

code. The quality of the detector is determined by the 

techniques employed for detection. A good malware 

detection technique must be able to identify malicious code 

that is hidden or embedded in the original program and 

should have some capability for detection of yet unknown 

malware. Malware detectors take two inputs. One is its 

knowledge of the malicious behavior. The other input is the 

program under inspection. A commercial virus scanner has 

very low resilience to new attacks because malware writers 

continuously make use of new obfuscation methods so that 

the malware could evade detections.  

 

III. MALWARE TYPES 

 

Malware is commonly divided into a number of classes, 

depending on the way in which it is introduced into the 

target system and the sort of policy with which it is intended 

to cause  

 

A. Virus: A computer virus is code that replicates itself by 

inserting into other programs[3]. From an infected system the 

virus can spread through network, or medias like USB drive 

CD etc. Viruses’ cause systems failure, wasting computer 

resources, corrupting data and files, increases maintenance 

costs, etc. 

B. Worms: A computer worm is a standalone program which 

replicates itself by executing its own code independent of any 

other program[4]. Worms spread via network connections 

with the goal of infecting as many computer systems 

connected to the network as possible. It might delete files, 

encrypt files in as crypto viral extortion attack or send junk 

email and also cause traffic conjunction in network. 

C. Trojan horses: A Trojan horse is malware embedded by its 

designer in an application or system. The application or 
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system seems to perform some useful function, but is 

performing some unauthorized actions[5]. 

A Trojan often acts as a backdoor that can contact a controller 

which can then have unauthorized access to the affected 

computer.Computers may seem to run slower due to heavy 

processor or network usage.  

D. Rootkit: A rootkit is a set of software tools that enable an 

unauthorized user to gain control of a computer system 

without being detected. Rootkit installation can either be 

automated, or an attacker can install it once they've obtained 

root or Administrator access.Rootkit detection is difficult 

because a rootkit may be able to subvert the software that is 

intended to find it. 

E. Spyware: Spyware is a program which monitors and 

gathers information about a person or organization without 

their knowledge and pass the information to another entity. It 

check the pages frequently visited by the user, email address, 

credit card number, key pressed by user etc. It also gain the 

control of the system without the customers knowledge. It 

generally enters a system when free or trial software is 

downloaded. 

F. Botnet: A botnet is remotely controlled software or a 

collection of autonomous software robots. Botnets are usually 

used to send spam or spyware remotely. 

G. Adware: Adware or advertising-supported software 

downloads plays or displays advertisements to a computer 

after malicious software is installed or application is used 

without the users knowledge. This piece of code is usually 

embedded into free software. The problem is, many 

developers abuse ad supported software by monitoring 

Internet users’ activities .The most common adware programs 

are free games, peer-to-peer clients etc. 

 

Table 1:  Types of malwares and its properties. 

 

IV. MALWARE DETECTOR 

 

Malware detector software is computer software which 

prevents, detects and removes malicious softwares from 

computer. It is also called antivirus softwares. The malware 

detector may or may not reside on the same system it is 

trying to protect. Anti-virus detects and blocks attempts by 

the bad guys to infect a computer. The malware detector 

performs its protection through the manifested malware 

detection techniques.[6] The goal of testing a malware 

detector is to find out false positive, false negative and hit 

ratio. 

 

a) False positive: 

A false positive is a mistake that happens occasionally the 

antivirus thinks a download is harmful when it’s actually 

safe. But malicious people may try to trick you into 

downloading malware with this assurance. 

b) False negative: 

   A false negative occurs when the scanning software does 

not find a virus that in fact exists on the system. User of 

course won't have any way of knowing that this has 

occurred, until the virus manifests itself in some obvious 

way on the system. No virus scanner is perfect, and some 

viruses will be missed by any of these programs, although 

good ones will miss relatively few. 

c) Hit ratio: 

A hit occur when a detector detects a malware. Hit ratio 

will be high if it detects all the malwares in the system. 

V. MALWARE DETECTION TECHNIQUES 

 

Malware detection techniques are broadly classified in to 

two classes. Anomaly-based detection and signature-based 

detection. An anomaly-based detection technique uses its 

knowledge of what constitutes normal behavior to decide the 

maliciousness of a program under inspection. A special type 

of anomaly-based detection is referred to as specification-

based detection. Specification-based techniques leverage 

some specification or rule set of what is valid behavior in 

order to decide the maliciousness of a program under 

inspection. Programs violating the specification are 

considered anomalous and usually, malicious. Signature 

based detection uses the knowledge of what is considered as 

malicious to finds out the maliciousness of the program 

under inspection. 

 

a) Signature-Based Malware Detection Technique: 

 

 Commercial antivirus scanners look for signatures which are 

typically sequence of bytes within the malware code to 

declare that the program scanned is malicious in nature. 

Ideally, a signature should be able to identify any malware 

exhibiting the malicious behavior specified by the 

signature.[6][7] There will be a repository which represents 

all of the knowledge the signature-based method has. 

Signatures are being searched in this repository. Currently, 

we primarily rely on human expertise in creating the 

signatures that represent the malicious behavior exhibited by 

programs. Once a signature has been created, it is added to 
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the signature-based method’s knowledge (i.e. repository). 

One of the major drawbacks of the signature-based method 

for malware detection is that it cannot detect a zero-day 

attack that is an attack for which there is no corresponding 

signature stored in the repository. Figure 1 illustrates the 

major disadvantage of signature-based methods. 

 
 

Figure 1: An illustration of why signature-based detection is 

insufficient 

Since the set of possible malicious behaviors, U, is infinitely 

large, there are no known techniques for accurately 

representing U via signatures[7]. Furthermore, a repository 

of signatures is a weak approximation to U. 

Another drawback of signature-based methods is that human 

involvement/expertise is usually needed to develop the 

signatures. This not only allows for the introduction of 

human error, but takes considerably more time than if 

signature development was completely automated. Given 

that some malware has the capability to spread extremely 

fast, the capability to quickly develop an accurate signature 

becomes paramount. 

In signature-based method we have to create unique 

signature for each malware. So there will be a number of 

malware signature stored in the repository. Although 

currently, storage is not an issue, over time, storage could 

potentially become a serious one as this will have direct 

affects on the time complexity of the malware detector. 

Basically there are three kinds of malwares: basic, 

polymorphic, metamorphic malwares. In basic malware the 

program entry point is changed such that the control is 

transferred to malicious payload.[6] Detection is relatively if 

the signature can be found for the viral code. Polymorphic 

viruses mutates while keeping the original code intact. A 

polymorphic malware consists of encrypted malicious code 

along with the decryption module. To enable the 

polymorphic virus the virus has got polymorphic engine 

somewhere in the virus body. The polymorphic engine 

generates new mutants each time it is executed. Signature 

based detection for such a virus is difficult because each 

variant new signature is generated which makes signatures 

based detection difficult. Strong static analysis based on API 

sequencing is used for polymorphic virus detection. 

Metamorphic malware can reprogram itself using certain 

obfuscation techniques so that the children never look like 

the parent. Such malwares evade the detections from the 

malware detector since each new variant generated will have 

different signature, hence it is impossible to store the 

signatures of multiple variants of same malware sample. In 

order to prevent detection, a metamorphic engine has to be 

implemented with some sort of disassembler in order to 

parse the input code. After disassembly, the engine will 

transform the program code and will produce new code that 

will retain its functionality and would still look different 

from the original code. 

 

The main problem with the signature based detection method 

is as follows: 

• Signature extraction and distribution is a complex task. 

• The signature generation involves manual intervention and 

requires strict code analysis. 

• The signatures can be easily bypassed as and when new 

signatures are created. 

• The size of signature repository keeps on growing at an 

alarming rate. 

 

b) Anomaly based Detection 

  

An Anomaly-Based malware or intrusion detection system is 

a system for detecting computer malwares and intrusion by 

monitoring system activity and classifying it as either normal 

or anomalous.[8] The classification is based on heuristics or 

rules, rather than patterns or signatures, and attempts to 

detect any type of misuse that falls out of normal system 

operation. This is as opposed to signature based systems 

which can only detect attacks for which a signature has 

previously been created. Anomaly based detection usually 

occurs in two phases, a training (learning) phase and a 

detection (monitoring) phase. During the training phase the 

detector attempts to learn the normal behavior. The detector 

could be learning the behavior of the host or the PUI or a 

combination of both during the training phase. A key 

advantage of anomaly-based detection is its ability to detect 

zero-day attacks. Similar to zero-day exploits, zero-day 

attacks are attacks that are previously unknown to the 

malware detector.  However, the use of anomaly detection in 

practice is hampered by a high rate of false alarms. 

Another major drawback of anomaly detection is defining its 

rule set. The efficiency of the system depends on how well it 

is implemented and tested on all protocols. Rule defining 

process is also affected by various protocols used by various 

vendors. Apart from these, custom protocols also make rule 

defining a difficult job. 

 

c) Specification based Detection: 

Specification-based detection is the derivate of anomaly 

based detection[9]. Instead of approximating the 

implementation of a system or application, specification-



   International Journal of Computer Sciences and Engineering            Vol.-3(1), PP(39-42) Jan 2015, E-ISSN: 2347-2693 

                             © 2015, IJCSE All Rights Reserved                                                                                                                42 

based detection approximates the requirements of application 

or system. In specification-based system there exists a 

training phase which attempts to learn the all valid behavior 

of a program or system which needs to inspect. The main 

limitation of specification based system is that it if very 

difficult to accurately specify the behavior the system or 

program. One such tool is Panorama which captures the 

system wide information flow of the program under 

inspection over a system, and checks the behavior against a 

valid set of rule to detect malicious activity. Even though 

specification based detection have less false positive, it is not 

as effective as anomaly based detection 

 

d) Behavior based Detection: 

Behavior based detection differs from the surface scanning 

method in that it identifies the action performed malware 

rather than the binary pattern [10]. The programs with 

dissimilar syntax’s but having same behavior are collected, 

thus this single behavior signature can identify various 

samples of malware. This types of detection mechanisms 

helps in detecting the malwares which keeps on generating 

new mutants since they will always use the system resources 

and services in the similar manner.  

 
Fig. 2 Behavior detector [11] 

Table 2:  Comparison of different malware detection 

techniques 

 

VI. CONCLUSION 

 

In this survey a series of malware detection techniques have 

been presented. The problems related to the traditional 

signature based detection method are also highlighted. Rate 

of new malware’s causing destructions to systems worldwide 

is increasing at alarming rate. Detection of malware’s 

changing their signatures frequently has posed many open 

research issues. In summary, it can be concluded that 

automatic behavior-based malware analysis and the use of 

machine learning techniques could detect malware quite 

effectively and efficiently. 
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