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Abstract— In recent years, WLANs have been developing rapidly and are increasingly being used in many applications. The 

extensive application of WLAN has been using an authentication framework widely called as Extensible Authentication 

Protocol (EAP).  The requirements for EAP methods (i.e. Authentication mechanisms built on EAP) in WLAN authentication 

have been defined in RFC 4017 are issues also increasingly receiving widespread attention.  To achieve user efficiency and 

robust security, lightweight computation and forward secrecy, not included in RFC 4017, are also desired in WLAN 

authentication. However, all EAP methods and authentication protocols designed for WLANs so far do not satisfy all of the 

above properties. With detailed analysis of all EAP Methods and authentication protocols designed for WLANs, this article 

pointed out properties of all EAP method. 
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I. INTRODUCTION 

The Authentication is the process of verifying user’s 

identities when they want to access resources from 

networks. Typically, a user provides his authentication 

factors to a server, and then the server verifies them. If the 

factors are correct, the user is authorized to gain the access 

right to the resources provided by the server, and the server 

generates a session-key material that is shared with the user. 

Similarly, it is also crucial for Wireless Local Area 

Networks (WLANs) to authenticate users and build secure 

channels with them. Presently,  using  IEEES02.lx  

authentication  mechanism,  the communication between 

client,  authenticator  and authentication  server  is  

accomplished via  Extensible Authentication Protocol 

(EAP) [13]. EAP supports  multiple  authentication  

protocols,  such  as:  Message Digest 5 (MD5), Transport  

Layer  Security (TLS),  Tunneled  Transport  Layer  

Security (TTLS), Lightweight Extensible  Authentication  

Protocol (LEAP),  Protected Extensible Authentication 

Protocol (PEAP), Secure Remote Password protocol (SRP) 

Privacy-preserving aggregation scheme (PARK) and 

Complete EAP Method,  etc. 

This paper analyzed the authentication process of all EAP 

Method and its comparison by properties of each EAP 

Method.  

 

II. EAP PROTOCOLS 

A.  Message Digest 5 Protocol (EAP-MD5)[4][6]: 
The  RADIUS  server  conducts  a  simple authentication  on  
the  user's  name  and  password  encrypted by the  MD5 
algorithm.  In this  way, the  server just checks the  user  
names  and  passwords,  without  verification  of  the  
certificates or other information,  and there  is  no need for 
key  management  and  dynamic  key  generation.  This 

authentication method is only able to verify the client not the 
server.  

MD5 processes a variable-length message into a fixed-length 
output of 128 bits. The input message is broken up into 
chunks of 512-bit blocks (sixteen 32-bit words); the message 
is padded so that its length is divisible by 512. The padding 
works as follows: first a single bit, 1, is appended to the end 
of the message. This is followed by as many zeros as are 
required to bring the length of the message up to 64 bits less 
than a multiple of 512. The remaining bits are filled up with 
64 bits representing the length of the original message, 
modulo 2

64
. 

 

 

Figure 1: MD5 operation 

Where:  
F is a nonlinear function, is used in each round.  
Mi denotes a 32-bit block of the message input. 
Ki denotes a 32-bit constant, different for each operation. 
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 s denotes a left bit rotation by s places; s varies for    
each operation. 

   denotes addition modulo 232. 
 
The main MD5 algorithm operates on a 128-bit state, 
divided into four 32-bit words, denoted A, B, C, and D. 
These are initialized to certain fixed constants. The main 
algorithm then uses each 512-bit message block in turn to 
modify the state. The processing of a message block consists 
of four similar stages, termed rounds; each round is 
composed of 16 similar operations based on a non-linear 
function F, modular addition, and left rotation. Figure 1 
illustrates one operation within a round. There are four 
possible functions F; a different one is used in each round: 

 F (B, C, D) = (B∧C) ∨ (¬B∧D) 

                G (B, C, D) = (B∧D) ∨ = (C∧¬D) 

                H (B, C, D) = B⊕ C ⊕D 

⊕, ∧ , ∨ , ¬ denote the XOR, AND, OR and NOT 

operations respectively. 

 
B. Transport Layer Security Protocol (EAP-TLS) [15]:  
EAP-TLS [4] [10] was developed by Microsoft. It  requests  
that  both  the  client  side  and  the  server  side  install  
digital  certificate  based  on  X.S09  to  provide  dynamic  
session  key  distribution.  During  Certification,  the  client  
and  the  authentication  server  exchange  certificate,  
carrying  out  mutual  authentication,  and  then  negotiate  a  
session  encryption  key;  the  server  will  pass  the  key  to  
AP,  and  notify  AP  to  allow  the  client  to  access  the  
network(Figure 2).  EAP-TLS  is  of  high  safety,  but  
requires  the  certificate  must  be  installed  in  both  the  
client  and  server  side,  thus  requires higher  management  
costs.   

 

Figure 2: EAP-TLS Authentication 

 

C. Tunneled Transport Layer Security Protocol (EAP-
TTLS) [4]: 

EAP-TTLS is a secure authentication method developed by 
Funk Company to solve the EAP-TLS certificate problem.  
The basic principle of EAP-TTLS is to provide 
authentication that is as strong as EAP-TLS, but it does not 
require that each user be issued a certificate. Instead, only 
the authentication servers are issued certificates. User 
authentication is performed by password, but the password 
credentials are transported in a securely encrypted tunnel 
established based upon the server certificates. 

1. After the authentication server determines that the 
user has made an authentication request, it sends its 
certificate to the user's system (Figure 3). 

 

Figure 3: TTLS Server Certificate Sent to NAD 

 

2. The authentication server's certificate is used to 
establish a tunnel between the user and the server 
(Figure 4). 

            

Figure 4: TTLS Tunnel Established 

3. After the tunnel is established, credentials can be 
exchanged safely between the server and the user 
because tunnels encrypt all data in a secure fashion. 
This stage is called inner authentication (Figure 5). 

 

Figure 5: TTLS Inner Authentication 

 

D. Protected Extensible Authentication Protocol (EAP-
PEAP)[14]:  

PEAP [4] is also through  the  "tunnel"  between the  client 
and the  authentication  server  to  achieve  a  two-step  
authentication  process.  Just  like  TTLS,  PEAP  only  
requires  that  the  server side  install  digital  certificates.  
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PEAP is of wide range of applications;   Cisco, Microsoft, 
and RSA Security developed their own PEAP products. 

E.  Lightweight Extensible  Authentication  Protocol 
(LEAP)[4]: 

LEAP,  also  known  as  the  Cisco  Wireless  scalable 
protocol,  is  a  new  security  technology  based  on  WEP 
by  the  world's leading  network  equipment  manufacturer 
Cisco.  It  is  mainly  used  in  the  Cisco  Aironet  WLAN,  
and  it  enhances data  encryption  level  by  the  use  of  
dynamic  WEP  key,  and  achieves  mutual  authentication. 
Also LEAP  is essentially an enhanced version of EAP-MD5 
(since in  the  EAP authentication  the  EAP-MDS 
certification  is  the  weakest in  security,  because it has  
only  one-way  authentication,  and  only  supports  static 
passwords). only  adding  a  Dynamic  Key  Rotation  and  a  
mutual authentication. LEAP  has  its  inherent  weakness,  
and  its  password [5]  has  been  proven  to  be  broken  
within  a  few  minutes;  Compared  with  other  
authentication  methods,  EAP-TLS  authentication, which  
requires  installation  of certificates  both  on  the  client  and  
the  server  side,  is  much  safer. 

EAP-LEAP works like this: 

1. The client sends a connection request message to 

an access point 

2. The access point sends an EAP request for the 

client's identity. 

3. The client sends an EAP response with identity 

information. The access point forwards the client's 

identity information in a RADIUS access request 

message to the RADIUS server. 

4. The RADIUS server sends back a RADIUS access 

challenge, which is forwarded by the access point 

to the client as an EAP request. 

5. The client returns an EAP response containing a 

hash of a password or other credentials with the 

challenge value to the access point. The access 

point forwards the information to the RADIUS 

server as a RADIUS access request. 

6. The RADIUS server validates the client's 

credentials by generating a hash of the challenge 

value and the client's password and compares the 

results to the value forwarded by the client. If they 

match, the RADIUS server returns a success 

message to the access point, which relays the 

message to the client. 

7. The client sends a challenge to the access point to 

authenticate the network. The access point sends 

back a hash of its credentials and the client's 

challenge value. 

8. If the network is successfully authenticated, the 

client passes a success message through the access 

point to the RADIUS server, which sends an 

access-accept message to the access point.  

9. The access point opens a connection for the client 

F.  Secure Remote Password Protocol (EAP-SRP) [12]: 
It is one of the most used password-based authentication 
protocol. It provides a way to strongly authenticate a user 
without the usual risks of dictionary attacks faced by other 
password-based authentication schemes. In this protocol the 
password is neither stored as a plain text nor in a ciphered 
way. Instead, a verifier, obtained from the password through 
a one-way hash function, is stored. Another important 
characteristic of this authentication scheme is that the 
password is never sent across the network, thus avoiding that 
an intruder spoofs the network and retrieve the password or 
some information that could make possible a password 
reconstruction. During the authentication process, ephemeral 
public keys are exchanged between the server and the client 
and these keys are different for each authentication session. 
Another important SRP assumption is that a user can choose 
a "weak" password without impacting the strength of the 
authentication scheme. To perform the authentication a set 
of handshakes, between the server and the client must be 
accomplished.    

G. Privacy-preserving aggregation scheme (PARK) [2]:  
A privacy-preserving aggregation scheme (PARK) with the 
efficient and adaptive key management and revocation for 
smart grid. The PARK enables the aggregator to extract the 
statistical information from the aggregated data without 
learning anything else about the individual user. 
Furthermore, the encryption key for each user can be 
automatically updated according to the pre established bi-
directional Hash chains. During the revocation, only the 
aggregators receive update keys from the control center so 
that the revocation cost is considerably reduced. The security 
analysis demonstrates that the PARK can extract the 
aggregated statistical data and preserve user privacy, while 
achieving forward and backward secrecy. PARK has a more 
efficient key management compared with other schemes.               

H. Secure Services Client Protocol( EAP-SSC )[1]:  
It was designed especially for the smart card environment in 
2004. The method builds an EAP secured channel between a 
smart card and an authentication server in both asymmetric 
and symmetric key-exchange models. The computation is 
efficient, but it does not provide provable security and the 
security of forward secrecy.    

I. Flexible Authentication via Secure Tunneling(EAP-
FAST) [9]:  

It is Cisco‘s response to LEAP‘s weaknesses and 
vulnerabilities.  FAST is a hybrid authentication methods 
like TTLS and PEAP.  While TTLS and PEAP require 
digital certificate for server authentication, the use of server 
certificates is optional in EAP-FAST. EAP-FAST employs a 
protected access credential (PAC). The PAC can be 
provisioned manually or dynamically in Phase 0 of EAP-
FAST. EAP-FAST has three phases. Phase 0 is an optional 
phase.  While in Phase 1  using the PAC,  the client and the  
RADIUS  server establish TLS tunnel,  In Phase 2,  the  user  
information  is  sent  by  the  client  across  the  established 
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tunnel.  The security provided by FAST basically depends 
on its implementation. If it is poorly implemented, the 
security level provided by FAST could be comparable to 
LEAP or even MD5 Although  by  using  digital  certificates  
at  clients‘ machines,  FAST  provides  maximum  security  
but  the problem  will  be  the  difficulty  in  the  

implementation and  in  this  case  FAST  will  not  be  easier  
to  use  than PEAP, TTLS or even TLS. 

 
J. EAP-SPEKE, EAP-TLS-SEM, EAP-double-TLS, EAP-

SRP [1]: 

 

Table 1: The Comparison Table 
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MD5[4] [6] N N N N N N N Y N 2 

TLS[4] [10][15] Y Y Y Y Y Y Y N N 4 

TTLS[4] Y Y Y Y Y Y Y Y N 5 

PEAP[4][14] Y Y Y Y Y Y Y Y N 7 

LEAP[4] [5] Y Y N Y N N Y Y N 4 

FAST[9] Y Y Y Y Y Y Y Y N 5 

SPEKE[1] Y Y Y Y N N Y Y N 3 

TLS-SEM[1] Y Y Y Y Y Y Y Y N 2 

double-TLS[1] Y Y Y Y Y Y Y Y N 6 

SRP[12] Y Y Y Y Y Y Y Y N 4 

SSC[1] Y Y Y Y N N N N N 2 

Park[2] Y Y Y Y N N N Y N - 

Complete EAP Method[1] Y Y Y Y Y Y Y Y Y 2 

 
Y: Yes 
N: No 

 

This EAP Methods are used the Diffie-Hellman key exchange 
to generate session keys, which provide mutual authentication 
and are also immune to man-in-the-middle attacks and 
dictionary attacks. 

K.  The complete EAP method [1]:  
Its utilizes passwords and stored secrets to verify users, also 
use secure symmetric encryption schemes and hash functions 
to avoid exponentiation computations  and to achieve security 
requirements without maintaining certificates. So that it can 
fully meet the requirements of RFC 4017, along with 
lightweight computation, and forward secrecy.  
  

 

 

 

III. COMPARATIVE ANALYSIS 

All EAP methods [1] [9] and authentication protocols 

designed for WLANs and its satisfied properties as shown in 

following table1 [8].  

 

The comparison of all previous EAP methods authentication 

mechanisms for WLANs from the[1] viewpoints of the EAP 

method requirements defined in RFC 4017 and other key 

properties, including forward secrecy, and maintenance of 

certificates in Table 1, and  also show the number of 

request/response trip comparison among the methods 

achieving all efficiency authentication properties. 

 

The mandatory requirements: EAP-MD5 doesn’t achieve 

both mutual authentication and session key generation. 

Besides, it is vulnerable to dictionary attacks and man-in-the-

middle attacks [1] [11]. EAP-TLS, EAP-TTLS, EAP-PEAP, 
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and EAP-FAST are Certificate-based EAP methods; provide 

mutual authentication and session-key generation. These 

methods can withstand dictionary attacks and man-in-the-

middle attacks.  

EAP-LEAP has been shown to be vulnerable to dictionary 

attacks [7]. In addition, the symmetric-based methods, such 

as EAPSPEKE, EAP-TLS-SEM, EAP-double-TLS, EAP-

SRP use the Diffie-Hellman key exchange to generate 

session keys, which is used to provide mutual authentication 

and are also immune to man-in-the-middle attacks and 

dictionary attacks. Besides, EAP-SSC, and the protocols of 

Park et al. are compliant with the mandatory requirements. 

Complete EAP method also satisfies the mandatory 

requirements defined in RFC 4017. End-user identity hiding, 

End-user identity hiding means that a user’s identity is 

encrypted during the authentication processes. EAP-TTLS, 

EAP-PEAP, and EAP-FAST all create or establish secure 

tunnels after the server is authenticated by the client. After 

that the client is authenticated by the server using a legacy 

method via the secure tunnel. Because the user’s identity is 

transmitted in the secure tunnel before any person is 

authenticated by the server, the user’s identity is protected by 

encryption. Therefore, these EAP methods are able to hide 

the end-user identities. The user identities in EAP-SEM and 

EAP-double-TLS are also protected because they use TLS 

tunnels. EAP-MD5, EAPLEAP, EAP-SPEKE, and EAP-SSC 

don’t provide identity privacy due to the lack of establishing 

secure tunnels.  Complete EAP method provides identity 

privacy because the user identity UID is encrypted in the 

communication.  

Fast reconnect; [1] certificate-based EAP methods support 

fast reconnections to improve performance. These methods 

quickly establish a connection between a client and a server. 

This capability can reduce the number of exchanged 

messages or trips. EAP-FAST, EAP-SEM, EAP-double TLS, 

and EAP-SRP are able to support fast reconnections and 

Complete EAP method also achieves this.  

Forward secrecy [1], the protocols of Park et al. only support 

half forward secrecy. If adversaries know the long-term 

keying material on the side of client, the adversaries can 

compute the past session keys. Therefore, they only provide 

half forward secrecy. In addition, EAP-MD5 and EAP-SSC 

don’t support forward secrecy. Maintenance of certificate, all 

of the certificate-based EAP methods rely on certificate 

authorities issuing certificates to the servers, but only EAP-

TLS requires that all clients must apply the certificates. Each 

client must install a certificate on its device. This will greatly 

increase the cost of administration, and maintaining 

certificate revocation lists adds an additional heavy load. In 

symmetric-key based methods, AS can simply revoke the 

users by discarding the shared secrets. The number of EAP 

request/response round trips, EAP-MD5 only requires two 

EAP request/response round trips for authentication, but it 

does not achieve mutual authentication. EAP-TLS takes four 

EAP request/response round trips for authentication, but it 

requires that the certificates should be installed on the server 

and the clients. In EAP-TTLS and EAP-PEAP, it’s 

unnecessary to install certificates on the clients, and after 

finishing server authentication using a TLS handshake, 

legacy EAP methods, such as EAP-MD5, is used to 

authenticate the clients. Therefore, EAP-TTLS and EAP-

PEAP require five and seven EAP request/response round 

trips for authentication, respectively. EAP-LEAP performs 

the Microsoft Challenge Handshake Authentication Protocol 

(MS-CHAP) twice for mutual authentication. Therefore, it 

requires four EAP request/response round trips. EAP-FAST 

adopts the TLS handshake to establish a tunnel key. Then the 

actual authentication uses MS-CHAP or One-Time Password 

(OTP). Therefore, EAP-FAST needs at least five EAP 

request/response round trips for authentication. EAPSPEKE 

contains three EAP request/response round trips. The 

protocol of Park et al. is not based on the EAP format. The 

Complete EAP method satisfies all of the properties with 

only two EAP request/response round trip. 

IV. CONCLUSION 

In this paper we presented all EAP Methods which are used 

on EAP framework, to provide authentication between client 

and server. All EAP Methods do not fulfill all requirements 

of RFC 4017 along with user efficiency, robust security, 

lightweight computation and forward secrecy, except 

Complete EAP Method. This paper also presents a solution 

on the basis of properties of each EAP Method to get an 

effective EAP Method on EAP, to provide authentication 

between client and server according to suitable environment. 
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