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Abstract— We briefly described how to bypass mobile devices lock system by using fingerprint verification. As the applying 

method the method of counterfeiting the fingerprint of the mobile device's owner was chosen (direct attack). The article 

describes the use of the method of creating a gelatin artificial fingerprints to bypass the locking system of mobile phones. The 

experiment confirmed the possibility of bypassing fingerprint protection without the need for expensive tools or high-quality 

fingerprint samples. The artificial fingerprints were tested to unlock iPhone 6 and Meizu m5s phones. To bypass lock system 

the iPhone 6 with a fake fingerprint we need not more than two unlock attempts. Success rate of bypass iPhone 6 biometric 

lock system was 70 percent. To unlock Meizu m5s we have to moistening the artificial fingerprint, after that we bypass lock 

system with the first unlock attempt. Success rate of bypass Meizu m5s biometric lock system was 70 percent. 
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I.  INTRODUCTION 

 

It is generally known that fingerprints of each person are 

unique and there are not two identical ones. Nevertheless, 

there are ways to bypass biometric authentication systems 

built on fingerprint verification [1-13]. Mobile phones and 

other electronic devices with fingerprint readers are not as 

secure as it is commonly believed [14-24].  

     The main problem of fingerprint authentication systems is 

that if someone steal your fingerprints or get access to the 

fingerprint database, we can not change them anymore – 

unlike a password that can be update immediately. 

In this article we will consider the process of obtaining a 

fingerprint sample, as well as demonstrate the practical 

testing of the possibility of using a gelatin fingerprint to 

unlock the phones. 

     Rest of the paper is organized as follows, Section II 

contain the related work of bypass mobile fingerprint 

authentication systems, Section III contain the methodology 

of creating a gelatin artificial fingerprint, Section IV contain 

the experimental results of bypass mobile fingerprint 

authentication systems with gelatin artificial fingerprint, 

Section V concludes research work with future research 

directions. 

 

II. BYPASS MOBILE FINGERPRINT AUTHENTICATION 

SYSTEMS 

 

There are eight points or levels of attacks against biometric 

authentication systems (Figure 1.). 
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Figure 1.  Fingerprint authentication system attacks. 

 

Direct attacks consist of presenting artificial or fake 

biometric fingerprint samples to the fingerprint reader. This 

attack can be carried out as spoofing and alteration attacks. 

Spoofing attacks it is such attack, when someone presents a 

fake biometric sample (silicon finger, etc.) to the biometric 

reader in order to gain unauthorized access. Alteration attack 

based on modifications of standard biometric samples using 

obliteration, distortion, imitation or falsification. 

Indirect attacks based on alteration the interface between 

authentication system modules or on the software modules. 

The following directions of attacks on fingerprint-based 

authentication systems are exist: 

 gain access to the database of fingerprints on devices (if 

database is not encrypted); 

 creating a fake fingerprint (3D-printing [18-21], printing 

with conductive ink, latex, glue or gelatin fingerprint 

copy [17, 24], etc.); 

 interception of fingerprint samples from fingerprint 

readers (man in the middle attack, SDK or API 

vulnerabilities, malware, fingerprint sensor spying 

attack, replay attack, etc.) [16, 22-24]. 
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Paper [16] presents the first alteration attack on biometric 

mobile applications. This attack based on image trace using 

altered versions of reference images of the user in order to 

gain illegitimate access to biometric mobile applications. 

Paper [22, 24] presents a security analysis of the mobile 

fingerprint authentication system and propose four different 

indirect attacks: the confused authorization attack that 

enables malware to bypass pay authorizations protected by 

fingerprints; insecure fingerprint data storage; fingerprint 

sensor exposed to the untrusted world; pre-embedded 

fingerprint backdoor. 

Research [23] includes analysis of the fingerprint API in 

Android and prove that some app do not use this API in the 

most secure way. 

      Within the framework of our experiments we will 

consider direct attacks on biometric fingerprint 

authentication systems. Paper [17] proposed a simple, fast 

and effective method to generate 2D fingerprint spoofs that 

can successfully hack built-in fingerprint authentication in 

mobile phones. This attack has three main steps: get a user’s 

fingerprint sample; print the fingerprint on a transparent 

sheet with a thick toner setting; create a “spoof fingerprint” 

using latex milk or white wood glue. Research [21] casts 

universal 3D fingerprint targets, which can be imaged on the 

three major fingerprint reader types in use (contact-optical, 

contactless-optical, and capacitive). 

 

III. METHODOLOGY OF CREATING A GELATIN 

ARTIFICIAL FINGERPRINT 

 

This section of the article describes the applied methodology 

for making a fingerprint for mobile devices and its use to 

unlock the device. In the conducted experiment iPhone 6 

with protective glass and Meizu m5s phone were used. 

The primary task is to get the original fingerprint of the 

owner of the phone. To obtain a sample of a typo of the 

owner of the iPhone 6, we unfasten the protective glass so as 

not to leave your fingerprints among the available ones. Then 

pour a little dactyloscopic powder on the surface of the 

protective glass with the alleged fingerprint of the phone's 

owner. As shown by experiments carried out to remove the 

fingerprint, the layer of dactyloscopic powder should be 

small: less than 2-3 millimeters (Figure 2). 

 

 
Figure 2.  Dactyloscopic powder application. 

Once the powder has been applied, it should be carefully and 

slowly distributed over the surface of the protective glass. 

After making several movements, you will see fingerprints of 

gray color. Finely dispersed powder adheres to the traces of 

fat and creates a visible image of the fingerprint. We spread 

it all with a soft brush, so as not to damage the papillary 

pattern (Figure 3). 

 

 
Figure 3.  Visible fingerprint image on the surface of the 

protective glass. 

 

In order to work with a fingerprint it is necessary to transfer 

it to a dactyloscopic film or we can use an ordinary scotch 

tape. We move out the film without excessive pressure, so as 

not to break the contours of the papillary pattern (Figure 4). 

 

 
Figure 4.  Move out fingerprint from the protective glass. 

 

Do not pull too fast to not break the structure of the adhesive, 

we remove the film. If all the lines are clearly visible on a 

dactyloscopic film (scotch tape), then the removal of a 

fingerprint sample with a high probability was successful. 

Figure 5 shows the sample of the print on scotch tape. 

 
Figure 5.  Fingerprint sample on the scotch tape. 

 

We do not need a perfect fingerprint sample suited for further 

work with bypassing the phone lock (such sample can be 

taken without additional specialized tools). 
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The next step is to scan or photograph the resulting 

fingerprint with a resolution of at least 2400 dots per inch. 

Then with the help of the graphic editor the image is rotated 

along the vertical axis, the color of the image is inverted (the 

image is made white and the background is black), the 

contrast and sharpness are increased. The final processed 

image of the fingerprint is shown in Figure 6. 

 

 
Figure 6.  Final image of the fingerprint. 

 

The third step of the applied method is to make a volumetric 

impression of the fingerprint. There are several ways how to 

make a convex mask and how to pour it to obtain an artificial 

fingerprint. We applied a method that requires the least 

amount of time and additional equipment for practical 

implementation. We make the artificial fingerprint on the 

printed image using the bulges of the laser printer's toner. 

During the experiments it was established that the printer 

settings should be set to the maximum print resolution (1200 

DPI and more is recommended) and the maximum toner 

consumption. 

     Then fill the gelatin to a printed image and place it in the 

refrigerator to freeze for about 10 minutes at +4ºC. After 

gelatin takes the state of the rubber we carefully remove the 

gelatin mold from the paper. To obtain the final fingerprint, 

we cut off the unnecessary edges of the artificial fingerprint. 

As a result we get an artificial fingerprint suitable for 

unlocking a mobile phone (Figure 7). 

 

 
Figure 7.  Gelatin artificial fingerprint. 

 

IV. EXPERIMENTAL RESULTS 

 

iPhone uses protection from fingerprint brute force attack: 

after five incorrect unlock attempts we cannot unlock the 

phone with a fingerprint and we will need to unlock it with 

the password. In our research it is important to prevent the 

unlocking process with the password, so that the work done 

was not in vain. In the experiment we managed to bypass the 

iPhone lock with an artificial fingerprint. The fingerprint 

reader on the iPhone 6 on the second attempt took the 

artificial fingerprint as valid fingerprint and unlocked the 

phone. 

      Unlocking of the Meizu m5s phone using an artificial 

print was more difficult. The fingerprint reader of Meizu m5s 

did not perceive the artificial fingerprint. It was concluded 

that the fingerprint reader does not respond to the dry 

artificial fingerprint. We unlocked the Meizu m5s phone 

after moistening the artificial fingerprint to simulate the 

sweat by the first attempt. 

The results of conducted experiments to bypass the blocking 

of mobile phones are given in Table 1. 

       We should note that the applied method is not suitable 

for fingerprint readers, in which the electrical conductivity of 

the skin is measured. Gelatin fingerprint can be stored for a 

long time if the storage conditions are kept (keeping the 

fingerprint in the low temperature). If we do not comply with 

the storage conditions, the artificial fingerprint will become 

unusable: gelatin may begin to melt and capillaries that are 

scanned by the fingerprint reader will deform. 

 

Table 1. Experiments result to bypass the blocking of mobile 

phones 

Phone 

model 

Parameters 

of artificial 

fingerprint 

Number 

of 

unlock 

attempts 

Number 

of 

successful 

unlock 

attempts 

True 

positive 

rate (%) 

iPhone 6 

Original 

artificial 

fingerprint 

20 14 (70%) 70 

Meizu 

m5s 

Original 

artificial 

fingerprint 

10 

does not 

perceive 

as a 

fingerprint 

- 

Moistening 

artificial 

fingerprint 

20 13 65 
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The thickness of the gelatin layer on fingerprint’s printed 

copy was approximately 3-4 mm. Thickness control was 

carried out manually, we put gelatin solution drop by drop 

onto the fingerprint copy. In the experiments thickness of the 

gelatin layer did not directly affect to acceptance of 

fingerprint as valid. However significant excess of 

fingerprint's thickness (more than 1 cm) caused difficulties 

with apposition an artificial fingerprint to the reader, in this 

case we carefully trimmed reverse side of the artificial 

fingerprint to the required thickness. 

      In the research our main tasks were experimentally 

testing of direct attacks approach to mobile devices biometric 

lock systems and debugging of implementing attack 

technique. In prospect, of course, it is necessary to expand 

the field of research and estimate probability of false 

positives rate on a set of artificial fingerprints. 

 

V. CONCLUSION 

 

The presented results are the beginning of research in the field 

of biometric fingerprint authentication. Future scope for 

improvement research includes extension of the list of devices 

for which we check the unlock possibility with gelatin 

artificial fingerprint. Also we plan to use other technologies 

for creating artificial fingerprint, for example, 3D printing and 

printing with conductive ink.  

      Summing up the experiments we note that fingerprints can 

be recommended for use on smart phones, notebooks and 

other devices, but keep in mind that a fingerprint can be less 

reliable than a long password or PIN. More reliably way is 

use fingerprints as an additional factor for entering to 

important services or to unlock devices (combine fingerprint 

with password, hardware devises, etc). To increase the 

security of the biometric fingerprint authentication system we 

recommend: 

 use several biometric samples (register several 

fingerprints of different fingers and perform fingerprint 

checks in random order); 

 use of multifactor authentication systems (for example, 

fingerprint plus password or fingerprint plus SD-card); 

 use of multimodal biometrics (for example, fingerprint 

plus scanning the iris or fingerprint plus face 

recognition); 

 apply live finger detection technology: sensors with 

real-time ability to determine if the biometric 

characteristics presented to a fingerprint reader are 

genuine and not fake. 
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