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Abstract--With the emergence of distributed programming frameworks like Hadoop and cloud computing technology, big data 

and its analytics became a reality. As big data needs huge amount of storage and computing resources, cloud has given solution 

to the needs of big data. However, it is important to protect big data from privacy attacks. Disclosure of identity of an entity or 

organization or a person in the big data is an example for loss of privacy. In other words, non-disclosure of privacy of certain 

sensitive attributes is nothing but preserving privacy of big data. As traditional computing is replaced by Internet based 

computing, it became essential to deal with privacy of big data. Many techniques came into existence to protect big data. In this 

paper, we considered a specific case where an adversary launches attack to know the presence or absence of an entity in the big 

data. We proposed an algorithm based on differential privacy to withstand the aforementioned privacy attack on big data 

workload in MapReduce programming paradigm. We built a prototype application and deployed it in Elastic MapReduce 

(EMR) of Amazon Elastic Compute Cloud (EC2). The experimental results revealed the utility of the proposed algorithm and 

showed proof of the concept.  

 
Index Terms – Big data, big data privacy, differential privacy, Elastic MapReduce (EMR) 

 
I. INTRODUCTION  

Big data has been around for some years now. It is the data 

that reflects voluminous, continuously streaming data with 

different kinds of data present. The big data needs support 

from cloud computing for storage and computing needs and 

programming frameworks like Hadoop and Amazon Elastic 

MapReduce (EMR) to mention few. Big data processing is 

made when it is outsourced to public cloud. The data owners 

are concerned with the privacy of big data when it is 

outsourced to third party of public cloud for mining purposes 

of publication purposes. In such cases, the privacy of big data 

becomes crucial. Many methods are found in the literature 

[4]-[9] to deal with big data, big data processing and security. 

Privacy of big data is still more important and that is the main 

focus of this paper.  

We proposed an algorithm for protecting privacy of big data. 

Our algorithm is based on the differentia privacy technique. 

The algorithm is named as Big Data Privacy Protection 

(BDPP) Algorithm. It makes use of the output produced by 

reducers and then adds noise to the output. Thus it can 

prevent privacy attacks. Especially we made experiments to 

prevent an attack in which an adversary tries to find the 

presence or absence of an entity in the MapReduce workload. 

The algorithm prevents this kind of attack with the noise 

addition as per the proposed  algorithm. The following are the 

contributions of this paper. 

 We proposed an algorithm named Big Data Privacy 

Protection (BDPP) Algorithm for protecting privacy of big 

data while it is being processed using MapReduce 

programming paradigm. 

 We built a prototype application to demonstrate proof of 

the concept. The application has both map and reduces 

coding that facilitates the presence or absence of an 

attacker to know the efficiency of the proposed algorithm.  

 We made experiments with Amazon EC2’s Elastic 

MapReduce (EMR) in order to evaluate the utility of the 

proposed algorithm. The results showed the importance of 

the algorithm in protecting privacy of big data.  

The remainder of the paper is structured as follows. Section 2 

presents review of literature on big data, security issues and 

the methods found. Section 3 presents cloud and big data eco 

system. Section 4 presents proposed algorithm. Section 5 

provides experimental results while section 6 concludes the 

paper and gives directions for future work.  
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II. RELATED WORK 

This section provides review of literature on the big data 

privacy in the cloud-big data eco system and distributed 

programming frameworks like Hadoop. Green cloud 

computing is explored in [1] to have computing with energy 

efficiency and environmental friendly. With this technique 

they cold measure Water Usage Effectiveness (WUE) and 

Data Centre Productivity (DCP). Knowledge transfer and the 

means of e-Learning to transfer knowledge are explored in 

[2]. Resource allocation based on trust for effective resource 

utilization is studied in [3]. Leveraging a real world business 

with cloud computing case is explored in [4]. Workflow 

scheduling for performance improvement in cloud computing 

is made in [5].  

Load balancing issues and security aspects of cloud is studied 

in [6]. Cloud computing infrastructure is analysed and a 

method is proposed in [7] for effective knowledge 

management. In [9] analysis of top 10 security threats is 

analysed in cloud computing. The threats they identified 

include abuse, Denial of Service (DoS), technology 

vulnerabilities, insufficient due diligence, malicious insiders, 

data loss, insecure interfaces and data breaches. Cloud 

computing with skyline queries is the main focus in [10] for 

better performance and meeting user needs. The trends in the 

big data processing are investigated in [11] while the issues 

related to big data storage and processing is found in [12].  

The focus of [13] is to understand an emerging framework 

known as Hama for processing big data and running big data 

applications. The programming mode it follows is known as 

bulk synchronous parallel programming model. Performance 

of MapReduce is studied with different platforms like 

OpenNebula, KVM and OpenVZ in [14] to have comparative 

analysis. They found KVM to provide better performance 

with given I/O benchmarks. Big data security with respect to 

Hadoop is studied in [15]. They found different solutions for 

security issues like encryption, authentication, and 

authorization to be provided besides security to big data 

which is in transit and at rest. They evaluated these security 

issues in MapReduce, Pig, HBase, Pig, OOzie, Hue and 

Zookeeper. MapReduce programming and its performance 

with various data centres is found in [16]. They employed 

two big data case studies known as High Energy Physics 

(HEP) and Large Hordon Collidor (LHC). In fact, they 

improved Hadoop and named the product as G-Hadoop to 

achieve this. Optimisation Hadoop clusters and the 

improvement of big data analytics with Elastic MapReduce 

(EMR) with Amazon 3 storage is investigated in [17].  

Big data processing is studied in [18] for understanding 

MapReduce paradigm. They found different challenges and 

issues related to big data processing. They studied big data 

projects related to Government, private sector, and Big 

Science. They identified certain challenges like storage, 

significance, best practices, volume and technical challenges 

related to big data analytics. Different virtualization systems 

that are used with the framework MapReduce are investigated 

to understand the utility of computing resources. Container 

based virtualization is understood to prevail in the industry 

[19].  

As explored in [20] big data can help in analysing and 

producing business intelligence. Resource navigator known 

as YARN is studied in [21] that are associated with Apache 

Hadoop. YARN divides the functionality of resource 

management from the programming part and improves 

performance. Big data analytics for mobile platforms is made 

in [22]. They explored it to know the utility of RESTful web 

services in the context. They built a prototype application to 

investigate it. The functioning of G-Hadoop with SSL is 

explored in [23] with respect to managing big data and 

security across data centres. It also focused on the 

authentication procedures and job scheduling.  

K-Means, a data mining algorithm, is executed in [24] to 

understand the functionality of Hadoop MapReduce. The 

relationship between big data and cloud computing is 

explored in [25] while the challenges in big data processing 

are investigated in [26]. The trends and security challenges in 

big data process is studied in [27]. The trends are related to 

hardware platforms, virtualization techniques, data analytics, 

and emerging applications. In [28] MapReduce programming 

is understood in terms of processing spatial big data. Motion 

imagery is used as big data to know the performance of 

Hadoop and HDFS. They employed a technique known as 

Cloud-Enabled WAMI Exploitation (CAWE). Open source 

frameworks being used for big data analytics are studied in 

[29]. They investigated different frameworks such as Apache 

Spark, Pregel, YARN, GPS, and Apache Hadoop. They also 

examined the performance of Scala-based frameworks like 

Scalation, Samza, Kafka and Spark. The utility of big data 

and its usage is studied in [30] when layered architecture is 

used. Caching mechanism with data-awareness is 

investigated in [31].  

Scheduling algorithms with Hadoop MapReduce are studied 

in [32]. They used different schedulers to compare 

performance. They include fair scheduling, FIFO, self-

adaptive MapReduce, Maestro, delay scheduling, and 

capacity scheduler. Apache Spark, an engine for processing 

big data, is examined in [33] and found that the framework 

has potential capabilities to process big data. In [34], 

MapReduce framework is studied to ascertain Internet traffic 

and the scalability of the framework. They found that caching 

mechanism improved query performance. In [35] security of 

the frameworks like YARN and Hadoop in processing big 

data is explored with respect to threats like DoS and provided 
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useful insights. Secure data processing with MapReduce [40] 

and deduplication mechanism for security [41] are other 

contributions found in the literature. From the review of 

literature it is found that big data security and privacy is an 

issue to be resolved. In this paper we proposed an algorithm 

to secure privacy of big data in the confines of MapReduce 

programming paradigm.  

III. BIG DATA – CLOUD ECO SYSTEM 

Big data is the data with characteristics like volume, velocity 

and variety. Huge amount of data that cannot be processed 

and stored in the local machines is big data. This way big 

data can be understood with ease. It is measured in peta bytes 

and needs computing resources of cloud. As shown in Figure 

1, it is evident that the big data processing provides 

comprehensive business intelligence. If big data is not 

considered, it leads to biased conclusions that harm 

businesses when decisions are made on the biased outcomes.  

 
Figure 1: Shows how bias conclusions are made [36] 

There are many distributed programming frameworks or 

platforms that can be used to process big data. They are used 

for real time processing and batch processing. The 

frameworks used are Storm, S4, Splunk, Apache Kafka, SAP 

Hana, and SQL-Stream server. Other frameworks include 

Tablueau, Skytree server, Dryad, Apache Mahout, Apache 

Hadoop, Jaspersoft BI Suite, Talend Open Studio, 

Karmasphere Studio and Analyst, and Pentaho Business 

Analytics.  

 
Figure 2: Big data platforms for batch and real-time processing [37] 

As presented in Figure 2, the real time and batch processing 

frameworks are provided. They are used to process big data. 

Then big data requires MapReduce programming framework 

which is used to process large volumes of data. In Hadoop 

kind of distributed programming framework, MapReduce 

architecture is as shown in Figure 3. Client program submits 

a job to Job Tracker. Then job tracker allocates it to task 

tracker. The inputs and outputs are maintained in a distributed 

file system known as Hadoop Distributed File System 

(HDFS). The input is split into number of parts and each part 

is given to map task. Once map task is completed, the 

intermediate result is given to reduce tasks to produce final 

output.  

 
Figure 3: MapReduce programming paradigm in Hadoop 

As presented in Figure 3, both map and reduce tasks are 

illustrated. There are many bench marks available to run in 

MapReduce model. They include WordCount and Terasort to 

mention few. The MapReduce functionality with WordCount 

benchmark is illustrated in Figure 4.  
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Figure 4: Illustrates MapReduce functionality with word cloud application 

As illustrated in Figure 4, plenty of text documents (big data) 

are given as input to the system. Then the text is divided into 

number of parts. Each part is given to a mapper (worker 

nodes in the cluster). Then the mapper produces intermediate 

output. The reduce needs to produce final output by taking 

intermediate output produced by mappers after sorting. The 

final output is then stored in HDFS.  

IV. PROPOSED ALGORITHM 

This section provides details of the proposed algorithm. The 

algorithm takes big data as in put in the form of key/value 

pairs and returns output that has been subjected to differential 

privacy. In other words enough noise is added to the data so 

as to prevent such privacy attacks that focus on finding the 

presence or absence of chosen entity in the MapReduce 

workload. The dataset used for experiments is known as 

EDGAR dataset [39]. It is of big data where IP address is the 

sensitive attributes. The adversary targets to know the 

presence or absence of an IP address in the MapReduce 

workload. The algorithm is based on the differential privacy 

explored in [38]. Noise is added to the reducer output in order 

to protect the big data from privacy attacks.  

Algorithm 1: Big Data Privacy Protection (BDPP) Algorithm 

 

1 Privacy_BigData(key k, values vector V) 

2 Initialise output vector V’ 

3 For every value v  in V do 

4 For k in 1 to n 

5 If v is unique and found only once Then 

6 v is considered unique 

7 Add v to V’ 

8 end if 

9 end for 

10 finalOutput = ReduceFunction(V’) x (1+R(𝜺)) 

11 return finalOutput 
 

Algorithm 1: Big data privacy protection algorithm based on differential 
privacy 

As presented in Algorithm 1, it is evident that the privacy of 

big data is protected by using noise addition. The reducer 

output is subjected to noise addition so as to ensure that the 

attacker will not be able to find the presence of absence of an 

IP address in the MapReduce workload. As the IP addresses 

are sensitive the attacker might wish to know the presence of 

an IP address. In order to avoid malicious attacks, the key and 

value lists are separately used in the process. When the 

adversary tries to fix a value in Map and find in Reduce 

phase, the output subjected to differential privacy defeats the 

purpose of the attacker as he fails in finding the presence of 

absence of particular entity.  

V. EXPERIMENTAL RESULTS 

Experiments are made with Amazon Elastic Compute Cloud 

(EC2) in Elastic MapReduce (EMR) where the MapReduce 

application is executed in presence of an attacker an in the 

absence of attacker. The absence of attacker showed genuine 

count (number of occurrences) of an IP address. In presence 

of attacker the proposed algorithm is employed to employ 

differential privacy on big data. EDGAR dataset is used for 

experiments. Here the attacker wants to know the presence or 

absence of an IP address by setting target value to count of 

occurrences. The purpose of the attacker in fixing a value and 

finding the presence of absence of an IP address in the dataset 

is defeated using the proposed methodology.  

Table 1: Result of MapReduce in absence of attacker 

IP 
Genuine Count 

104.35.98.11 
33123 

104.35.98.12 
7456 

104.35.98.13 
9265 

104.35.98.14 
12432 

104.35.98.15 
14567 

104.35.98.16 
7652 

104.35.98.17 
8142 

104.35.98.18 
5839 

104.35.98.19 
15464 

As shown in Table 1, it is evident that the IP addresses and 

the count of occurrences of each IP address are presented  
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Figure 5: Original MapReduce performance 

As shown in Figure 5, the IP addresses found in the EDGAR 

dataset are presented in horizontal axis. The count of 

occurrences of each IP address is showed in vertical axis. The 

results showed the genuine count of IP addresses in absence 

of an attacker. The results will slightly changes in presence of 

attacker in order to protect privacy of big data. The results in 

presence of attacker are shown in Table 2.  

Table 2: Result of MapReduce in presence of attacker 

As presented in Table 2, the IP addresses of EDGAR dataset 

and the corresponding count of occurrences of each IP 

address in presence of an attacker are shown.  

 

Figure 6: MapReduce performance in presence of attacker 

In presence of an attacker, the proposed methodology 

employs differential privacy and the target value of the 

attacker to know the presence of absence of an IP address in 

the EDGAR database (big data) is changed. Thus the attacker 

will not be able to find the presence of absence of the target 

IP address. The attack fails in its intended purpose and thus 

the differential privacy is able to provide privacy to big data.  

 

Figure 7: MapReduce performance comparison in presence and absence of 

attacker 
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IP 
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As presented in Figure 7, it is evident that the IP addresses 

found in EDGAR dataset (big data) are provided in horizontal 

axis while the vertical axis shows the genuine count of IP 

addresses and count of occurrences of IP addresses in the 

presence of an attacker. In the presence of an attacker, the 

differential privacy is employed and thus the values are 

changed for each IP address. Thus the target IP address 

whose presence of absence is to be found by the attacker is 

not disclosed. Since IP address is the most sensitive attribute 

in the EDGAR dataset, its presence of absence in the 

MapReduce job workload reveals its privacy. Thus the attack 

made by adversary is not successful.  

VI. CONCLUSIONS AND FUTURE WORK 

In this paper the privacy issues of big data are explored in the 

context of MapReduce programming frameworks like 

Amazon Elastic MapReduce (EMR). Privacy of big data is 

very important as the data is outsourced by data owners to 

public cloud. Non-disclosure of sensitive data is an important 

aspect in preserving privacy of big data. In this paper we 

proposed an algorithm based on differential privacy to add 

noise to big data in order to protect sensitive attributes from 

privacy attacks. EDGAR dataset is used to evaluate the 

proposed algorithm. Map and Reduce tasks are used to 

evaluate it with and without an attack scenario. When there 

are no attacks, the normal execution takes place and the 

MapReduce application provides the count of occurrences of 

IP addresses in the dataset. In presence of an attacker, the 

proposed algorithm based on differential privacy is employed 

and the results showed that the purpose of the attacker to 

know the presence of absence of an IP address in the 

MapReduce workload is defeated. A prototype application is 

built and executed in Amazon EC2 Elastic MapReduce 

(EMR) environment. The results showed that the proposed 

algorithm is efficient in withstanding privacy attacks that 

target to know the presence or absence of certain entity in the 

MapReduce workload. In future, we plan to work on 

MapReduce security issues in presence of rogue worker 

nodes in Haloop clusters.  
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