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Abstract— In Wireless Local Area Networks (WLANs), the clients can speak each other by using the Access Point [AP] 

easily. Since it uses wireless medium for words there are lots of security challenges exists. WLANs provide speed equal to 

wired LANs and allow wireless devices to be mobile. Even though it is very useful, there are lots of security attacks specially it 

is vulnerable to distributed Denial of Service (DDOS) attacks, this leads to unavailability of a service or resource by how of 

either crashes a service or by flooding the network with unwanted traffic to slowing down the delivery of service to the client. 

A distributed denial of service attack is the one in which the attacker attacks the victim by many sources. In this paper, we 

deployed WLANs in infrastructure mode as the extension of wired local area network. It was done in experimental approach to 

detect and prevent DDoS attack by using Intrusion Detection and Prevention System (IDPS) and Machine Authentication 

Code(MAC) with Service Set Identifier (SSID) was studied and simulated utilizing OPNET 17.5 simulator. The IDPS on the 

server distinguishes legitimate users from the illegal user by the registered MAC. If the client is illegal, then it withdraws the 

user from the connection. And the access point will not show SSID. The SSID should be hidden by the Admin and will be 

given to only the registered users with MAC Address. Our Proposed solution can enhance the security of  DDoS and can secure 

the WLAN from the Attackers. 

 

Keywords— Distributed Denial of Service (DDOS), Intrusion Detection and Prevention System( IDPS), OPNET ,Service Set 

Identifier (SSID), Machine Authentication Code(MAC) and Wireless Local Area Networks (WLANs). 

 

I.  INTRODUCTION  

 

The infrared or radio frequency technology is used in  

Wireless Local Area Network (WLAN)  to exchange data. 

The first WLAN  standard, 802.11 was introduced in 1997  

using radio technology with  2.4 GHz frequency and 1 to 2 

Mbps of  maximum throughput [1][2].  

 

WLANs are used in many fields like corporate, education, 

finance, healthcare, retail, manufacturing, and warehousing. 

It has increasingly becoming an important technology to 

satisfy the needs for installation flexibility, mobility, reduced 

cost-of-ownership, and scalability[3]. 

 

There are the two components in WLAN one is Access Point 

(AP) and the second is Network Interface Card (NIC). AP is 

used to connect the wireless devices or clients and the other 

side it equates with a wired backbone through a standard 

Ethernet cable using NIC [4]. 

 

In WLAN, every client needs proper authentications, privacy 

and protection against attacks [5]. Moreover, WLAN has 

limited physical security to prevent unauthorized access and 

security becomes more difficult. For example, the employees 

in the corporate environment have unrestricted access to the 

network. At the same time, outsiders who are share the same 

air medium should not be allowed to access network 

resources [6]. 

 

Due to more internet users, the illegal access of the internet 

resources and attacks also increased there are many types of 

attacks that will be discussed later. The Distributed Denial of 

Service (DDoS) attack is a big threat to the internet and its 

clients because the attackers can perform this attack easily if 

they get the vulnerability in the network. In the past fifteen 

years, DDoS attacks become more difficult to be mitigated 

[7]. 

 

Thus, security standard services such as confidentiality, 

integrity, availability, authentication, and access control are 

not achieved because the internet is exposed to brute force, 

dictionary, handshake, DoS and DDoS problems and other 

related attacks. 

 

However, the main goal of this study is to describe different 

types of DDoS attacks and evaluates the flooding type of 
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DDoS attack using OPNET simulator which was chosen 

because of its high reliability to obtain accurate results and 

propose a solution to improve its security. 

 

We organized this paper into five Sections: Section I contain 

the introduction to WLAN, various components of WLAN 

and some security issues. In Section II, we discussed about 

the related works already done in the Security of WLAN. 

Section III, Methodology in this, we explained about our 

experiment with attacks and without attack using the 

networking simulation tool OPNET. Section IV, Results and 

Discussions, in this section we discussed briefly about the 

results we obtained from the experiments and finally we 

explained about our proposed method that how it would be 

prevent/mitigate from DDoS attacks. Section V, Conclusion 

and Future Scope in this we concluded our proposed solution 

and given some suggestion for future research works in this 

field. 

 

II. RELATED WORK  

 

The DDOS attacks are known to disrupt services causing 

inconvenience to intended users. The effects of such attacks 

can be either temporary or permanent. Heavy processor and 

memory usage, slow service, more resource consumption of 

resources. etc are the example of temporary attacks and these 

make non-availability of resource or service temporarily. In 

the permanent attacks, the server or services may be crashed, 

routing information may be corrupted these attacks spoil the 

image of an organization. [7][8]. 

 

According to [9], The proposed solution was within the 

existing network create a network of virtualized honey pots 

with minimal cost and administration overheads. The 

existing network provides security for the following : ftp, 

mail, web and DNS that are offered to the outside world 

through a demilitarized zone (DMZ). DMZ consists of 

external firewall used to protect these servers from external 

attacks and internal firewall which is used to protect the 

internal network of the organization. This provides multiple 

layer protection to the internal network. 

 

Beyond this, other security mechanisms like vulnerability 

scanners, host based intrusion detection systems, encryption, 

virtual private network (VPN) is used to strengthen the 

security. However, effective detection, deflection, and 

identification of attack sources is necessary [10]. This can be 

done using honey pots. Another proposed solution was the 

honey pots can be implemented in Virtual Machines (VM) 

[11]. These honey VM’s will be expose some vulnerabilities 

to attackers to tempt them to attack and monitor them to 

secure the network. This ensures that the actual servers may 

not affect since the honey pots are mimic like a file server, 

mail server web server .etc and this forms a network of 

virtual honey pot servers [12]. 

If the honey VM is compromised, then, the backup Honey 

VM’s will be taken charge. This ensures that intrusion 

detection and deflection will not be stopped when an existing 

honey pot is compromised by a DDoS attack. The following 

figure 1 illustrates the Honey Mesh security infrastructure. 

 

 
Figure 1 Honey mesh security infrastructures 

 

The Protection against DDoS, attacks extremely depend on 

the type of attack and the structure of the network. The 

security protocols can be strengthen by Protocol reordering 

and Protocol enhancement methods to mitigate resource 

consumption attacks [13]. The Spoofed IP address attacks 

can be prevented by a proposed mechanism called Network 

ingress filtering in this, the router drop packets for 

illegitimate source IP addresses [14].  

 

The ICMP trace back messages are used to identify the path 

taken by packets through the Internet. This requires a router 

to use a very low chance with which trace back messages are 

sent with the traffic. So, it is possible to find the route taken 

by the traffic during an attack. This enables localization of 

the aggressive host [15].  

 

III. METHODOLOGY 

 

A. Simulation of DDoS attack 

We used the tool OPNET for different scenarios in our 

research that support providing reliable outcomes for this 

study. By using this, we performed DDoS attack. 

 

Scenario 1:  File server for normal users 
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Figure 2.  File Server Applications for Normal Users 

 

The goal of the simulation is to have an insight into the 

detection scheme in addition to the impact of the attack on 

the WLAN. The Figure2 shows without attack and Fig. 3 

shows the result of with an attack in terms of CPU usage, the 

server’s response time and the traffic flow between the server 

and client for the above-mentioned scenarios. Figure 2 and 

Figure 3 illustrates the file server for normal client and  a file 

server for abnormal client respectively.  

 

Scenario 2: File server for abnormal users 

 

Figure 3. File Server for Abnormal Users 

 

In this scenario first 10 seconds there was no attacks in 20
th

 

second  the attacks was started with different loads by  all the 

DDoS botnets. Figure 4 illustrates the complete topology 

including clients and the file server which is trying to attack 

by the botnets. 

 

 
 Figure 4.The Simulated Scenarios 

 

B. DDoS attack scenario results  

Two tests were done in traffic and network performance. The 

first test was performed without Attack by sending packets to 

three normal clients as in Figure 5, in which the rate of traffic 

sent from users is around 18000 Bytes/sec in a form of three 

shipments, each user generating traffic of 6000 Bytes/sec. All 

start at 10 sec for whole simulation time. 

 

 
 Figure 5  FTP-Server Sent Bytes/sec 

 

Figure 5 shows the traffic of 750 Bytes/sec of a normal client 

and an attacked client with the traffic of 75 Bytes /sec, and it  

illustrates that how a DDos could affect the network 

performance and security. 

 

Figure 6 shows the impact of DDoS attack on legitimate 

clients in which the red line shows 6000 Byte/sec of  traffic 

received by the  normal client and the blue line shows the 

amount of traffic received after attack that is 500 Byte/sec.   

 

 
Figure 6  Ftp-Server, Traffic Sent in Both Cases Attack and 

No Attack 

 

Figure 7 illustrates the effect of  DDoS when users try to 

access the  File Transfer Service on the internet.  
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Figure 7.The Comparison of the Normal client and Attacked 

clients received traffic. 

 

IV. RESULTS AND DISCUSSION 

 

From Experiment 1: 

 
 Figure 8. The Simulated Scenario 

 

A. DDoS attack scenario results  

To analyzing network performance and traffic, two scenarios 

were created and tested. The Figure 8 shows the file server 

traffic without attack while sending packets to three normal 

clients, rate of traffic around 18000, Bytes/sec is sent from 

users in a form of three shipments, each user generating 

traffic of 6000 Bytes/sec. All start at 10 sec for whole 

simulation time. 

 

Figure 6 illustrates the traffic of normal clients 750 

Bytes/sec, and the traffic of attacked clients 75 Bytes /sec. It 

clearly explains the effect of  DDoS attack on the  network 

Figure 9 shows the impact of DDoS attack on legitimate 

clients.  The red and blue lines show the comparison of the 

received traffic by normal client [6000 Byte/sec], and the 

attacked client [500 Byte/sec] respectively. 

 

 
 

Figure 9 Ftp Server, Traffic Sent in Both Cases Attack 

            and No Attack 

 

B.  Proposed Solution 

This research proved that there were many loopholes in 

WLAN security. Therefore, the proposed solution is to 

improve WLAN security by using IDPS and SSID access 

control. This helps to discover the loophole in the WLAN by 

building a model as in the figure 10 below. 

 

 
Figure 10. DDoS attack preventing method by SSID 

 

The SSID is the 32 character’s name used to connect with a 

AP in a WLAN. SSID and the password authentication 

mechanism prevent the unauthorized access of users or 

attacks to ensure the security of wireless local area network. 

We can use the SSID in 2 methods. 

 

1. OPEN MODE:   

In this  the SSID is broadcast in the air, and the clients those 

who know the password can access the AP at the same time  

using sniffer tools  like NetStumbler3 anyone can  find such 

networks.  
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2. CLOSED MODE:   

In this method, the SSID will be hidden and it will be 

assigned to the authorized clients by the admin so other users 

around the WLAN can’t be know the SSID. 

  

Any AP will not show SSID. The SSID should be hidden by 

Admin.  The SSID will be given by the Admin only to the 

authorized clients. We can do it in AP setting itself. The 

admin will store the MAC address of the authorized clients 

in the access control database, so the system will only allow 

the authorized clients in the WLAN. Even the attacker knows 

the SSID also he can’t access the AP since his MAC address 

is absent in the access control list. 

 
Figure 11 Flowchart of proposed solution 

 

This flowchart explains the access control of the AP’s SSID 

by MAC in a WLAN. By this method, the unauthorized 

clients can be terminated from the communication. 

 

 
Figure 12. Detect DDoS attack using IDPS 

In the figure 12 above, the IDPS on the server distinguish 

legitimate users from the illegal access. If the client is 

unauthorized, then it withdraws the user from the connection. 

Even if the legitimate user sent useless data also, it stops the 

communication. By installing IDPS in the main server that   

controls all the APs. If any clients produce unwanted traffic 

then the server will terminate the client to avoid  traffic. 

 

V. CONCLUSION AND FUTURE SCOPE  

 

As WLAN have become more fruitful and complex security 

vulnerabilities and issues must be met with well thought-out 

solutions to maintain security. Although the security 

concerns of WLAN cannot be eliminated by a single absolute 

security technology, we can moderate them by a proper 

management and integration of standards, technologies, 

policies and service environments. In other words, enough 

security knowledge, proper implementation and continued 

maintenance is the need of hours for preserving the security 

of wireless networks.  

 

In this paper, we have done the experiment of  DDoS attack 

using OPNET 17.5 simulator.  The Detection and prevention 

are the good mechanism to secure the network. Since the 

hidden SSID is only known by the registered/Authorized 

clients by their MAC address, other unauthorized clients 

cannot access the network. Also, the IDPS terminate the 

clients which are making more traffic than the usual one it 

can avoid the DDoS Attacks even performed by the internal 

attackers. By this mechanism, we can mitigate/prevent our 

WLAN from DDoS Attacks. So, our Proposed mechanism 

can enhance the security of WLAN against DDoS Attack.  

The following are some of the future works we suggested for 

the future researchers: 

 

1. Involving dynamic IP addresses of the resources of 

packets and performing the required modification on the 

design of the proposed framework to embrace this 

change.  

 

2. Including packet fragmentation. In this case, the TTL 

value will be affected. Therefore, the framework needs 

to deal with the ID field in order to trace the various 

fragmented packets of the sent request.  

 

3. Selecting additional packets for further random 

verification in order to enhance the framework 

robustness.  

 

4. Embracing  the  new  trend,  Bring  Your  Own    Device  

(BYOD) into the scope of the proposed method to 

investigate its impacts in amplifying the DDoS attacks 

from the inner customer’s network.  
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