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Abstract - Cloud computing is more popular these days, and the number of its users is increasing hence the security issues are 

also increasing. Cloud Computing is a relatively new concept that presents a good number of benefits for its users; however, it 

also raises some security problems which may slow down its use .The biggest issue in the cloud computing is security. This 

paper discuss about cloud service model, security issues in cloud computing. There are some security challenges like data 

security, network security and data transmission.  Paper discuss about them and types of firewalls and how to implement 

firewall in the system that will help in cloud security. 
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I.  INTRODUCTION  

Cloud Computing uses a network of remote servers hosted 

on the internet to store, manage and process data, rather than 

a local server or a personal computer [1]. Cloud becomes the 

new wrapped around the new technology. Cloud Computing 

collects all the computing resources and manages them 

automatically [2]. 

 
Tragically, there are restricted endeavors towards focusing 

on Cloud computing security for the advantage of 

administrators. It is consequently important to direct a 

progression of specialized investigates on cloud security 

from the various point of views of administrators, while 

driving the improvement and acquainting it with the 

business. This paper presents security issues experienced in 

distributed cloud computing, and has an exploration on 

numerous specialized answers for cloud security issues.  

 
II. RELATED WORK 

 

In Cloud computing, the cloud services can be divided into 

three categories [3]. It is a new technology that satisfies a 

user’s requirement for computing resources like networks, 

storage, servers, services and applications, without physically 

acquiring them. It reduces the overhead of the organization 

of marinating the large system but it has associated risks and 

threats also which include – security, data leakage, insecure 

interface and sharing of resources and inside attacks[4]. 

i) SOFTWARE AS A SERVICE (SaaS) 

It makes available the software on the server to the customer 

on it’s end there by decreasing the cost of hardware 

obtainment, provisioning and programming allowing, 

foundation and support. Instead of increasing new 

programming, clients can depend on upon a SaaS provider to 

hence achieve fortifies. 

 
ii) PLATFORM AS A SERVICE (PaaS) 
Cloud computing infrastructure which transfer on 

applications is send on Internet. In a PaaS, a cloud provider 

passes on hardware and programming gadgets when required 

for application, to its users as an organization. A PaaS 

provider has the hardware and programming in solitude 

system. Thus, PaaS frees customers from introducing need of 

in- house system hardware and programming to make or run 

another application with ease. 

 

iii) INFRASTRUCTURE AS A SERVICE (IaaS) 
IaaS offer incredibly versatile resources that can be adjusted 

on-demand. This makes IaaS fitting for workloads that are 

passing, trial or change suddenly. 

III. SECURITY CONCERN 

 DATA TRANSMISSION 

In the cloud, the information/ data is traded to the servers and 

clients, helps in data security without moving the framework 

layers and defend data from unapproved areas in the server, 

the data is protected in server in concern to customers’ 

choice of security procedure so data is given high secure 

need.  
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 VIRTUAL MACHINE SECURITY 

Virtualization is central method of cloud computing, which 

guarantees the cost investment funds, ROI, and simplicity of 

organization. It can help organizations streamline their 

application execution in a financially savvy way. In any case, 

similar to any new innovation, there are security dangers 

natural in virtualization that should be tended to. 
In full virtualization, whole equipment engineering is 

imitated for all the intentions and purposes. In any case, in 

para -virtualization, a working structure is balanced so it can  

run all the while with other working systems. 

 
 NETWORK SECURITY 

Frameworks are requested into many categories like shared 

and non shared, open or private, little domain or far reaching 

range frameworks and each of them have various types of 

security risks to oversee. Issues related with the framework 

level security incorporate DNS ambushes, Sniffer attacks etc. 
A Domain Name Server (DNS), plays out the elucidation of 

a zone name to an IP address. Since the zone names are 

fundamentally less requesting to review. Thus, the DNS 

servers are needed. Regardless, there are circumstances, the 

customer has been coordinated to some other loathing cloud 

as opposed to the one he asked for and from this time 

forward using IP address is not by and large conceivable.  

 

 DATA SECURITY 

Customer’s data is first got by the CSP instead of 

themselves. Customer's data and applications are going up 

against twofold security perils, i.e. perils from CSP and 

threats from other unapproved customers, which brings the 

danger of data breaks. In various occupant circumstances, 

customers routinely give parts and advantages for various 

customers that are dark to them, which can be an important 

drawback for a couple of utilizations and requires a 

confirmation for the nature of the security segments used for 

sound segment. Without a safe sensible separation, 

customers' data may be got by others  realizing data spill. 

 

 SECURITY SOLUTION  

 

One of the solutions to the security issues in cloud processing 

is the firewall. Firewalls shield you from threatening 

software design that may become active on our systems. A 

firewall is an item program or bit of gear that screens out 

software engineers, contaminations, and worms that 

endeavor to accomplish Personal Computer over the 

Internet.                                      

Firewalls are important since they give a single square point, 

where security and looking at can be constrained. Firewalls 

give a basic logging and looking at limit; every now and 

again, they offer layouts to the executive about what 

sort/volume of development has been taken care of through 

it. This is a basic preferred standpoint: Providing this piece 

point can fill an unclear need on framework from an outfitted 

secure finishes for organization’s physical premises. Figure 

No 1 depicts the conceptual model for securing cloud 

computing.   

 Figure 1: Conceptual Model of securing Cloud Computing 

National institute of standards and technology separates 

firewalls into three essential parts. 

 
i. Packet filters 

The most fundamental component of a firewall is the bundle 

channel. More seasoned firewalls that were just bundle 

channels were basically steering gadgets that gave get to 

control usefulness to host locations and correspondence 

sessions. These gadgets, otherwise called stateless 

assessment firewalls, don't monitor the condition of each 

stream of activity that passes however the firewall; this 

implies, for instance, that they can't relate numerous 

solicitations inside a solitary session to each other. Parcel 

sifting is at the center of most present day firewalls, however 

there are couple of firewalls sold today that exclusive do 

stateless bundle separating. Dissimilar to more propelled 

channels, parcel channels are not worried about the substance 

of bundles. Their get to control usefulness is represented by 

an arrangement of mandates alluded to as a ruleset. Parcel 

separating capacities are incorporated with most working 

frameworks and gadgets fit for steering; the most widely 

recognized case of an unadulterated bundle sifting gadget is a 

system switch that utilizes get to control records. 

 
ii. Statefull Inspection 

Stateful review enhances the elements of bundle channels by 

following the condition of associations and blocking parcels 

that stray from the normal state. This is refined by fusing 

more noteworthy familiarity with the vehicle layer. Similarly 

as with bundle separating, stateful examination catches 

parcels at the system layer and assesses them to check 
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whether they are allowed by a current firewall run, however 

different bundle sifting, stateful investigation monitors every 

association in a state. 
Three noteworthy states exist for TCP movement, association 

foundation, utilization, and end. Stateful investigation in a 

firewall looks at specific values in the TCP headers to screen 

the condition of every association. Each new parcel is 

contrasted by the firewall with the firewall's state table to 

decide whether the bundle's state negates its normal state. 

For instance, an aggressor could create a bundle with a 

header demonstrating it is a piece of a set up   association, in 

expectations it will go through a firewall. On the off chance 

that the firewall utilizes stateful assessment, it will initially 

confirm that the parcel is a piece of a built up association 

recorded in the state table. 

 
iii. Proxy server 

It offers better security over other firewall , but suffer with 

the problem of speed and helpfulness. PCs develop a 

relationship with the delegate, which fills in as a center 

individual, and begin another framework relationship for the 

advantage of the request. 
Middle person firewalls in like manner give broad, tradition 

careful security examination for the traditions they support. 

This empowers them to settle on ideal security decisions over 

things that accentuation totally on package header 

information. 

 
iv. Firewall Implementation 

The firewall remains a key portion in any framework security 

building, and today's affiliations have a couple sorts to 

peruse. IT specialists perceive the kind of firewall that best 

suits the affiliation's framework security needs. 

 
v. Future Firewall 

Future firewalls will most likely join a couple of 

characteristics of framework layer. It is possible that 

framework layer firewalls will end up being logically aware 

of the information encountering them, and application layer 

firewalls have starting at now end up being more direct. The 

last item will be to some degree a brisk package screening 

structure that logs and checks data as it experiences. 

IV. CONCLUSION 

Since Cloud Computing leverages many technologies, it also 

inherits their security issues. Storage, virtualization, and 

networks are the biggest security concerns in Cloud 

Computing. Virtualization which allows multiple users to 

share a physical server is one of the major concerns for cloud 

users. Also, another challenge is that there are different types 

of virtualization technologies, and each type may approach 

security mechanisms in different ways. Virtual networks are 

also target for some attacks especially when communicating 

with remote virtual machines. 
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