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Abstract- Today worldwide revolution in web application technology is changing our lives in term of the way we learn and 

use. Web applications fit into this because the technology has been around long enough and can provide benefits for 

development in this area. The main objective of this paper is to study about the CSRF attacks and implement these attacks in 

real world and check the success rate of these attacks. The CSRF attacks are the state changing attacks not the data stealing 

attacks. In this paper also discussed how various tools and frameworks that are helpful to perform the CSRF attacks works. The 

implementation technique of CSRF attack is discussed in fully detail. One can easily learn and understand the CSRF attacks 

and its implementation using this paper.   
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I. INTRODUCTION 

 

Today web applications are the major part of internet. 

Most of the daily life usage services are based on web 

applications and their usage is increasing day by day. For 

example, banking services, social networking, e-commerce 

service, and other services. All of these services can be 

accessed from anywhere and anytime. There are Hackers 

across the internet and they try to manipulate the 

functionality of web service for their benefits. In web 

applications lots of vulnerabilities are there which allow the 

hackers to break into the websites. 

Vulnerability is failure or flaws in a system’s design 

implementation, working or management that exploits the 

system’s security objectives. The Open Web Application 

Security Project (OWASP) non-profitable organization 

categorized the web application vulnerabilities on the basis 

of their risk level in the name of OWASP TOP 10. One of 

them vulnerability is Cross Site Request Forgery (CSRF). 

CSRF attacks are used to change the target state request, not 

theft of data. If the victim is normal user, a successful CSRF 

attack can force the user to perform state changing requests 

like transferring funds, changing their email address and so 

on. If the victim is admin user of website then, successful 

CSRF attack can compromise the whole website. For 

forensics of CSRF attacks, analysing the log file is usually 

preferred, because users’ requests and related server 

responses could be clearly identified. Benefits of using log 

files for forensics for CSRF attacks are: first reason is log file 

is easily available and the second reason is there is no need 

for expensive hardware for analysis. In addition, logs may 

provide successful detection specially for encrypted 

protocols such as Secure Socket Layer.   

 

1.1 What is Cross Site Request Forgery? 

Cross Site Request Forgery is target state changing 

requests. CSRF only allows for state changes to occur and 

therefore cannot attack those that require the attacker 

receiving the contents of the HTTP response. Cross Site 

Request Forgery (CSRF) is an attack whereby a malicious 

entity tricks a victim into performing actions on behalf of the 

attacker. The impact of the attack would depend on the level 

of permissions that the victim which is being exploited have. 

  

1.2 Understanding Work of CSRF Attack 

Cross-site Request Forgery (CSRF) will only be effective 

if a victim is authenticated. This means that the victim will 

need to be logged-in, in order for the attack to succeed. Since 

CSRF attacks are used to bypass the authentication process, 

there may be some elements that are not affected by CSRF 

attacks, even though they are not protected against it. These 

do not require a logged in victim to send the request, since 

anyone can do this. For example, let’s take a contact form on 

a website, where visitors can send queries through the form. 

This does not require the victim having any privileges to 

submit the form, meaning that it does not matter if an 

administrator victim or a low privilege victim submits the 

form. The problem arises when a victim with additional 

privileges would be performing actions that are not 

accessible to everyone, which is when CSRF attacks are 

utilized. 

 

1.3 Web Server Log File 

Standard web servers like Apache and IIS generate 

logging message by default in the Common Log Format 

(CLF) specification. The CLF log file contains a separate line 

for each HTTP request. Log file is a file which is created by 

the server automatically, which consists of the list of 
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activities performed by end users of web server. A web 

server log file contains the information about client IP 

address, http/https request, date and time, page request, http 

status code, user agent and referrer. The whole data stored in 

a single log file or the data stored in separated log files such 

as access log file, error log file and audit log file. The log 

files are not available for all users but accessible to only web 

administrator. In the log file every entry entered following 

the format of Custom log Format. Below in the table Log 

Format strings and their description is given 

Table 1 Custom Log Format of Log File 

Format String Description 

%% The percent sign. 

%a Client IP address of the request  

%{c}a Underlying peer IP address of the 

connection  

%A Local IP-address. 

%B Size of response in bytes, excluding 

HTTP headers. 

%b Size of response in bytes, excluding 

HTTP headers.  

%{VARNAME}C The contents of cookie VARNAME in 

the request sent to the server.  

%D The time taken to serve the request, in 

microseconds. 

%{VARNAME}e The contents of the environment 

variable VARNAME. 

%f Filename. 

%h Remote hostname.  

%H The request protocol. 

%k Number of keepalive requests handled 

on this connection.  

%l Remote logname  

%L The request log ID from the error log  

%m The request method. 

%{VARNAME}n The contents of note VARNAME from 

another module. 

%{VARNAME}o The contents of VARNAME: header 

line(s) in the reply. 

%p The canonical port of the server serving 

the request. 

%{format}p The canonical port of the server serving 

the request or client actual port.  

%P The process ID of the child that 

serviced the request. 

%{format}P The process ID or thread ID of the child 

that serviced the request  

%q The query string. 

%r First line of request. 

%R The handler generating the response (if 

any). 

%s Status. Status of original request 

%t Time[18/Sep/2011:19:18:28 -0400]. 

In figure 2 the web server log file is shown. In this log file 

we can see the IP address of user, date and time, request 

method, path of requested page, protocol version, request 

status code and bytes received are shown. 

 

 
Figure 1 Sample of Log File 

 
Section I gives the brief introduction of the Cross Site 

Request Forgery and web server log files which also includes 

the format of a log file. Section II discusses about the work 

related of the CSRF and some other attacks. Section III 

discusses the various tools required for the forensics of 

CSRF attack to make it successful for web server log files. 

Section IV contains the implementation of the CSRF attack 

using ngrok. Section V concludes the research work and also 

gives the future directions. 

 

II. Related Work 

 

(Merve Bas, Seyyar Ferhat, Özgür Çatak Ensar Gül, 2017) 

use the access log files to detect the two-web attack on web 

application. They detect the Cross-Site Scripting (XSS) and 

Structured Queried Language Injection (SQLI) attacks from 

access log file of Apache HTTP server. They collect the data 

from log files and categorized them into three types on the 

basis of IP, User Agents and HTTP status codes. They also 

tried to understand the behavior of automated vulnerability 

scanners. They create a python script which runs on log files 

to detect the attack scans. Their proposed model working 

99% for detecting the scans of XSS and SQLi vulnerabilities 

on web application. 

(M. Auxilia, 2010) Suggest a negative security model for 

intrusion detections in web applications. This method is one 

of the dynamic detection techniques that is anomaly-based. 

The authors propose to use Web Application Firewall (WAF) 

with a rule set protecting web applications from unknown 

vulnerabilities. When analyzed their rules for Hypertext 

Transfer Protocol (HTTP) attacks detection, the rules appear 

to be generated by checking the values of some important 

HTTP header fields, Uniform Resource Identifier (URI) 

strings, cookies, etc. Associating WAF, Intrusion Detection 

System (IDS), rule engine reasoning together makes this 

article interesting 

(K. Goseva-Popstojanova, 2012) Propose a method to 

classify malicious web sessions through web server logs. 

Firstly, the authors constitute four different data sets from 

honeypots; on which several web applications were installed. 
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Afterwards, 43 different features were extracted from web 

sessions to characterize each session and three machine 

learning methods that are Support Vector Machine (SVM), 

J48 and Partial Decision Trees (PART) were used to make 

the classifications. The authors assert that when all 43 

features used in learning period, their method to distinguish 

between attack and vulnerability scan sessions attains high 

accuracy rates with low probability of false alarms. This 

comprehensive research provides significant contribution in 

the area of web security. 

 

III. Tools 

 

 The programming language and various related 

software’s and frameworks are used to make the success of 

Forensics of CSRF attacks from web server log files. 

 

3.1 Python 

Python is a widely used, dynamic, general-purpose, high-

level interpreted language. Its syntax allows to implement 

stuff in fewer lines of code. There is no need for type 

declarations of variables, functions, methods or parameters in 

source code. This makes the code clean, short and flexible, 

and you lose the compile-time type checking of the source 

code. Python supports multiple programming paradigms, 

including procedural, object-oriented or imperative and 

functional programming styles. Python tracks the types of all 

values at runtime and flags code that does not make sense as 

it runs. Python has a very large user base all over the world 

and is one of the most popular programming languages 

among developers. 

 

3.2 Burp Suite 

 Burp or Burp Suite is a graphical tool for testing Web 

application security. The tool is written in Java and 

developed by PortSwigger Security. The tool has two 

versions: a free version that can be downloaded free of 

charge (Free Edition) and a full version that can be purchased 

after a trial period (Professional Edition). It was developed to 

provide a comprehensive solution for web application 

security checks 

 

3.3  WAMP 

 Wamp Server refers to a software stack for the Microsoft 

Windows operating system, created by Romain Bourdon and 

consisting of the Apache web server, OpenSSL for SSL 

support, MySQL database and PHP programming language. 

 

3.4 DVWA – Damn Vulnerable Web Application 

 Damn Vulnerable Web App (DVWA) is a PHP/MySQL 

web application that is damn vulnerable. Its main goals are to 

be an aid for security professionals to test their skills and 

tools in a legal environment, help web developers better 

understand the processes of securing web a 

 

 

3.5 Kali Linux 

 Kali Linux is a Debian-derived Linux distribution 

designed for digital forensics and penetration testing. It is 

maintained and funded by Offensive Security Ltd. Mati 

Aharoni, Devon Kearns and Raphaël Hertzog are the core 

developers 

 

3.6 NGROK 
  Ngrok allows us to run a local sever on internet with just 

simpe port forwarding technique. 

 

IV. IMPLEMENTATION OF CSRF ATTACK 

 

In this section we will discuss how a successful CSRF attack 

performed. In this attack we will try to change password of 

authenticated user using CSRF attack. 

 

4.1 Requirements  
 For successful CSRF attack a user must be logged in. 

 Web hosting and domain or localhost with port 

forwarding using ngrok. 

 

To perform CSRF attack first of all we open a web 

page and get the form code with parameters.

 
Figure 2 Login form and Source code of form 

 

Now copy the form code and create a html form with this and 

do some change which are given below: 

 

Original code 

 
Figure 3 Original Code of form 

 

https://en.wikipedia.org/wiki/Java
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Modified Code for CSRF Attack 

 
Figure 4 Modified Code for CSRF attack 

 

Host this file using wamp server and put the wamp server online 

using ngrok. 

 
Figure 5 CSRF Attack file host on Local Server 

  

 

 
 

Figure 6 Local Host Online Using ngrok 

 

Now send this link to victim and when victim click on it 

password will successfully change. 

 
Figure 7 Forged Link 

 

Password successfully changed  

 
Figure 8 Successful CSRF attack 

 
V. CONCLUSION 

In this paper, the CSRF attack are studied and was performed 

successfully and also discussed that how these attacks can be 

performed. Implementing these attacks, an attacker just changes the 

state of requests. As it is seen that implementation of CSRF attacks is 

very easy and a normal user can become victim of this attack very 

easily. In the future work, we will work on detection of CSRF attacks 

using log files. 
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