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Abstract— Malicious nodes in MANETS can make considerable damage. As basic routing protocols does not provide any 

strong security against internal attacks nodes, they can easily become part of network and degrade the performance by 

launching attack.In this work, the main focus is to develop a method of security in communications between ad-hoc network 

nodes. This proposed model i.e Trust based Multipath Routing Protocol Scheme (TMAODV), firstly calculates transmission 

cost and then trust factor is calculated on the basis of number of packets forward and dropped. For this a new data structure is 

added into neighborhood table. Secondly, a different computation factors like Optimal Traffic Ratio, Remaining Energy value 

and transmission cost is calculated and this data structure is stored by routing table.  
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I.  INTRODUCTION  

 

There are different kinds of attack exists which can be 

imposed by internal attackers e. g. rushing attack, blackhole 

attack, neighbor attack, jellyfish attack etc. [6]. Here, the 

packet dropping attack by malicious nodes is considered for 

both MAODV and PUMA protocols. These malicious nodes 

shows normal activity (doesn’t drop or alter any control 

packet) to become part of data packet paths. It does not drop 

or alter any control packet required by MAODV and PUMA 

for their working. Due to this activity it becomes difficult to 

locate its presence in network. When it becomes the part of 

route i.e. data packet forwarding mechanism, upon receiving 

the data packet, it drops the data packets instead of 

forwarding it to next node in data packet route. This data 

packet dropper malicious node causes less packet delivery 

ratio in both MAODV and PUMA.   

 

To address and avoid packet dropper malicious nodes in 

MAODV, authors proposed trust based security (TMAODV). 

TMAODV elects shortest trustworthy path from available 

paths. Trust values are used along with hop count to evaluate 

the trust of the path. As discussed earlier there exists two 

kind of trust calculations: Recommendation (indirect) based 

trust calculation and non-recommendation (direct) based trust 

calculation. In recommendation based trust calculation, node 

uses its own knowledge and second hand information 

obtained from other nodes to derive final trust. Indirect trust 

calculation needs extra control packet exchange between 

nodes to obtain second hand information. This extra control 

packet exchange between nodes may incur additional 

communication cost for trust exchange. In direct trust 

calculation, node simply uses its direct observations to 

evaluate the trust values of other nodes. 

II. METHODOLOGY 

This trust based security model uses direct trust calculation 

method in which nodes evaluates trust using the history of 

direct interactions between them. In this model, positive and 

negative responses are used as observable factors for 

assessing trust. In MANET, promiscuous mode allows nodes 

to monitor its neighbors. This mode allows node to listen 

every message transmitted by the nodes which are within its 

transmission range. To record positive and negative 

responses and to calculate trust, an extra table is maintained 

at each node. This table is further used for secure route 

construction. The proposed mechanism is explained in detail 

as following: 

 

A. Trust evaluation with direct observation 

To keep the track of neighboring node an extra data structure 

(neighbour table) is added at each node. This table is used by 

each node to calculate the belief (trust) of its neighboring 

node. For the path trust calculation and path selection, this 

table is referred. 
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Node FCount (α) DCount (β) Belief 

 Neighbour Table for Trust based Model 

In above figure, the first column indicates the node id of 

neighbor node, the second column Fcount indicates the 

counts of data packets successfully forwarded by the that 

node third column indicates the counts of data packets 

dropped by the next node and belief column indicates trust 

values calculated for corresponding node. In promiscuous 

mode each node listens the packet transmitted by its neighbor 

node. When node forwards data packet to next node (except 

receiver) in data path, it expects the next node to forward that 

data packet. When that next node forwards data packet its Į 

count is increased by one otherwise its ȕ count increased by 

one.  When node forwards the data packet to next node on 

the data packet route, it adds that nodes entry in neighbour 

table and starts observing its behaviour in terms of α and β. 

As end tree node in MAODV doesn’t forward data, for the 

accurate calculation of α and β, an extra control packet is 

used, which is only sent by end tree node to previous node 

only once. 

 

The Algorithm of this model is as: 

 

Algorithm 1: α, β and belief Calculation in MAODV 

Input: forward(packet):executed at each node when it 

forwards packet to next node 

if(packet_type==data_packet)then 

node = neighbour_lookup(next_node in datapath);  

if(node!=null)then 

Then 

node(forward_count)=node(forward_count)+1;  

else 

neighbour_add(node); 

node(forward_count)=1; 

node(receive_count)=0; 

End if 

End if 

Input: tap(packet):executed at each node when it listens 

packet transmitted by its neighbor 

if(packet_type==data_packet) then  

node=neighbourwatch_lookup(packet forwarder node);  

if (node!=null) then  

node(recieve_count)=node(recieve_count)+1;  

else 

 neighbour_add(node); 

 node(receive_count)=1;  

node(forward_count)=0;  

end if 

 end if 

Input: cal():executed at each node at regular interval  

α=0;  

 β=0;  

node=first_node in neighbour table;  

while (node) do  

α=node(receive_count);  

β=node(forward_count) − node(receive_count);  

belief = α /  (α+ β+1); 

insert(α β and belief in neighbour table);  

node=next_node in neighbour table;  

end while 

Algorithm 1: To Setup Route 

Input: Control Packets (CP) 

Initialize: =0; 

Broadcast Control Packets; 

If received by neighbours 

Then 

Store in Routing Neighbourhood Table (N-Table)  

Calculate Transmission Cost  

Else if node is destination 

Then 

Set =0;  

Broadcast it to Neighbours. 

End if 

Else 

Find Neighbours 

End if 

 

The trust of neighboring nodes is evaluated in terms of trust 

values at each node. These values are calculated using Į and 

ȕ values at regular interval. In proposed security, the direct 

trust between node i and j is calculated using Bayesian 

inference (expectation of beta distribution) [18] 

 
 

Where  is the trust calculated by node i for node j. is 

the number of data packets forwarded by node j which has 

been sent by node i to it.  is the number of data packets 

not forwarded by node j which has been sent by node i to it. 

As data packet transmission continues in network these trust 

values are updated at regular intervals. 

III. RESULTS AND DISCUSSION 

In this work, two protocols AOMDV and TMAODV are 

implemented using NS-2 simulator.  TMAODV is trust based 

multipath protocol where trust of a path is calculated on the 
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basis of nodes’ communication that is packet forward and 

dropped by a node. These protocols are simulated in the area 

1000x1000 m
2
. Implementation is done using different 

scenarios to test the performance of the protocols. 

The scenarios implemented for testing are as given below: 

A. Scenario1: Varying Nodes 

To test the performance of the protocols 50, 100, 150 and 

200 nodes are deployed in the area of 1000x1000 m
2
 with 

maximum speed of 50m/s. Simulation is carried out using 

CBR traffic with maximum 40 connections. Other 

parameters are as given in the table 1. 

 

Table 1: Simulation Setup 

 

Simulation Parameters Values 

Area 1000x1000 

No. of nodes 50,100,150,200 

Speed 0~50m/s 

Traffic CBR 

Packet Size 1000 bytes 

Packet Rate 250k/s 

Pause Time 500s 

Simulation Time 1000s 

Max Connection 40 

Routing Protocol AOMDV & EMPSO 

 

Results Parameters: 

 

a. Packet Delivery Ratio: This trust based protocol 

(TMAODV) performs better than AOMDV and achieves 

67% improvement in Packet Delivery Ratio. The comparison 

of these protocols by varying nodes is as given in table 2.  

 

Table 2: Packet Delivery Ratio 

  PDR 

  50 100 150 200 

AOMDV 23.0701 23.508 34.3308 33.9252 

TAOMDV 90.831 86.931 88.39 85.311 

 

Figure 1 shows the performance of both protocols. This 

figure also shows that PDR increases with the increase 

number of nodes and more than AOMDV. 

 
 

Figure 1: Packet Delivery Ratio (Scenario-1) 

 

b. Overhead: This trust based protocol (TMAODV) 

performs better than AOMDV and achieves 41% 

improvement in Overhead. The comparison of these 

protocols by varying nodes is as given in table 3. 

 

Table 3: Overhead 

  Overhead 

  50 100 150 200 

AOMDV 15.431 32.664 26.28 26.407 

TAOMDV 9.352 12.378 16.361 19.726 

 

Figure 2 shows the performance of both protocols. This 

figure shows that Overhead increases with the increase 

number of nodes but less than AOMDV. 

 

 
Figure 2: Overhead (Scenario-1) 

 

c. Delay: This trust based protocol (TMAODV) performs 

better than AOMDV and achieves 28% improvement in 
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Delay. The comparison of these protocols by varying nodes 

is as given in table 4. 

Table 4: Delay 

 

 Delay 

  50 100 150 200 

AOMDV 0.07 0.06 0.04 0.05 

TAOMDV 0.04 0.06 0.02 0.04 

 

Figure 3 shows the performance of both protocols. This 

figure shows that Delay increases with the increase number 

of nodes but less than AOMDV. 

 

 
Figure  3: Delay (Scenario-1) 

 

d. Throughput: This trust based protocol (TMAODV) 

performs better than AOMDV and achieves 39% 

improvement in Delay. The comparison of these protocols by 

varying nodes is as given in table 5. 

 

Table 5: Throughput 

 Throughput 

  50 100 150 200 

AOMDV 51.55 56.54 47.59 59.18 

TAOMDV 93.38 89.48 92.36 84.32 

 

Figure 4 shows the performance of both protocols. This 

figure shows that Throughput increases with the increase 

number of nodes and more than AOMDV. 

 

 
Figure  4: Throughput (Scenario-1) 

 

e. Total Energy Consumption: This trust based protocol 

(TMAODV) performs better than AOMDV and achieves 8% 

improvement in Delay. The comparison of these protocols by 

varying nodes is as given in table 6. 

 

Table  6: Total Energy Consumption 

 

 Total Energy 

  50 100 150 200 

AOMDV 4896.06 9764.28 14869.5 19835.8 

TAOMDV 4173.37 9328.18 13845.3 18023.3 

 

 

Figure 5 shows the performance of both protocols. This 

figure shows that Total Energy consumption increases by 

increasing number of nodes but less than AOMDV. 

 

 
Figure 5: Total Energy Consumption (Scenario-1) 

 

B. Scenario2: Varying Packet Size 

To test the performance of the protocols 50 nodes are 

deployed in the area of 1000x1000 m
2
 with maximum speed 

of 50m/s and by varying packet size from 200 to 1000 bytes. 

Simulation is carried out using CBR traffic with maximum 

40 connections. Other parameters are as given in the table 7. 
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Table 7: Simulation Setup 

 

Simulation Parameters Values 

Area 1000x1000 

No. of nodes 50 

Speed 0~50m/s 

Traffic CBR 

Packet Size 200,400,600,800,1000 bytes 

Packet Rate 250k/s 

Pause Time 500s 

Simulation Time 1000s 

Max Connection 40 

 

Results Parameters: 

a. Packet Delivery Ratio: This trust based protocol 

(TMAODV) performs better than AOMDV and achieves 

50% improvement in Packet Delivery Ratio. The comparison 

of these protocols by varying packet size is as given in table 

8.  

Table 8: Packet Delivery Ratio 

 PDR 
  200 400 600 800 1000 

AOMDV 49.2347 28.3298 25.6825 18.4943 23.0701 

TAOMDV 51.361 55.289 58.371 60.335 90.831 

 

 

Figure 6 shows the performance of both protocols. This 

figure also shows that PDR increases with the increase in 

packet size and more than AOMDV. 

 
Figure 6: Packet Delivery Ratio (Scenario-2) 

b. Overhead: This trust based protocol (TMAODV) 

performs better than AOMDV and achieves 13% 

improvement in Overhead only in case of 800 and 1000 

Packet size. The comparison of these protocols by varying 

packet size is as given in table 9. 

Table 9: Overhead 

 Overhead 

  200 400 600 800 1000 

AOMDV 5.582 7.855 7.424 14.884 15.431 

TAOMDV 16.375 15.753 13.027 10.836 9.352 

 

 

Figure 7: shows the performance of both protocols. This 

figure shows that Overhead decreases with the increasing 

packet size and is less than AOMDV in case of 800 and 1000 

packet size. 

 
Figure 7: Overhead (Scenario-2) 

 

c. Delay: This trust based protocol (TMAODV) 

performs             better than AOMDV and achieves 8% 

improvement in Delay. The comparison of these 

protocols by varying packet size is as given in table 10. 

 

Table 10: Delay 

 Delay 

 200 400 600 800 1000 

AOMDV 0.02 0.02 0.02 0.02 0.07 

TAOMDV 0.02 0.02 0.03 0.05 0.04 

 

Figure 8 shows the performance of both protocols. This 

figure shows that Delay decreases with the increasing packet 

size and is less than AOMDV in case of 1000 packet size. 

 

 
Figure 8: Delay (Scenario-2) 

 

d. Throughput: This trust based protocol 

(TMAODV) performs better than AOMDV and 

achieves 31% improvement in Throughput. The 
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comparison of these protocols by varying packet 

size is as given in table 11. 

 

Table 11: Throughput 

 Throughput 

  200 400 600 800 1000 

AOMDV 33.54 36.15 60.13 41.9 51.55 

TAOMDV 38.27 58.38 70.03 81.71 93.38 

 

Figure 9: shows the performance of both protocols. This 

figure shows that Throughput increases with the increasing 

packet size and is more than AOMDV. 

 
Figure 9: Throughput (Scenario-2) 

e. Total Energy Consumption: This trust based protocol 

(TMAODV) performs better than AOMDV and achieves 

14% improvement in Total Energy Consumption. The 

comparison of these protocols by varying packet size is as 

given in table 12. 

Table 12: Total Energy Consumption 

 Total Energy 
 200 400 600 800 1000 

AOMDV 4992.59 4866.33 4823.25 4778.94 4896.06 

TAOMDV 4538.41 4235.39 3972.85 3836.47 4173.37 

 

Figure 10 : shows the performance of both protocols. This 

figure shows that Total Energy Consumption decreases with 

the increasing packet size and is less than AOMDV. 

 

 
Figure 10 Total Energy Consumption (Scenario-2) 

C. Scenario 3: Varying Speed 

To test the performance of the protocols 50 nodes are 

deployed in the area of 1000x1000 m
2
 with varying speed by 

10, 20, 30,40 and 50m/s with fixed packet size of 1000 bytes. 

Simulation is carried out using CBR traffic with maximum 

40 connections. Other parameters are as given in the table 13. 

 

Table 13: Simulation Setup 

Simulation Parameters Values 

Area 1000x1000 

No. of nodes 50 

Speed 10,20,30,40,50 m/s 

Traffic CBR 

Packet Size 1000 bytes 

Packet Rate 250k/s 

Pause Time 500s 

Simulation Time 1000s 

Max Connection 40 

 

Results Parameters 
 

a. Packet Delivery Ratio: This trust based protocol   

(TMAODV) performs better than AOMDV and achieves  

73% improvement in Packet Delivery Ratio. The  

comparison of these protocols by varying node speed is as 

given in table 14.  

Table 14: Packet Delivery Ratio 

     

 Packet Delivery Ratio 
 10  20 30 40 50 

AOMDV 23.3564 10.2126 27.8491 19.4062 14.9668 

TAOMDV 65.3821 69.371 71.271 79.836 82.474 

 

Figure 11 shows the performance of both protocols.   

This figure shows that PDR increases with the increasing   

speed and is more than AOMDV. 

 

 
 

Figure 11: Packet Delivery Ratio (Scenario-3) 

 

b. Overhead: This trust based protocol (TMAODV) 

performs better than AOMDV and achieves 42% 
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improvement in Overhead. The comparison of these 

protocols by varying node speed is as given in table 15.  

 

Table 15: Overhead 

 Overhead 

  10 20 30 40 50 

AOMDV 9.269 23.539 8.17 13.07 15.545 

TAOMDV 5.382 5.937 7.03 7.402 9.482 

 

Figure 12 shows the performance of both protocols. This 

figure shows that Overhead increases with the increasing 

speed and is less than AOMDV. 

 

 
 

Figure 12: Overhead (Scenario-3) 

 

c. Delay: This trust based protocol (TMAODV) performs 

better than AOMDV and achieves 16% improvement in  

Delay. The comparison of these protocols by varying node 

speed is as given in table 16. 

  

 Table 16: Delay 

 Total Energy 
  10 20 30 40 50 

AOMDV 4988.97 4837.62 5057.01 5047.23 5012.22 

TAOMDV 4793.27 4638.84 4884.42 4936.87 4993.65 

 

 

Figure 13: shows the performance of both protocols. This 

figure shows that Delay increases with the increasing speed 

and is less than AOMDV. 

 

 
Figure 13: Delay (Scenario-3) 

d. Throughput: This trust based protocol (TMAODV)  

performs better than AOMDV and achieves 26% 

improvement in Throughput. The comparison of these 

protocols by varying node speed is as given in table 16.  

 

Table 16: Throughput 

 Throughput 

 10 20 30 40 50 

AOMDV 77.9 40.63 80.91 50.17 46.04 

TAOMDV 75.38 79.37 80.99 82.37 84.72 

 

Figure 14: shows the performance of both protocols. This 

figure shows that Throughput increases with the increasing 

speed and is more than AOMDV. 

 

 
Figure 14: Throughput (Scenario-3) 

 

e. Total Energy Consumption: This trust based protocol  

(TMAODV) performs better than AOMDV and achieves 2% 

improvement in Total Energy Consumption. The comparison 

of these protocols by varying node speed is as given in table 

17.  

Table 17: Total Energy Consumption 

 Delay 

 10 20 30 40 50 

AOMDV 0.07  0.04 0.03 0.05 

TAOMDV 0.03 0.03 0.04 0.04 0.04 

 

Figure 15: shows the performance of both protocols. This 

figure shows that Total Energy Consumption increases with 

the increasing speed and is less than AOMDV. 

 

 
Figure 15: Total Energy Consumption (Scenario-3) 
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IV.  CONCLUSION 

In this research work, the analysis of the base protocol which 

is based on Security Multipath Routing Scheme with Path 

Trust Mechanism is done. This protocol is implemented and 

tested on three different scenarios where its performance is 

measured in terms of different parameters. The resultant 

parameters show that this trust based protocol performs 

better than AOMDV in all aspects. So, this protocol will be 

used in further work to enhance the performance of Mobile 

Ad hoc Network in terms of security. 
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