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Abstract - Proxy blind signature scheme is a combination proxy signature and blind signature scheme.  Verma proposed a 

proxy blind signature scheme over braid groups and claimed that his scheme is secure against all possible security lapses and 

also satisfy all essential security attributes. This paper analyzes Verma’s proposed scheme and found that this scheme suffers 

with the serious security vulnerabilitie: cloning attack.  
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I. INTRODUCTION 

 

Concept of blind signature scheme was introduced by 

Chaum [4] in 1984. In a blind signature scheme, a protocol 

is played by two entities/parties in such a way that a user 

can obtain the signature of a valid signer on a message of 

his/her choice  and on the other side  the signer is not able to 

learn nothing about the signed message. However with such 

properties, a blind signature scheme is very much useful in 

several applications such as e-voting and e-payment [5] etc. 

For more detail on blind signature schemes, please refer to 

[4, 14, 20, 21, 25, 28, 37, 38]. 

 

On the other side, concept of proxy signature scheme was 

introduced by Mambo Usuda and Okamoto [29]. In a proxy 

signature scheme, an entity called original signer to transfer/ 

delegate its signing power/capabilities to a different entity 

called proxy signer and that proxy signer signs message on 

behalf of the original signer. Once the signature verifier 

receives the proxy signature, she /he can check the validity of 

the signature and identify the proxy signer and also verifies 

the original signer’s agreement on the signed message. Based 

on delegation type, Mambo et al. [29] classified proxy 

signatures as  

 

 Full Delegation 

 Partial Delegation 

 Delegation by Warrant 

 

In case of full delegation, the original signer gives his/her 

private key to the proxy signer in a secure way. In case of 

partial delegation, original signer generates a proxy signature 

key by using his private key and then transfers securely this 

key to the proxy signer, who uses this proxy key to sign the 

message on behalf of original signer. In case of delegation by 

warrant, the proxy signer first obtains the warrant, which is a 

certificate comprised of a message part and a public 

signature key from the original signer, and then proxy signer 

uses the corresponding private key to sign the all concern 

messages. The final signature consists of the created 

signature and the warrant. For more detail on proxy signature 

schemes, please refer to [1, 2, 3, 8, 16, 24, 26, 27, 29, 30, 31, 

32, 33, 34, 35, 36, 37]. A proxy blind signature scheme is a 

digital signature scheme which combines the properties of 

proxy signature with blind signature schemes. In a proxy 

blind signature scheme, the proxy signer is allowed to 

generate a blind signature on behalf of the original signer. 

For more detail, please refer to [7, 14, 15]. 

 

This paper is organized as follows. Section II provides a brief 

idea of braid group and explains the difficulty of the 

computational version. In section III, we review Verma’s 

proxy blind signature scheme over braid group. The 

securities flaw of Verma’s proposed scheme are discussed in 

section IV. Finally, we conclude the work in section V.  

 

II. BRAID GROUPS 

 

In this section, we give the basic definitions of braid groups 

and discuss some hard problems on those groups. For more 

information on braid groups, word problem and conjugacy 

problem, refer to the papers [5, 6, 7, 8, 12, 13, 15, 17]. A 

braid is obtained by laying down a number of parallel strands 

and intertwining them so that they run in the same direction. 

For each integer    , the n-braid group    is the group 

generated             with the relations            

where |   |    and                      otherwise. The 

number n is called the braid index and each element of    is 

called n - braid. Two braids x and y are said to be conjugate 

if there exist a braid   such that        . For     ,    
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can be considered as a subgroup of    generated by 

           . 

 

In Braid Cryptography, let   be a non-abelian group and 

         . In order to perform the Diffie- Hellman key 

agreement on  , we need to choose a, b in G  satisfying ab = 

ba in the DHCP. Hence we introduce two commuting 

subgroups         satisfying ab = ba for any        

     .More precisely, the braid cryptography are based on 

the following decision problems. 

• Input:  

A non-abelian group  , two commuting subgroups       
 . 

• Conjugacy Problem :  

Given (       ) with       , compute a.  (Note that if we 

denote       by   , it looks like the DLP.) 

• Diffie-Hellman Conjugacy Problem:  

Given (             ) with            
       

, 

compute          . 

•Decisional Diffie-Hellman Conjugacy Problem: 

 Given (                   )  with             
   

    
, decide whether c = ba.  

In braids, we can easily take two commuting subgroups 

        of    (For simplicity, we only consider a braid 

group with an even braid index. But it is easy to extend this 

to an odd braid index.). For example,     =      (resp. 

    =     ) is the subgroup of     consisting of braids made 

by braiding left 
 

 
  strands (resp. right 

 

 
 strands) among n 

strands. Thus       is generated by          

 
   and 

      is generated by   

 
  ,…..     . Then we have the 

commutative property that for any       
      

, ab = ba.  

We choose a sufficiently complicated (   )    braid   
    .Then following is a one-way function. 

(                       (   )  (       ) 

 There is an efficient time algorithm [16] for a given pair 

(   ) to compute      , but all the known attacks need 

exponential time to compute   from (       ) . This one-

way function is based on the difficulty of conjugacy 

problem. 

 

III. REVIEW OF VERMA’S  SCHEME 

 

This section reviews a proxy blind signature scheme over 

braid group [15]. In this scheme, to sign a message  ,   -  , 
Alice (original signer) transfers/delegates his signing 

capability to Bob( proxy signer). The steps are given below: 

A. key generation 

Each user u does the following steps. 

 Selects a braid          such that        (   )  
  Choose   

               (     ). 

 Return public key as    (      
 ) and secret key 

         . 

B. proxy key generation 

Bob gets the proxy key pair as follows. 

 The original signer Alice selects a braid          

 Alice computes         
  . Then, she sends the pair 

(     ) to Bob through a secure channel. 

 Bob checks whether     
          If it is hold, he 

accept the key, otherwise reject it. 

C. proxy blind signature generation 

Whenever  Bob ( proxy signer) have to signs a document on 

behalf of Alice (original signer), Bob computes the following 

steps. 

 

 Bob selects          and computes       
    and 

reverts  (  ,  ) to the user. 

 Blinding: User selects           ( )) computes 

  
      

   ,  

            

    *  (  
    

 )   + 
             and sends h to the proxy signer. 

 Proxy signer computes        ,      
      

     

and sends (    ) to the user . 

 Unblinding: User computes 

           and            

and then (             
 ) as a proxy blind signature on 

message m. 

D. proxy blind signature verification 

The verification process of a proxy blind signature on a 

message m consists the following steps. 

 Verifier computes    *  (  
    

 )   +. 
 Verifier checks whether      ,      ,     ,          ,  

       
   , if it is hold, accept the signature, otherwise 

reject it. 

 

IV. SECURITY PITFALL: CLONING ATTACK 
 

In this section, we introduced a different kind of security 

attack on Verma’s proposed proxy blind signature scheme 

over braid group[15]. We named our attack as Cloning 

Attack. Cloning attack means an antagonist can generate a 

valid proxy blind signature (Cloned Proxy Blind Signature) 

only with the help of a previously generated proxy blind 

signature. The interesting fact is that Cloned Proxy Blind 

Signature can be generated without any knowledge of proxy 

secret key or other related secret parameters. The Cloned 

Proxy Blind Signature looks like as original signature and 

also satisfy all the properties/ requirements of the original 

signature. The following steps show that how an antagonist 

can mount a cloning attack on Verma’s proxy blind signature 

over braid group. Suppose the antagonist had a valid blind 

signature (             
 ) on the message m ,which is 

generated by a valid proxy signer. Now, an antagonist, 

Charlie can generate a Cloned Proxy Blind Signature 

(                
 ), in the following way. 

 Charlie selects a braid          

 Charlie computes           ,            and 

          . 
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Now, we are in a condition to  show that the fabricated proxy 

blind signature (                
 ) is a Cloned Proxy Blind 

Signature on the message m. 

 

A. cloned proxy blind signature verification 

 

In order to check the validity of a Cloned Proxy Blind 

Signature, any verifier runs the following steps. 

  

 Verifier computes    *  (  
    

 )   +  
 Verifier checks whether       , 

      ,      ,            ,           
   , if it is hold, 

accept the signature, otherwise reject it. 

 

Since, in the verification phase the first step is same as the 

original scheme, therefore this always holds truly. 

Obviously, all the conjugacy relations   will hold truly. It can 

be proved easily as follows. 

 

 We have             ,              
                                      

  .  

                 =          
          

                       =          (   )   .   (  )          

                         . 

 

We can show that                            
                                      

  .  

                 =                   
                       =         (   )   .   (   )             

                         . 

  

Similarly, we have                              

                                                       
      

  .  

                                   =         
      

          

                                            =     (     
  ) (   

        ) 

.   (  )          

                                         =  (     
  ) (     

  )     

(     
  )      

         

                                            . 
 

Now we have      =          (   )   and      =     

    (   )  , therefore, 

 

         =          (   )        (   )  , 

           =    

     ( 
        )     (   )  , 

=      ( 
     )(     )   (   )  ,   

,( )            - 
=      ( 

  (    )  (   )  , 

=      ( 
   ) (   )  , 

=       (   )  , 

                                     . 

 

Now we have      =          (   )   and         =  

(     
  ) (     

  )  , therefore, 

          =      (   )    

(     
  ) (     

  )  , 

    = 

     ( 
        ) (     

  ) (     
  )  ,   ,( )    

        - 
= 

,     ( 
        )][ (     

  ) (   
        )-, 

=      (     
  ) (   

        ), 

=      
         

     (   
        ), 

=      
  (       

  )   (   
        ), 

=      
    

    (   
        ), 

=      
    

    (     
  )  ,  (     

  )       
         

           
    

 

Here, we should note that original proxy blind signature and 

Cloned Proxy Blind Signature are statistically 

indistinguishable in all the way. It is clear that the Cloned 

Proxy Blind Signature also satisfies all the verification steps 

successfully, so we can assume that the verifier accept the 

Cloned Proxy Blind Signature as a real proxy blind 

signature. 

 

V. CONCLUSIONS 

 

This paper proves that the proposed scheme has serious 

securities vulnerability: cloning attack. It is clear that the 

original signature and Cloned Signature are identical and 

statistically indistinguishable in all the way. In this way the 

Cloned Proxy Blind Signature also satisfies all the 

verification steps successfully and the server provides the 

access right to the attacker. 
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