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Abstract—In networked system, peer-to-peer systems are widely used in today’s world. Widely growing networks and 

openness of networked systems brings some sort of insecurities in the interactions and operations. Hence, in this paper, we 

make a trust network first. In this trust network model, we make some trust relationships between systems or peers which are 

going to interact. So that, this helps peers to make decisions whether to interact with particular peer or system or not. 
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   INTRODUCTION  

In today’s world, all of us are obsessed with the internet. 

World Wide Web has made us able to interact with any peer 

over the globe. But as openness increases, Insecurities also 

increases with that. There are many ways by which 

malicious peer systems can attack to other peers and make 

them disable.  

Thus, it has become necessary to prevent peers from such 

type of attacks.Here we develop a Trust Model for peer-to-

peer systems. It brings some sort of confidentiality and 

secureness in the networked systems and mitigates serious 

type of attacks.Each peer stores its own sign credentials to 

store trust information. Before interacting, each peer wants 

to know about strange peers. By using various trust metrics, 

peers determine whether the peer is a ‘Good Peer’ or not.  

. 

 

I. Computations Structure for Trust Model: 

Computational Structure for trust model makes some 

assumptions. Such as, all the systems and all the peers are 

equal in computational power. To manage trust 

relationships, there is no any central or fully trusted 

peer.Peers frequently leave and join the network. Let us 

take an example of file uploading or file downloading. 

 

A. Preliminary Notations: 

Table 1: Preliminary Notations 

If peer  ��interacted with peer ��then��is stored in the set of 

acquainstances  ��i.e. ��Becomes acquainstance of �� . 
Whenever any peer  ��  interacts with any other peer�� , then 

for each peer, separate service history is stored such as����. 

 

B. Interaction Parameters 

 

i. Satisfaction Value ( ���� ) 

Here k is any interaction between two peers i and j. 

And  ����   denotes ��	
   satisfaction value with  ��  

about ��
interaction. 

 

ii. Weight Value ( ����) 

Weight value differs as per application. Let us take 

an example of application downloading. 

  ��          ��ℎ  Peer 

  ��         ��ℎ  Peer 

 ��         ��′ 
   set of acquainstances 

����         ��′ 
  service history with �� 
�ℎ��         Current size of service history 

  �ℎ���         Upper bound for service history 
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In that, weight value can be calculated as follows: 

-Speed for downloading 

-authenticity of application 

-transmission rate of packets 

-time required for downloading 

 

iii. Fading Effect  ( ���� ) 

  ���� = �
�ℎ��

             �ℎ���    1 ≤ � ≤ �ℎ��  

 

Fading effect maintains the importance of new 

interactions so that peer cannot misbehave on the 

basis of old good history. 

 

iv. Metrics to measure Trust Value  

 

-Recommendation Value  

-Reputation Value 

-Service Trust Value 

 

Algorithm to Get Recommendations: 
 

1. μ� =   
!

|#�| ∑ ����%�&#�  

2. 'rt      =
!

|#�| (∑ (���� − +,�)^2%�&#�  

3. thhigh=1 

4. thlow= +rt  + 'rt 

5. rset=  0 

6. While +,�1234<= thlow   and |rset|< Ƞmax do  

7. For all pk6 Ai do  

8. If  thlow<= rtik<= thhighthen  

9.  rec  = request recommendation (pk , pj) 

10. rset= rset ∪ {rec} 

11. end if   

12. end for  

13. thhigh= thlow  

14. thlow=thlow - 'rt /2 

15. end while  

16. return  rset 

Before interacting with any strange peer, it asks for some 
recommendations from its set of acquainstances for 

stranger peer. After receiving good recommendations 
from most of the peers, it interacts with the stranger peer. 
This brings some sort of secureness between peers.   

 

 
Figure1: Receiving  Recommendations 

 

 �!  : Peer1 

 �8  ∶  Peer2 as acquainstance of  �! 

 �:   :  Peer3 as stranger to  �! 

 

II. EXPERIMENTS AND ANALYSIS 

In SORT analysis some points studied in the experiments: 

attacks handler, attacks mitigated, recommendations are not 

helpful in correctly identifying malicious peers, and which 

attackers are most harmful. 

  

1. Method 

   Cycles are run in simulation it represent period of 

time. It provides the facility of uploading and 

downloading file. Downloading and uploading file it 

called session. File is uploaded and downloaded by any 

user check integrity. Antivirus software are installed in 

to all peer for detect infected file. Trust calculation 

methods effect is analysis by following four methods: 

1)  For uploader selection trust is not used it use 

bandwidth is called no trust. 

2)  For uploader selection trust information is used but 

recommendation information is not calculated from 

other peer. 

3) In this method sort information is calculated. 

4) In this method sort equation is used query is flooded 

in whole network. For mitigating the attack this 

method is helpful.  
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2. Attacker Model 

Attacker performs two type of attack service based and 

recommendation based attack. In malicious network 

good and malicious peer are present. If peer does not 

having any idea about each other and perform attacks 

independently it called individual attacker .Individual 

attackers having different attack behaviour is naive, 

discriminatory, hypocritical and oscillatory. 

 

 

Percentage of Service Based Attacks Prevent 

for Individual Attackers: 

 

 
10 percent malicious: 

Attacker behavior                   NoRQ SORT FloodRQ 

 

1 .Naive 65.3 73.4 73.5 

2. Discriminatory 72.2 78.9 79.9 

3. Hypocritical 36.4 61.1 65.2 

4. Oscillatory 34.3 63.7 69.6 

Table2: 10 percent malicious 

 

50 percent malicious: 

Attacker behavior                   NoRQ SORT FloodRQ 

 

1 .Naive 63.5 65.3 64.7 

2. Discriminatory 68.7 72.1 72.7 

3. Hypocritical 27.5 43.0 47.5 

4. Oscillatory 16.3 37.0 44.0 

Table3: 50 percent malicious 

 

III. Conclusion 

Trust model is made of Peer two Peer network. In a trust 

model peer develop a trust network in its proximity.  In this 

network peer develop trust relationship with good 

peer.Attackers changing nature are studied in the 

experiments Individual, collaborative, and pseudonym 

attacker nature check. Peer can isolate malicious peers, in 

malicious environments such as half of malicious network, 

collaborators can continue to expand large amount of 

misleading recommendations. Trust all over the network is 

maintained in Self-Organizing Trust model.  Peer changes It 

position of attachment with a network, it may be lose a part 

of its own trust network. These issues are used to study as a 

future work to extend the trust model. In peer to peer 

systems Trust information are not solve all security problem 

but enhance security and effectiveness of systems.  
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