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Abstract— Cloud computing is the key powerhouse in numerous organizations due to shifting of their data to the cloud
environment. The use of cloud computing has been increased rapidly in various organizations as it provides multiple benefits in
terms of low cost and accessibility of data. There are different types of issues have been observed in cloud computing
environment that need to be addressed. In the past, International Data Corporation (IDC) conducted a survey of 263 IT
executives to gauge their opinion about the usage of IT cloud services in companies. As a result, Security was ranked first and
observed utmost issue of cloud computing. So nowadays, protection of data in cloud is a big deal. Organizations mislay control
over the data as soon as data moves to the cloud. Thus, protection needed to secure data is directly proportional to the value of
the data.The first level of security where cryptography can help cloud computing is secure storage .There are already some
cloud providers that have started providing secure storage services but offering different levels of protection.The major
handicap of secure storage is that we cannot outsource the processing of this data without decrypting it before or without
revealing the keys used for encryption. In this paper, various techniques to secure data access in cloud environment has been
analyzed and during analysis it is observed that security need to be addressed for securing transaction in such a way that
transaction should be encrypted and not be decrypted during access. Moreover, access should be provided to the users as per
their access rights. Security can be enhanced by use of multi cloud as single cloud that become less popular with customers due
to risks of service availability failure and the possibility of malicious insiders in the single cloud.

Keywords—Cloud Computing,Single Cloud,Multi Cloud,Homomorphic Encryption, HELIB

I. INTRODUCTION

Cloud computing is becoming pertinent technology due to
its style of computing where user can use applications and
software on the Internet that stores and protect the data
while providing a service[1].As a result, the technology of
cloud computing has recently emerged as a new paradigm
for hosting and delivering services over the Internet.
Additionally, Cloud computing is being attractive to
business owners as it eliminates the imminent plan for
provisioning of resources. Moreover, it allows the
enterprises to commence even from small scale.
Furthermore, this technique increases number of resources
purely on the basis of mounting in service demand. At
present, cloud computing is defined by numerous
organizations in their own way such as National Institute for
Standards and Technology (NIST) [2] describes the Cloud
computing as “a model for enabling convenient, on demand
network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications and
services) that can be rapidly provisioned and released with
minimal management effort or service provider
interaction”. Berkeley [3] defined cloud computing as “to
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include application software delivered as services over the
Internet and the hardware and systems software in the data
centers that facilitate these services”. It is observed from
aforesaid definitions that key characteristics of cloud
computing include the illusion of infinite hardware
resources, the elimination of up-front commitment and
ability to pay for required resources.

Based on type of service provided to users cloud delivery
models are exhibited as infrastructure as a service (IaaS),
platform as a service (PaaS), and software as a service
(SaaS). In TaaS user can avail computing services, data
storage and networking infrastructure facilities. In other
form, it can be described as delivery of computing
infrastructure as a service. Examples of IaaS providers
include Amazon EC2 [4], GoGrid [5] and Flexiscale [6].
PaaS is the delivery and deployment of computer
applications over the internet with the consideration that all
the parties needed in the development process are already
obtained [7]. In PaaS user can utilize service provider’s
resources to run custom applications. Also, PaaS act as a
development environment on which other higher level of
services can be formulated. Examples of PaaS providers
include Google App Engine [8], Microsoft Windows Azure
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[9] and Force.com [10].In software as a Service,an
application is hosted by the service provider and accessed
via the World Wide Web by the client [11]. SaaS offers
complete application as a service on demand. It also ensures
that entire applications are hosted on internet and users can
use them as per requirement. It eliminates the need to install
and run applications on customer local computer. Examples
of SaaS providers include Salesforce.com [10], Rackspace
[12] and SAP Business ByDesign [13].

Depending on the purpose of setting up cloud and level of
access to resources, there are four cloud deployment
models: Public, Private, Community and Hybrid. Public
cloud primarily owned by large scale organizations. The
services offered by this cloud can be made available for the
general public or a broad industry group while private cloud
is owned solely by one organization and can be made
available for a particular group. Public cloud raises
concerns about the data privacy security since the
computing infrastructure (computers, network and storage)
is contained remotely outside the firewall of the company
[14]. Private cloud reduces security risks as everything is
managed inside the enterprise firewall allowing a fair used
of the applications and the network bandwidth
[15].Community cloud is deployed by one company and
used by the others or provided by a third party over the
Internet [16]. It can be shared and managed by the particular
organization and supported by the specific community that
has similar type of requirements. Hybrid cloud is composed
of two or more clouds (private, public and community). In a
hybrid cloud, some part of the service infrastructure runs in
private clouds while the remaining part runs in public
clouds.

Cloud computing is very dynamic concept and relatively
has good number of benefits for its users. Today, businesses
also need to keep up with the existing technology to provide
real business solution due to advancement in cloud
technology and increasing number of cloud users. Also,
massive developments and implementations of cloud
computing services indicate that the cloud computing
services market is likely to reach between $150 billion in
2014 [17-18] and $222.5 billion in 2015 [19]. It seems that
everyone is in the cloud when we see public clouds and
private clouds or hybrid scenario. The existing cloud
services are comprehensive to cover every domain such as
Healthcare providers, eCommerce, data storage, etc. There
are numerous advantages of cloud computing such as
flexibility, elasticity and cost-effectiveness. Neverthless,
there are frequent risks in cloud computing environment.
Since data from various users and business organizations lie
together in a cloud environment, breaching into the cloud
environment will potentially attack the data of all the users.
So functionality analysis and security analysis of existing
techniques to secure data access in cloud environment
becomes the desiarability of this era. Section 1 is
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current.Section 2 gives Related Works. Section 3 compares
functionality of existing models. Section 4 provides the
security analysis of the existing models .Section 5
concludes this paper.

II. RELATED WORK

Every organization transfers its data on the cloud utilizes
the storage service provided by the cloud provider.
Therefore, there is arising need to protect the data against
the unauthorized access, modification or denial of services
etc. The Security of data includes Availability,
Confidentiality and Integrity. Confidentiality of data in
cloud is accomplished by cryptography. The prime aim of
cryptography is to take care of data from invaders. In
today’s time, cryptography is amalgamation of three types
of algorithms ie. (1) Symmetric-key algorithms (2)
Asymmetric-key algorithms and (3) Hashing. Further, both
symmetric and asymmetric-key algorithms can be used to
encrypt data at cloud storage. Some popular Symmetric-key
algorithms used in cloud computing are Data Encryption
Standard (DES), Triple- Data Encryption Standard (DES),
Advanced Encryption Standard (AES) and Blowfish
algorithms. The most common asymmetric-key algorithms
for cloud are RSA, Diffie-Helman Key Exchange, Elliptical
curve cryptography and IBE. SHA1l and MDS5 are the
examples for hash algorithms.

Xing Zhou et al. [20 implemented RSA algorithm to
encrypt the data to provide security so that solely the
concerned user can access it.In this model User data is
encrypted first and then it gets stored in the Cloud. User
places a request for the data to the Cloud provider as and
when it requires. Cloud provider authenticates the user and
delivers the data. The high risk on RSA encryption scheme
evolved when the cryptanalysis attacks were successfully
identified, where a 768 bit key can be easily broken down.
RSA provides digital signatures which cannot be
repudiated.

Eman M.Mohamed et al. [21] proposed that Amazon EC2
provider must use AES to ensure the most security in user
data. They gave three advices to the Amazon EC2 cloud
user, the first when you are not interested in higher security
of the data and are interested about the performance of the
algorithm then blowfish, DES or AES are used. The second
advice is that when you are interested in higher security of
the data then AES is used which is the highest security
algorithm. Finally the third advice, AES is suitable to
Amazon EC2 which it is the most secured and also takes
less time to encrypt. Practically, it eliminates the possibility
of weak and semi-weak keys in AES, which is an existing
drawback of DES. AES is faster in both hardware and
software. AES is more secure (as it is less susceptible to
cryptanalysis). It needs more processing and requires more
rounds of communication as compare to DES.

131



International Journal of Computer Sciences and Engineering

Dubey et al. [22] in 2012 applied RSA and MD 5 algorithm
for the encryption of cloud data. RSA algorithm is used for
the encryption of data to be uploaded on cloud and private
key is used by admin to decrypt the data. For updation of
data administrator requests for a secure key to the user and
user sends a secure key with a message digest tag for
updation of data.

Prashant Rewagad et al. [23] in 2013 presented a method
that utilize digital signature and Diffie Hellman key
exchange blended with AES encryption algorithm in order
to protect the confidentiality of data stored in cloud. Even if
the key in transmission is hacked, the facility of Diffie
Hellman key exchange render it useless, since key in transit
has no use without user's private key, that is confined only
to the legitimate user. In this protocol sender and receiver
will set up a secret key to their symmetric key system by
using an insecure channel. The problem in Diffie-Hellman
key exchange arises when an attacker is capable of
computing the random number generated by the client
machine and he then compute the secret key from the
random generated in order to break the scheme.

Alowolodu et al. [24] in 2013 proposed Elliptic Curve
Cryptography scheme that acted as a secure tool to model a
secured platform for the Cloud Application. Elliptical Curve
Cryptography (ECC) is a public key encryption technique
based on elliptic curve theory that can be used to create
faster, smaller and more efficient cryptographic keys. This
model presented key strength as an important factor that is
the difficulty in breaking the key and retrieving the plain
text. ECC takes less time to encrypt the Data than others
and also, will ensure the fast retrieval of Data.

Radhika G et al. [25] in 2013 implemented SHA1 and MD5
algorithms and deploying information into cloud in a secure
way. It is proved from the obtained result, that
Cryptography algorithms gives protection to the stored data
in Cloud. The acronym for SHA is Secure Hash Algorithm.
The purpose of SHAI is authentication not encryption. In
SHAI1, the user gives an arbitrary size of input & it
produces a fixed size of hash function and the size of hash
function for SHAI is 160 bits. The acronym for MD5 is
Message Digest. MD5 is one way of hash function. MD5
algorithm takes an input of arbitrary length and produces a
message digest i.e., 128 bits long. The size of hash function
for MDS5 is 128 bits.

Hongwei Li et al. [26] proposed a Hierarchical Architecture
for Cloud Computing (HACC). The presented method
inherited attractive properties from IBC such as certificate-
free and small key sizes. This potentially offered a more
lightweight key management approach. Based on the
Hierarchical Architecture for Cloud Computing (HACC), it
gave Identity-Based Encryption (IBE) and Identity-Based
Signature (IBS) for cloud computing. They designed an
Authentication Protocol which is more efficient and
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lightweight the node at each level of the hierarchy can give
the access right to its subordinates. Based on the level of the
user node the access rights to the users are issued and there
by securing the data from unauthorized users.

Privacy homomorphism was introduced in [27]. Ideally, one
should be able to transmit encrypted information to the
server, process the encrypted data on the server and retrieve
processed data from the server. This ideal situation, for long
renown as the "Holly Grail of Cryptography"”, has finally
got a brake through in 2009 by Craig Gentry in his Ph.D.
thesis [28]. According to them any operation can be reduced
to the basic addition and multiplication operations on bit
level.

Craig Gentry et al. [29] showed that “fully homomorphic
encryption can, in principle, be constructed which was put
forth by Rivest Adleman and Dertouzos [RAD78] in 1978.
According to this, an encrypted data can be processed
without decrypting. Thus, we can get the cloud to perform a
computation for us while revealing nothing of the input or
output. It is quite complex and far from usable in practice.
So the question of finding simpler, more efficient
constructions as well as based on more traditional remained
open.

Marten van Dijk et al. [30] presented a second fully
homomorphic encryption scheme which uses many tools of
Gentry's construction, but it does not require ideal lattices.
“They illustrated that somewhat homomorphic component
of Gentry's ideal lattice-based scheme can be replaced with
a very simple homomorphic scheme by using just integers.
The scheme is therefore conceptually simpler than Gentry's
ideal lattice scheme, but has similar properties with regards
to homomorphic operations and efficiency”.

Fully homomorphic encryption scheme has been
implemented by the IBM research team conducted by S.
Halevi and V. Shoup using ideas that can be found in [31],
[32], and [33]. The implementation is called Homomorphic-
Encryption Library (HELib) and can be found
at:https://github.com/shaih/HEIlib.This  software library
implements the RLWE homomorphic encryption scheme,
along with many optimizations to make homomorphic
evaluation runs faster. HEIib is written in C++ and uses the
NTL mathematical library.The main issue in this context is
the question if fully homomorphic encryption schemes are
efficient enough to be practical for cloud computing. Craig
Gentry estimated in an article [34] that performing a Google
search with encrypted keywords would multiply the
necessary computing time by around 1 trillion. A more
scientific analysis of Gentry’s fully homomorphic
encryption system was done in [35], but Gentry’s estimation
should make clear that the performance penalty of this
scheme is a big way to use it in practice.
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In [36], Lauter, Baehrig and Vaikuntanathan provided few
concrete applications of homomorphic encryption and
argued that there are many functions which could be useful
for privacy preserving cloud services, which can be
computed by many additions and a small number of
multiplications on cipher-texts. For example, averages
require no multiplications, standard deviation requires one
multiplication, and predictive analysis such as logistical
regression requires few multiplications.

Smart et al. [37] in 2009 presented a specialization
of Gentry’s scheme that yielded a smaller cipher text size.
We present a fully homomorphic encryption scheme which
has both relatively small key and ciphertext size. Our
construction follows that of Gentry by producing a fully
homomorphic scheme from a “somewhat” homomorphic
scheme. For the somewhat homomorphic scheme the public
and private keys consist of two large integers (one of which
is shared by both the public and private key) and the
ciphertext consists of one large integer. As such, our
scheme has smaller message expansion and key size than
Gentry’s original scheme. In addition, our proposal allows
efficient fully homomorphic encryption over any field of
characteristic two.

Cramer, R et al. [38] introduced a new approach to
multiparty computation (MPC) basing it on homomorphic
threshold crypto-systems. They showed that given keys for
any sufficiently efficient system of this type, general MPC
protocols for n parties can be devised which are secure
against an active adversary that corrupts any minority of the
parties. The total number of bits broadcast is O (nklICl),
where k is the security parameter and IC| is the size of a
(Boolean) circuit computing the function to be securely
evaluated. An earlier proposal by Franklin and Haber with
the same complexity was only secure for passive
adversaries, while all earlier protocols with active security
had complexity at least quadratic in n.They have given two
examples of threshold cryptosystems that can support the
construction and lead to the claimed complexities.

III. FUNCTIONALITY ANALYSIS OF EXISTING
TECHNIQUES

Security of the data on cloud relies on trusted computing
and cryptography. Cloud computing technology used
multiple encryption techniques to get rid of different type of
attacks. However security fails at some places. Hence Cloud
computing is become a challenge and has supreme
importance as many flaws and Security risks are yet to be
identified.Few of the flaws and security risks faced by the
cloud computing users are mentioned as:

1) Major encryption techniques are based on Symmetric and

Asymmetric Encryption algorithms. Symmetric key
encryption is highly vulnerable to attacks like brute force,
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cryptanalysis and system based attacks. Cloud computing
providers prefer to use Asymmetric key encryption schemes
for the betterment of the client data security.

ii) The security issue lies at a place where Cloud Server
owners / attackers may compromise keys from Cloud
Servers & process desired request and generate false
positive results. Existing encryption schemes does not
provide solution for security of shared keys.

iii) One of the main security based concern is where a
customer may feel that server side personnel can re-use or
misuse the credentials of their customers.

iv)Data providers need to list all the access levels and issue
the authorization privileges accordingly, so that only
intended users use the critical data.

v) Existing encryption schemes deals with single cloud that
become less popular with customers due to risks of service
availability failure and the possibility of malicious insiders
in the single cloud.

vi)The major handicap of existing secure storage is that they
do not allow the processing of data without decrypting it

before or without revealing the keys used for encryption.

Iv. SECURITY ANALYSIS OF EXISTING
TECHNIQUE

According to Data Breach study of 2013, published by
Ponemon and Symantec the Institute, the cost of the average
consolidated data breach incident augmented from US$130
to US$136. However, this number can vary according to the
country, where German (US$199) and US (US$188)
companies have experienced much higher costs. Eight
breaches in 2013 exposed more than 10 million identities
and targeted attacks increased according to data collected
and analysed by Symantec’s security experts. The 2011
Internet Security Threat Report named the year 2011 as the
Year of the Data Breachs and 2013 can best be described as
the Year of the Mega Breach. The total number of breaches
in 2013 was 62 percent greater than in 2012 with 253 total
breaches. It was also larger than the 208 breaches in 2011.
But even a 62 percent increase does not truly reflect the
scale of the breaches in 2013. Eight of the breaches in 2013
exposed more than 10 million identities each. In 2012 only
one breach exposed over 10 million identities. In 2011, only
five were of that size. In total over 552 million identities
were breached in 2013, putting consumer’s personal
information (credit cards, passwords, address details etc.) at
risk.

During the analysis it is observed that all existing
algorithms can easily decrypt the data by any encryption
bypass attacks. Since, some basic encryption bypass attacks
cannot be prevented such as Dictionary and Brute force are
not prevented. Moreover, stated algorithms even do not
provide total security to data, encryption keys at client side,
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Authentication at server side and Cloud Server side.
Furthermore, these algorithms are dealing with single cloud
and dealing with “single cloud” providers is predicted to
become less popular with customers due to risks of service
availability failure and the possibility of malicious insiders
in the single cloud.Besides, existing data protection
mechanisms such as encryption have failed in preventing
data theft attacks, especially those perpetrated by an insider
to the cloud provider. The major handicap of existing secure
storage is that they do not allow the processing of data
without decrypting it before or without revealing the keys
used for encryption. The above studies also do not provide
facility for data provider to list all the access levels and
issue the authorization privileges accordingly, so that only
intended users can use the critical data to achieve data
authentication.

The existing cloud security solution does not address
various critical threats to cloud security and they do not
provide a viable solution that eliminates various potential
threats. So security needs to be addressed for securing
transaction in such a way that transaction should be
encrypted and not be decrypted during access.Moreover,
access should be provided to the users as per their access
rights. Security can be enhanced by use of multi cloud as
single cloud that become less popular with customers due to
risks of service availability failure and the possibility of
malicious insiders in the single cloud. The successful
implementation of this technique can ensures the clients that
their valuable data travelling over the network and stored on
server side is encrypted & safe.

v. CONCLUSION

This paper contains a complete discussion of the cloud
computing, service models, deployment models and
cryptography techniques that have been used in cloud. It is
observed from the functionality and security analysis that
the cloud computing technology is not reliable for the users
to use it without any worries.So there is a need of efficient
framework to secure data access in cloud environment that
can overcome all possible critical threats to cloud
security.So that the benefits of cloud computing can be
reached its maximum heights and propel in the direction it
is designed for.
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