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Abstract - Cloud Computing is a technology that has seen a spurious growth recently and is being deployed for personal as well 

as business purposes. Cloud computing and analytics across the Internet provide greater pace to innovation and accelerate 

resources with increased flexibility. With this feature becoming increasingly integral to various services provided across the 

inter-connected digital world, it is imperative that its susceptibility be assessed and security made impenetrable to protect the 

sensitive  information Cloud servers store. Cloud security has been vulnerable to threats and in several cases has led to Data 

Loss, Information Hacking and Denial of Services. These incidents have given rise to widespread concern regarding the data 

security that these Cloud Services employ. However, security models and security tools are being continually enhanced. This 

work aims to implement a Security Enhancement mechanism that gives the client-side greater control over data security and 

access. 
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I. INTRODUCTION 

 

Cloud Computing has been in a steep ascent in the recent years due to the flexibility the service provides to each of the Service 

Providers and the Customers. It provides a shared pool of resources that are accessible over the internet over multiple devices 

[1]. Data is stored on a server on the internet instead of storing locally. This enables easier access of data as well as frees up 

local storage space. 

Cloud computing also enables a number of resources to be interconnected and work on a single resource. There are various 

benefits associated with Cloud Computing. These are be summarized as below, 

i. Cost: Cloud Computing eliminates the expenses of software and hardware in bulk at datacenters as the service requires 

limited components. There is no need of setting up on-site datacentres;instead, data is accessible over a shared platform on 

the internet. 

 

ii. Speed: Cloud computing increases the speed of service as the service is provided over the internet on a pool of resources. 

Thus, the service is not monopolised and dependent on a single system.Productivity: Cloud computing minimizes on-site 

operation[6] such as “racking and stacking”setting up hardware, patching software and other laborious IT management 

tasks. 

 

iii. Performance: The greatest benefit of Cloud computing comes in the enhanced performance of the service. As these 

services are provided over a large network of data centers, there is regular Updation of software and gives reliable 

performance. 

Cloud Security refers to the mechanisms, technologies and policies deployed to protect data, communication and 

infrastructure of the Cloud computing service. Cloud Security is an integral part of the Cloud computing service. It is a sub- 

category of Information Security and Network Security. 

 

1.1 Background 

As per the current system, cloud security is still an area of concern. With the help of cloud computing, organizations can 
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utilize services and information is stored at a physical location that outreaches their control. This utility gave rise to various 

security questions like privacy, confidentiality, integrity and demand a reliable computing atmosphere wherein data 

discretion be upheld. In order to sufficiently rely on the service of computing, there is an imminent call for a system that 

performs verification, authentication and encrypted transfer of data, thereby preserving data privacy. Here in our research we 

are trying to point out some measures, which will make it more safe and secure. 

 

1.2 Innovation Idea 

The idea that motivates this project is the collaboration of cryptography with cloud computing to ensure an efficient security 

mechanism that successfully protects data storage as well as authenticates data access. 

At its core, Cloud Services are nothing but widely inter- connected network of configurable system resources. 

Cryptography is equipped with various protocols, in our focus namely the Diffie-Hellman Key Exchange and Advanced 

Encryption Standard (AES-256) that are utilized for secure data transfer over a network. 

The idea is to implement this feature of cryptography on cloud servers to resolve the concerns over Cloud Security. 

Moreover, the purpose is to build an implementation that is capable of partitioning the various data for storage over distributed 

server systems. [5] The partitioning of data along with encryption and access protocol will provide an efficient encryption 

scheme for cloud computing enhancing its security and providing more power to client. 

 

II. EVOLUTION 

 

The work done until date can be distributed into three periods: 

i. Idea period 

ii. Pre cloud period 

iii. Current Cloud period 

During1960s, John McCarthy, Douglas Parkhill, and others reconnoitered the idea of computing in the form of a public 

service. The idea was to use commodity hardware and software, computing resources to delivered an in finite elastic online 

public utility.[3] 

In the late 1960s, J.C.R. Licklider inspired the ARPANET, and in the early 1970s global networking became a reality. In the 

early 1980s, the TCP/IP suite emerged as the protocol for ARPANET, and the Domain Name System(DNS) established 

naming designations for websites. 

 

The now widely recognized cloud phase began the year 2007 when the cataloguing of IaaS, PaaS, and SaaS were officially 

finalized.[9]The cloud-computing chapter of history has seen some peculiar and intriguing breakthroughs initiated by the 

leading web officialdoms of the digital world. 

 

III. LITERATURE SURVEY 

 

The Literature Survey is enclosed in the table 3.1. 

 

IV. CLIENT SIDE SECURITY ENHANCEMENT PHASES 

 

The process involved in proposed system is comprised of the following modules, 

i. Partitioning 

ii. Encryption 

iii. Key-Exchange 

iv. Decryption 

v. Merging 

Each section varies greatly in the methodologies. 

1. Partitioning 

a) The first phase of the system proposes partitioning of the data that is to be stored over a cloud storage server into several 

chunks. 

b) The said functionality is achieved by splitting files of all formats such as *.txt, *.jpg, *.mp4 etc. into smaller fixed size 

chunks using the partitioning module.[11] 

c) The system reads the files selected by the user and requests the chunk size i.e. the maximum size  of each of the chunks 

the file will be divided into. 

d) The optimal chunk size is dependent on the cloud service the customer is utilising.[12] For example, Amazon S3 

requires chunk size of 5 MB minimum whereas Azure demands they must be much less than 4 MB. 
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e) The program then reads the source file up to the specified chunk size and writes on to an output part file iteratively until 

the end of file is reached. 

f) Thus, the client is provided with numerous divisions of a single file that can be further encrypted and uploaded on to a 

cloud storage. 

2. Encryption 

a) The Data Encryption Module holds the responsibility of encryption and decryption of a data at the client side. It is a 

simple module that serves the purpose of encrypting each file individually.[6] It is designed with cloud storage in mind. 

b) The Data Encryption Module uses the AES-256 (32 Bit Key) for encrypting the data. Using the module, the client can 

specify a chosen directory that contains the various files required to be encrypted before upload on the cloud storage. 

The said directory can also be the primary cloud sync folder. 

c) The module has been built using Python 2.7 and the PyCrypto module. At execution, it asks for the complete address of 

the directory  containing sensitive files and demands a 32-bit key. [10]. 

 

TABLE 3.1 LITERATURE SURVEY 
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d) The key specified by the user is then used to create and encrypted index file and various files with randomly generated 

names. 

e) The data in the files along with its metadata is safely encrypted. 

 

3. Key-Exchange 

a) The Diffie-Hellman Key Exchange module is responsible for generating a public-private key pair using the Diffie-

Hellman algorithm for authentication of access. 

b) The key pair thus generated is used to exchange the 256 bit AES key for decryption.[10] 

 

4. Decryption 

a) At the receiver’s end, the encrypted files when downloaded are decrypted using the AES key and the index. 

b) The index provides the information pertaining to various source file names and their corresponding randomly generated 

names. [7] It also gives information regarding original file formats. 

c) The files are then decrypted in similar manner as the AES Decryption process. 

d) The result is a series of decrypted files that require merging to access the original files. 

 

5. Merging 

a) The system merges the various part files by accessing the manifest to gain information regarding the original file names. 

b) When the user provides the original source file name along with the command to merge its part files, the system obtains 

all the part files downloaded. 

c) The system uses regular expression to match all the part files in the directory with the source file name. 

d) For each chunk matched, the system reads the data stored in them and writes them onto a new file that replicates the 

source fill, thereby merging all the chunks.[12] 

e) The part files are then deleted from the directory. 

 

 
Fig. 1 Process Flow 
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Fig. 2 System Architecture 

 

V. CONCLUSION 

 

In conclusion, we have represented the security means that possess the ability to secure the data of users stored on cloud 

servers against malicious entities. Insecure breach into the server is completely avoided by Diffie-Hellman key exchange 

algorithm. Implementation of AES cryptographic algorithms over a cloud computing environment is also ventured. The data 

partitioning scheme provides a dynamic perspective towards protection & security over cloud systems. 

Providing security to the customer’s data on the cloud will empower the standing of Cloud Computing & Storage. 
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