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Abstract: The main problem in the proposed work was the sinkhole attack which was detected and removed by implementing 

appropriate protocol such as AODV i.e. ad hoc on-demand distance vector (AODV) routing. In this paper, eliminate the 

sinkhole attack from network by using a novel algorithm for sinkhole detection. The algorithm first finds a list of suspected 

nodes through checking data consistency and then effectively identifies the intruder in the list through analyzing the network 

flow information. The algorithm is also robust to deal with multiple malicious nodes that cooperatively hide the real intruder. 
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1. INTRODUCTION 

 

A wireless sensor network is a group of 

specialized transducers with a communications infra-

structure for monitoring and recording conditions at diverse 

locations. Commonly monitored parameters are tempe-

rature, humidity, pressure, wind direction and speed, 

illumination intensity, vibration intensity, sound intensity, 

power-line voltage, chemical concentrations, pollutant 

levels and vital body functions. 

 

Wireless Sensor Networks (WSNs1) are applied to various 

fields of science and technology. To gather information 

regarding human activities and behaviour such as health 

care, military surveillance and reconnaissance, highway 

traffic to monitor physical and environmental phenomena 

such as ocean, wildlife, earthquake, pollution, wild fire, 

water quality to monitor industrial sites such as building 

safety, manufacturing machinery performance. 

 

 
 

Figure 1: Wireless Sensor Networks 

 

1.2 Parts of WSN 

 

1.2.1 Sensor Node: This is a core component of Wireless 

Sensor network. This node plays a multiple roles in WSN 

such as simple sensing, data storage, routing and data 

processing.  

1.2.2 Clusters: Clusters are the organizational unit for 

WSNs. The dense nature of these networks requires the 

need for them to be broken down into clusters to simplify 

tasks such a communication.  

1.2.3 Cluster heads: Cluster heads are the managing the 

cluster head. They often are needed to managing task in the 

cluster. These tasks include but are not limited to data-

aggregation and organizing the communication schedule of 

a cluster.  

1.2.4 Base Station: The base station is at the upper level of 

the hierarchical WSN. It provides the communication link 

between the sensor network and the end-user.  

1.2.5 End User: The data in a sensor network can be used 

for a wide-range of applications. Therefore, a particular 

application may make use of the network data over the 

internet using a PDA or even a desktop computer. 

 

2. SINKHOLE ATTACK 

 

In a sinkhole attack the adversary’s aim is to lure nearly all 

the traffic from a particular area through a compromised 

node, creating a metaphorical sinkhole with the adversary 

at the centre. Sinkhole attacks typically work by making a 

compromised node look especially attractive to 

surrounding nodes with respect to the routing algorithm. 
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Sinkhole attacks are difficult to counter because routing 

information supplied by a node is difficult to verify. As an 

example a laptop-class adversary has a strong power radio 

transmitter that allows it to provide a high-quality route by 

transmitting with enough power to reach a wide area of the 

network. 

 

 
 

Figure 2: Demonstration of a sinkhole attack 

 

As shown in Figure 2, a compromised node attracts all the 

traffic from its neighbours by telling its neighbour that it 

has shortest route to reach to the base station. This route is 

artificial high quality route. 

 

 
 

Figure 3: Sinkhole using an artificial high quality route 

 

As shown in Figure 3, a sinkhole can also be performed 

using a wormhole [27], which creates a metaphorical 

sinkhole with the intruder being the centre; the intruder 

then relays the messages received in one part of the 

network toward the sink using a tunnel. 

 
 

Figure 4: Sinkhole using a wormhole 

 

3. METHODOLOGY 

 
Different intrusion detecting mechanisms in WSN have 

been introduced and studied by the researchers in order to 

detect various attacks. The proposed methodology follows 

AODV based detection approach. 

 

There are two phases in the research work. In the first 

phase, wireless sensor network is simulated using NS2 and 

sinkhole attacks are injected. In the second phase, detection 

approaches are applied to the wireless sensor network. 

 

 
 

Figure 5: Flow of Work 

 

 

4. RESULTS AND DISCUSSION 

 

In the purposed work WSN has been initialized for sensing 

information from environment. The sensor nodes have been 
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deployed in the environment for capturing information. 

These nodes capture information from particular 

environment and transmit this information to base station. 

Various parameters have been used in WSN for sensing 

information. These nodes consume energy while sensing, 

receiving and transmitting information. 

 

 
 

Figure 6: Initialization of Nodes 

 

Figure 6 represents initialization of wireless sensor network 

for sensing information from environment. In this figure 

nodes have been initialized by defining various parameters 

about nodes location, nodes size and energy model. In 

WSN nodes sense information from a particular 

environment and transmit information to base station for 

decision making process.  

 

 
 

Figure 7: Routing between nodes 
 

Figure 7 represent the Routing occurred between the nodes. 

Each & Every node communicates with one-another. One 

node sends the message to other nodes & that receiver node 

respond to the sender node according to that message. 

 

 
 

Figure 8: Attack occurred in the Network 

 

Figure 8 represent the Sinkhole attack occurred in the 

network. Sink hole attack is performed on sink node 

attacking node replaces the actual sink node by advertising 

its availability and resumes all the data from the sensor 

node. Actual data doesn’t receive at base station that loss 

the information of the network. 

 

 
 

Figure 9: Detection of Sinkhole Attack 

 

In wireless sensor network the packet are transmitted based 

on routing metric that used by different routing protocols. 

The compromised node used its routing metric that used by 

routing protocol to lie to his neighbours in order to launch 

sinkhole attack. Then all the data from his neighbours to 

base station will pass through compromised node. In this 

actual data doesn’t receive at base station that loss the 

information of the network. Here, the sinkhole attack 

detection scheme has to be implement that detect attacking 

node and provide reliable information. 

 

Comparison between Previous result and proposed 

results 

 

Table 1 is based on the comparison of previous result and 

proposed results. After comparing various parameter, 

current result are noted as more accurate and reliable. 
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Table 1: Comparison Table 
 

Sr. No Parameters 
Proposed 

value 

Previous 

value 

1 PDR 80% 60% 

2 
Packet 

Throughput 
50% 35% 

3 
Packet 

Delay 
40% 60% 

4 Packet Loss 50% 70% 

 

• PDR (Packet Delivery Ratio) is defined as the number 

of packet deliver with respect to time. 

• Packet Throughput is defined as the number of packet 

delivered successfully over the network 

• Packet Delay is defined as the Delay between packets 

during transmission. 

• Packet Loss is defines as the number of packets which 

fails for delivery over the network. 

 

Figure 10 represents the comparing graph. Graph compares 

proposed result with previous result and show current 

results are more accurate form previous result. Graph is 

based on various parameters like Packet Delivery Ratio 

(PDR), Packet Throughput, Packet Delay and Packet Loss.  

 

 
Figure 10: Comparison Graph 

 

CONCLUSION 

 

Wireless sensor network is a branch of networking that 

deals with sensing of information from deployed area. 

Sensor nodes collect the information by sensing the 

information and transmit using sink nodes. Sink nodes 

collects the information from sensor nodes and transmit 

this information to base station. In the transmission of data 

from source to destination various routing and off-demand 

routing are here in methodology. Various malicious nodes 

have been introduced to perform various types of attacks 

on the network to degrade or collect same information. The 

new attack that has been used for acquiring information by 

performing sinkhole attack. Sink hole attack is performed 

on sink node attacking node replaces the actual sink node 

by advertising its availability and resumes all the data from 

the sensor node. Actual data doesn’t receive at base station 

that loss the information of the network. We eliminate the 

sinkhole attack from network by using various sinkhole 

detection algorithms. At last we got various types of 

parameters & On the basis of these parameters we conclude 

that our system gives us better results. 
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