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Abstract— Mobile ad hoc network (MANET) is a multi-hop wireless network that requires no infrastructure. The major issue 

in developing the routing protocols for the MANETs is their dynamic topology. The traditional single path routing protocols 

are not efficient for secure communication. Multipath routing protocols provide higher throughput and security than uni-path 

routing protocols in MANETs. The objective of the paper is to study various security attacks relevant to multipath routing in 

MANET which helps in developing a reliable, secure multipath routing protocol with significant performance in MANETs.  
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I.  INTRODUCTION  

Mobile Ad Hoc Network (MANET) [1-5] is an instant 

wireless network requiring no infrastructure as shown in 

Figure 1. An important property of MANET is its dynamic 

topology. Also, due to the absence of fixed centralized 

administrative node, the networking functions like routing, 

security, etc. are handled by the nodes themselves.  Each 

node in the MANET plays a dual role as a router and a host. 

The node becomes the host when it is the end node of 

communication, i.e., a source or a destination. The node acts 

as a router when it is the intermediate node of 

communication. As the MANETs can be setup easily and 

rapidly whenever the need arises, they find numerous 

applications like military communications, emergency and 

rescue operations, commercial applications and civilian 

applications [6]. 

Routing is an important networking functionality in 

MANETs. Almost all the routing protocols of MANETs are 

designed with the assumption that there are no malicious 

nodes in the network and all the nodes cooperate in 

forwarding the packets. But in practice, this assumption does 

not hold always. In presence of malicious nodes, the secure 

communication is not possible and the network performance 

degrades. It is very important to develop a secure routing 

protocol with the significant performance. 

The traditional routing protocols used in MANET establish 

only one routing path between source and destination nodes 

and the path can be setup in three different ways: proactive, 

reactive and hybrid routing schemes. 

 

Figure 1. Mobile ad hoc network 

In proactive routing, the paths are established during the 

network initial setup phase and are maintained till the 

network goes down. Under the maintenance of routing paths, 

each node exchanges topology information with other nodes. 

The benefit of proactive routing scheme is that the routes are 

available always between any pair of nodes which eliminates 

the delay of route discovery. But the problem with the 

proactive routing scheme is the routing overhead involved in 

route maintenance. On the other hand, reactive routing 

scheme discovers the route only when it is required and 

maintained as long as the data is transferring between source 

and destination. Reactive routing scheme adds route 

discovery delay but reduces the routing overhead involved in 

route maintenance. Finally, the hybrid routing scheme 

combines the best features of both proactive and reactive 

routing schemes to achieve the best performance. Some of 

the proactive routing protocols are Dynamic DSDV [7], 
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WRP [8], CGSR [9], GSR [10], FSR [11], HSR [12], 

LANMAR [13] and OLSR [14]. Reactive routing protocols 

are ABR [15], SSA [16], TORA [17], CBRP [18], DSR [19] 

and AODV [20]. The hybrid protocols are (DHAR) [21], 

ADV [22], ZRP [23], SHARP [24] and NAMP [25]. All 

these protocols discover multiple paths between source and 

destination but select only one best path based on certain 

criteria such as hop count, link quality, etc.  When the path 

fails during data transmission due to node failure or link 

failure, the routing protocol either repairs the path or 

discovers another path between source and destination nodes. 

It results in delay which is not tolerable by delay-sensitive 

applications like voice over IP, video transmission etc. In 

order to ensure the quality of service of the applications in 

the MANETs, several researchers are recommending the 

usage of multipath routing protocols instead of traditional 

unipath routing protocols [1–4]. 

In multipath routing, at least two paths are established 

between source and destination and all the paths are used 

simultaneously to transmit the data between the nodes. 

Reliable transmission is possible with multipath routing 

scheme because when a path fails, data transmission can still 

happen through another path. Network throughput is 

increased with multipath routing as the data is transmitted 

through multiple different paths between source and 

destination. Multipath routing is best suitable for delay-

sensitive applications in MANETs. Also, multipath routing 

scheme can provide security in a better way as a node in one 

path is malfunctioned or attacked, data can be transmitted 

securely through other safety paths. Compared to unipath 

routing scheme, it is difficult to attack the network using 

multipath routing approach.  

There is a trade-off between security and performance of the 

network. If most secure communication is required, then 

performance of the network degrades because of processing 

delay and overhead involved in implementing the security 

scheme. To improve the performance of the network, 

security system can be compromised but it is dangerous for 

users as more security threats are possible. It is a challenging 

task for the researchers to develop a protocol which 

compromises between security and performance of the 

network. Multipath routing scheme is the best method to 

achieve the goal of secured communication with acceptable 

delay in MANETs.  

The focus of the paper is to discuss various security threats 

and the possible solutions using multipath routing scheme in 

MANETs. Several researchers proposed various solutions for 

the security problems in multipath routing schemes. 

Organizational study of the multipath routing security 

problems and corresponding solutions is important for a 

researcher in this area. The paper discusses about various 

classifications of security attacks in multipath routing 

scheme. Also, the paper introduces taxonomy of all the 

attacks and solutions proposed so far in the literature. 

Finally, the paper provides the guidelines for developing 

solutions of multipath routing security problems in 

MANETs. 

The remainder of the paper is organized as follows: section II 

presents fundamentals of multipath routing in the MANETs. 

The challenges of secure multipath routing protocols in 

MANETs are discussed in section III. The security problems 

in MANETs are given in section IV. Security problems 

relevant to routing in MANETs are presented in section V. 

The issues and solutions relevant to multipath routing in 

MANETs are given in section VI. The paper concludes with 

the section VII. 

 

II. BACKGROUND KNOWLEDGE OF MULTIPATH 

ROUTING IN MANETS 

An important property of multipath routing protocols is to 

find multiple disjoint paths between sender and receiver. 

Two routing paths are called disjoint if they have no common 

node and/or link. In case of non-disjoint paths, the common 

nodes or links get congested and the network performance 

degrades. There are two types of disjoint paths: node-disjoint 

paths and link-disjoint paths. The node-disjoint paths 

between a pair of sender and receiver nodes have no common 

node except source and destination nodes. The node-disjoint 

paths must ensure that at least one path remains available in 

case of a node failure. The link-disjoint paths have no 

common link in multiple paths, but common nodes might 

present. The link-disjoint paths must ensure that at least one 

path remains available in case of a link failure. The figure 2 

illustrates the disjoint paths in the MANETs. In Fig. 2 (a), 

two node-disjoint paths P1(S, A1, A2,..., An, D) and P2(S, B1, 

B2, …, Bm, D) are shown and it can be observed that there is 

no common node present in paths P1 and P2. Similarly, Fig. 2 

(b) shows two link-disjoint paths P3(S-C1, C1-C2, C2-C3, ..., 

Cn-D) and P4(S-E1, E1-E2, E2-E3, ..., Em-D) that have no 

common link but may have common node as C2. Some of the 

node-disjoint multipath routing protocols proposed for the 

MANETs are [26 – 28] and the link-disjoint paths are [29-

30].

 

Figure 2. Illustration of disjoint paths: (a) node-disjoint paths 

(b) link-disjoint paths 
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The major benefits of multipath routing in MANETs are 

load-balancing, fault-tolerance and higher aggregate-

bandwidth. Moreover, multipath routing protocols provide 

more security compared to unipath routing protocols in 

MANETs. Specifically, node-disjoint multiple paths are 

more secure than link-disjoint multiple paths between a 

single source and single destination node in MANET. Node-

disjoint paths are also link-disjoint paths but not vice-versa 

because link-disjoint paths might contain a common node as 

shown in figure 2(b). If the common node is attacked then all 

the paths going through that node are affected. 

III. MULTIPATH ROUTING SECURITY CHALLENGES IN 

MANETS 

The unique characteristics of MANETs impose several 

security challenges. The researchers have to face the 

challenges to provide secure communication between any 

pair of nodes in the MANETs.  

Absence of Infrastructure: As there is no fixed centralized 

wired infrastructure support in MANET, each node acts as a 

host and a router. When source and destination nodes are not 

directly reachable from each other, the intermediate nodes 

forward the packets between them. Source and destination 

nodes have to trust the intermediate nodes to transmit the 

data between them. An intruder can easily attack the 

intermediate nodes to steal the data of source and destination 

nodes. It is up to the sender and receiver nodes to take care of 

their secure communication as there is no centralized 

administration to save the data. 

Multipath routing approach is better than unipath routing 

since the intruder must compromise at least „n‟ nodes if there 

are „n‟ node-disjoint paths between single sender-single 

receiver in the MANET. If one path is attacked, the data can 

be transmitted securely through the remaining paths from the 

sender to receiver since multiple paths are available in 

multipath routing scheme. Multipath routing security system 

fails only when all the paths are attacked by intruders. The 

researchers must design secured multipath routing protocols 

that can be operated completely in a decentralized 

administrative network. 

Battery powered nodes: The nodes in the MANETs are 

battery powered. It is known fact that more battery power is 

consumed on networking functions than other functionalities 

like application running. Therefore, it might happen that 

some of the intermediate nodes do not forward the data 

packets between sender and receiver nodes to save their 

battery life. The selfish node attacks can cause the data loss. 

In multipath routing scheme, the selfish node attacks are 

possible only when every path includes at least one selfish 

node between sender and receiver nodes. The security 

protocol incurs additional processing overhead on the nodes 

which consumes the battery power. The researchers must 

consider the battery power of nodes as an important 

parameter while developing the secured multipath routing 

protocols for MANETs. Power conservative secured 

multipath routing protocols are attractive.   

Node mobility: As the nodes are moving continuously from 

one location to other, the MANET topology changes 

dynamically. It allows any node to come in and go out of the 

network. More security attacks are possible in this kind of 

open environment of MANET. When a path fails due to a 

node displacement, the data transmission proceeds with other 

paths in multipath routing scheme in MANETs. The security 

solution must be adaptable to the dynamic topology 

environment of MANETs. 

Wireless Link Quality: In MANETs, the wireless link has 

limited bandwidth and the link quality changes dynamically 

with noise, signal fading and interference. Most of the 

security attacks are based on link quality; particularly link-

state routing protocols are more vulnerable. Security 

solutions must consider link quality as a parameter and the 

protocol providing both security and significant bandwidth of 

links is highly appreciable. 

Multi-hop Communication: Each node in a MANET has a 

limited transmission range. When two nodes beyond the 

range of each other want to communicate, the intermediate 

nodes present between them must help in forwarding the 

packets. All the routing protocols designed so far in the 

literature assume that the nodes are honest and trust each 

other. In practice, this assumption does not hold. Trust based 

security attacks are most common in MANETs. The security 

solutions must consider node trust value as a parameter.  

Network Freedom: Due to the lack of centralized 

administration, any node can join or leave the MANET. The 

freedom of network membership opens the doors for the 

attackers. The security solutions must define secure boundary 

of network. 

IV. SECURITY PROBLEMS IN THE MANETS 

There exist different types of security problems in the 

MANETs. Proper study of security attacks is needed for the 

researcher to develop the security solutions for the MANETs. 

This section presents various security problems relevant to 

multipath routing in MANETs.  

A. Layer wise Security Attacks: As specified in [31], 

security attacks can be studied layer wise; physical layer 

attacks are eavesdropping, jamming, active interference; 

data link layer attacks occur due to selfish misbehavior 

of nodes and link traffic analysis; network layer attacks 

are wormhole, black hole, gray hole, Sybil, jellyfish, 

byzantine, link withholding, replay attacks, partitioning 
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attacks, location disclosure, link spoofing and rushing 

attacks; transport layer attacks include SYN flooding 

and session hijacking; application layer attacks include 

malicious code and repudiation. In addition, a few 

attacks such as denial of service and impersonation are 

considered as multilayer attacks. The focus of the paper 

is to study network layer attacks of multipath routing in 

MANETs.  

B. Attacker based Security Problems: Based on the 

nature of attacker, another classification of security 

attacks is specified in [31] that includes two categories: 

passive attacks and active attacks. It is difficult to detect 

passive attacks because they do not change the data and 

do not interrupt the network operation. In contrast, 

active attacks modify the data and disturb the network 

operation. Passive attacks include eavesdropping and 

traffic analysis and monitoring. Active attacks include 

modifying the routing packets with false information, 

dropping the packets, etc. This paper discusses about 

active and passive attacks of multipath routing in 

MANETs.  

C. Location based Security Attacks: The survey work 

[31] also specifies another classification of security 

attacks based on the location of attacker in the 

MANETs: internal and external attacks. The nodes 

present inside the MANET cause internal attacks. The 

nodes outside the MANET are the sources of external 

attacks. It is difficult to detect internal attacks compared 

to external attacks. The multipath routing security 

schemes must be able to handle both internal and 

external attacks. 

V. ROUTING SECURITY PROBLEMS IN THE 

MANETS: 

Routing attacks happen by violating the procedure of routing 

protocol. Based on the routing protocol being used in 

MANET, there exist different types of routing attacks. As 

specified in [32], a few common attacks of routing protocols 

include: 

A. Routing Table Overflow Attacks: Each node in 

MANET acts as a router and a host. As per the routing 

protocol (proactive or reactive), each node maintains a 

routing table to discover and maintain the paths between 

a pair of nodes. As the routing table has fixed and 

limited size, the attacker node causes routing table 

overflow attacks by sending excessive route 

advertisement packets. As a result, new routes cannot be 

discovered.  

B. Routing Table Poisoning: As the MANET has dynamic 

topology, the routing protocol must update the path as 

the topology changes. The routing protocol uses small 

control packets to update the paths as per the topology 

changes. The attacker modifies control packets so that 

nodes choose suboptimal routes or even network 

partition can happen. 

C. Packet Replication: The routing paths are updated 

dynamically as the topology changes by exchanging 

small control packets. The attacker nodes replicate the 

expired packets so that the resources of network like 

bandwidth and node‟s battery power is unnecessarily 

wasted on processing these expired packets. Moreover, 

these replay attacks cause confusion in the routing 

process.  

D. Rushing Attacks: On-demand routing protocols which 

discard the duplicate routing packets during the routing 

process are vulnerable to these attacks. Attacker node 

receives the route request packet from the source node 

and floods the packet quickly throughout the network 

than other nodes. As a result, the source node discovers 

the path that includes the attacker node. It is very 

difficult to detect and resolve this kind of attacks in 

MANETs.  

E. Routing Cache Poisoning Attacks: The router nodes 

store routing table entries in router cache memory for 

quick processing of routing decisions. An attacker node 

may feed false information about routing paths or even 

delete or modify the entries in router cache memories. 

These attacks cause unnecessary bandwidth 

consumption, routing loops and other problems in the 

network. The on-demand routing protocols using 

promiscuous mode routing updates are more vulnerable 

to these attacks. 

F. Packet Forwarding Attacks: These attacks are very 

difficult to detect and correct. Attacker node participates 

in the routing process and involves in the routing path 

from source to destination. When the attacker node 

receives a data packet to forward, simply the packet is 

dropped by the attacker. In case if the transmission is 

unreliable, then the source of data packet is unable to 

detect the packet loss. 

G. Routing Protocol Specific Attacks: In MANETs, most 

of the routing attacks target a specific routing protocol 

like AODV, DSR, ARAN, ARIADNE, SEAD, OLSR, 

etc., because the routing protocols are developed to 

provide routing services without considering the security 

services. Routing protocol specific attacks are explained 

in detail in [32].  

VI. SECURE MULTIPATH ROUTING PROTOCOLS:  

Multipath routing protocols provide higher throughput, more 

reliable and secure transmissions over unipath routing 
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protocols in MANETs.  It is not easy for the attacker to 

attack the network using multipath routing because the 

attacker has to compromise at least one node in „n‟ different 

multiple paths from the source to destination. Even when a 

node is attacked in a path, it doesn‟t affect much the network 

performance because still n-1 paths are working well in 

multipath routing. A few security attacks like false routing 

information propagation, data packet drop, etc. can affect the 

performance of multipath routing in MANETs. The security 

attacks on multipath routing in MANETs can be studied in a 

systematic way by following the classification. As multipath 

routing protocols of MANETs are broadly categorized into 

two types: node-disjoint and link-disjoint paths, the security 

attacks can be studied exclusively for each type. Node-

disjoint multipath routing security attacks and link-disjoint 

multipath routing security attacks form two major categories 

of security attacks on multipath routing in MANETs. As 

node-disjoint multipath routing scheme provides more 

security than link-disjoint routing schemes, researchers 

recommend to use node-disjoint multipath routing security 

solutions for the MANETs. Further, classification is based on 

type of routing scheme: proactive, reactive and hybrid 

schemes.  In fact, multipath routing security problem is 

solved as single path security problem. In [33], an analysis of 

three secured multipath routing protocols, Secure Routing 

Protocol (SRP) [34], the multipath routing protocol of [35] 

and the secure multipath routing protocol (SecMR) [36], for 

defending DoS attacks is presented. In [37], a solution for the 

attacks of misbehaving nodes in multipath routing in 

MANETs is presented.  The solution for the problem of 

using maximum number of secure multiple paths in 

MANETs is proposed in [38]. End-to-end feedback based 

security solution for reliable multipath routing in MANETs is 

proposed in [39]. 

A security solution for multipath routing in MANETs can be 

developed during route discovery and/or route maintenance 

phases. As security and performance are contradictory 

metrics to each other, it is a very challenging task for the 

researchers to develop a security solution with significant 

performance in MANETs. Moreover, the nodes in MANETs 

have limited resources of processing power, memory, battery 

power, etc. The security solution must impose overhead as 

low as possible and conserve the resources as much as 

possible. Detecting malicious nodes dropping data packets is 

a challenging task. Multipath routing security solutions must 

address the problems with misbehaving nodes present in the 

path from source to destination. The security solutions [33-

39] proposed so far are focused on a specific routing attack. 

It is desirable to have a single solution to address maximum 

number of security problems of multipath routing in 

MANETs. 

VII. CONCLUSIONS 

Multipath routing approach provides higher throughput and 

security compared to traditional unipath routing approach 

used in MANETs. Since multiple paths are used 

simultaneously for data transmission between a source and 

destination, multipath routing provides better performance in 

MANETs. Security attacks relevant to multipath routing can 

degrade the performance of network. For reliable and secure 

communication with significant performance, security 

solutions are needed to assist the multipath routing from 

source to destination. This paper presents various attacks and 

a few solutions proposed in literature for multipath routing 

security in MANETs. It is observed that since data is 

transmitted through multiple paths simultaneously, it is very 

important to monitor the communication through each path 

and provide security to data. As multiple paths are discovered 

and maintained for data transmission between a pair of 

communicating nodes, security solutions must consider all 

relevant parameters like security, performance, QoS, etc for 

the optimal performance of network. 
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