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Abstract— Wireless Sensor Network contains tens to hundreds of nodes used to monitor the environment conditions. The data 

monitor by these nodes is sent to the main location. This data can be humidity, pressure, temperature, density, etc. Current 

applications of WSN are area monitoring, Health care monitoring, Forest fire detection, Water quality monitoring, battlefield 

monitoring, etc. Many of these applications can have sensitive data to transfer to the base station. This data can be forged by the 

adversary during its transfer. Hence security is one issue in Wireless Sensor Network. The recent research shows that the 

security can be improved using modified cryptographic algorithms in the sensor network. In this paper, we propose one simple 

cryptographic algorithm using ASCII values of original data. This algorithm can be used to encrypt the sensed data before its 

transfer. 
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I. INTRODUCTION 

Wireless sensor networks have gained immense importance 

over the years due to their low cost and useful applications. 

WSN consist of very small sensor nodes, which senses the 

change in physical or environmental conditions [1]. The 

energy, the storage capacity and communication capability 

of sensor nodes are very limited [2].Wireless sensor 

networks are used in the fields of medical care, battlefield 

monitoring, and environmental monitoring, surveillance and 

disaster prevention. All these applications of sensor 

networks require that the network should be efficient, fault 

tolerant, tamper resistant and secure. Wireless Sensor 

Network transfers the sensitive data to the base station. Any 

attacker can monitor the traffic flow and interrupt, modify 

or fabricate data during transfer and can provide wrong 

information to the base stations or sinks. Security is a 

broadly used in term of [3]:   

• Data Authentication: It ensures that the data is 

initiated from the exact source. 

• Data Confidentiality: It ensures that only 

authorized sensor nodes can get the content of the 

messages. 

• Data Integrity: It ensures that any received 

message has not been modified when it is sent by 

unauthorized parties. 

• Availability: It ensures that the services offered by 

WSN or by a single node must be available 

whenever necessary. 

• Data Freshness: It ensures that no old data have 

been replayed. 

 

For the secure transmission of information over Sensor 

networks, several cryptographic, stenographic and other 

techniques are used which are well known [9]. In this paper, 

we propose a simple symmetric encryption algorithm using 

ASCII values of Data. The data encryption algorithms used 

in WSN is generally divided into three major categories: 

symmetric-key algorithms, asymmetric-key algorithms, and 

hash algorithms. Our proposed algorithm uses same key for 

encryption and decryption, hence it is called symmetric key 

encryption algorithm. 

 

II. RELATED WORK 

In paper [4] author proposed a secure Energy Efficient 

Node Disjoint Multipath Routing Protocol (EENDMRP) to 

find the multiple paths between the source and destination 

based on the rate of energy consumption and filled queue 

length of the node. It addresses different security threats 

like spoofing or altering the route information, selective 

forwarding, sinkhole attack, Sybil attack and Byzantine 

attack.  Security is provided by using the digital signature 

crypto system. This crypto system uses the MD5 hash 

function and the RSA algorithm.  

In paper [5] author proposed a randomized multipath 

routing algorithm. In this algorithm, multiple paths are 

computed in a randomized way each time an information 

packet needs to be sent. As a result, a large number of 

routes can be potentially generated for each source and 

destination. To intercept different packets, the adversary has 

to compromise or jam all possible routes from the source to 

the destination which is practically not possible. It uses 

three phase for securing the data in WSN, secret sharing of 

Information, randomized propagation of each information 

Share, and normal routing.  
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In paper [6] author proposed modified version of the 

EENDMRP (mEENDMRP) by adding a transmission range 

adjustment to improve the energy efficiency. This protocol 

has two phases: Route construction phase and Data 

transmission phase. In Route construction phase routing 

table construction, distance exchange and public key 

exchanges will be done. In Data transmission phase 

multiple paths are found based on the primary path and the 

data is transmitted. 

In paper [7] author proposed a secure cluster based 

multipath routing protocol (SCMRP) which is a 

combination of clustered sensor networks and multipath 

sensor networks. Clustered sensor networks to increase the 

efficiency i.e. increase system throughput, save energy and 

decrease system delay by data aggregation and multipath 

sensor networks to increase the resilience and reliability of 

the network. SCMRP uses a cryptographic algorithm to 

provide security to the sensor network. SCMRP provides 

security against various attacks like altering the routing 

information, selective forwarding attack, sinkhole attack, 

wormhole attack, Sybil attack etc.  

In paper [8] proposed the key techniques and probabilistic 

multi-path redundancy transmission (PMRT) to detect 

wormhole attacks. Id-based key management scheme is 

used for wireless sensor networks to build security link and 

detect wormhole attack. The proposed approach reduces the 

communication overhead as well as saves node energy. 

In paper [9] a secure routing scheme for heterogeneous 

sensor networks. In the proposed scheme, routing tables are 

generated with multipath routing. Base station generates 

inter-cluster routes and cluster head generate intra-cluster 

routes. This minimizes the computation load on cluster 

nodes. It also provides light-weight broadcast authentication 

used for secure routing table generation and data 

communication; and to reduce communication overhead. 

 

III. PROPOSED WORK 

The main motivation behind the cryptographic algorithm is 

to provide security in WSN when data or information is 

transfer to the main location. Each of the nodes should 

provide security enough by using simple and more efficient 

algorithm. In this paper we proposed a cryptographic 

algorithm to encrypt data using its ASCII value. The main 

aim of this algorithm is to encrypt the data in less time.  

 

A. Algorithm to perform encryption in proposed algorithm 

Encryption steps are as follows:  

1. Convert all characters of input plaintext into its ASCII 

values and store it in asciiArray. 

Input  h e l l o 

asciiArray          104 101 108 108        111 

 

2. Find minimum value minValue from asciiArray. 

3. Now Perform modulus operation on each value of 

charArray by minValue and store result into charMod   

asciiArray 104 101 108 108      111 

charMod 3 0 7 7          10 

 

4. Automatically generate a key having length equal to the 

length of plaintext and store it to charKey array. 

asciiArray 104 101 108 108      111 

charMod 3 0 7 7          10 

charKey R  T L J           H 

 

5. Convert all the character from charKey array into 

ASCII value and save it to asciiKey array. 

charKey R  T L J H 

asciiKey 82 84 76 74          72 

 

6. Find minimum value minKey from asciiKey. 

7. Perform modulus operation on each value of asciiKey 

by minKey and store result into keyMod array. 

charKey R  T L J H 

asciiKey 82 84 76 74          72 

 

8. Now add keyMod array into charMod to form 

encrypted key encKey. 

charKey R  T L J H 

asciiKey 82 84 76 74          72 

keyMod  10 12 4 2 0 

encKey  13 12 11 9            10 

 

9. Now add minValue to each value of encKey array to 

get ciphertext of plaintext. 

charKey R  T L J H 

asciiKey 82 84 76 74          72 

keyMod  10 12 4 2 0 

encKey  13 12 11 9            10 

asciiCiphertext 114 113 112 110        111 

ciphertext  r q p n o 

 

B. Algorithm to perform decryption in proposed algorithm 

 

 

Decryption steps are as follows: 

1) Convert all characters of ciphertext into its ASCII 

values and store it in decArray. 

ciphertext r q p n o 

decArray 114 113 112 110      111 

 

2) Now substract value of final encrypted key encKey 

from value of decArray. 
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ciphertext r q p n o 

decArray 114 113 112 110      111 

difference 101 101 101 101      101 

 

3) Add decArray and charMod to generate original 

plaintext.  

ciphertext r q p n o 

decArray 114 113 112 110      111 

difference 101 101 101 101      101 

asciiPlaintext 104 101 108 108      111 

Plaintext h e l l o 

 

 

IV. RESULTS AND DISCUSSION 

Table 1 shows the result of proposed algorithm for different 

size of strings. It shows that execution time require to 

encrypt those strings is very less. This result is compared 

with existing algorithm [11]. Result shows that proposed 

algorithm has very less execution time as compared to 

existing algorithm. Table 2 shows the different plaintext and 

their automatically generated keys.  

 
 

Size of plaintext 

 

Execution time for 

existing algorithm in 

ms 

 

Execution time for 

proposed algorithm 

in ms 

2 322 15 

4 3679 15 

6 3861 16 

8 4748 16 

10 5543 30 

Table 1:  Comparison of Execution Time between 

Existing Algorithm and Proposed algorithm. 

 

 
PlainText Automatically 

generated Key 

CipherText 

Abcd BJWU ajxw 

Abcdef WRGQSL qmcnqk 

Abcdefghi LCFNAQDMP ldhqevjtx 

 

Table 2:  Results of Proposed Algorithm for 

different Plaintext 

V. CONCLUSION AND FUTURE WORK 

In this paper, a simple cryptographic algorithm is proposed 

to encrypt the data or information stored in sensor nodes. 

This algorithm gives good result in less time and works on 

Low power and Energy. Hence it provides security as well 

as it will help to save the energy of sensor nodes. 

This algorithm supports only text data. In future we will 

improve the algorithm to support multimedia data 
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