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Abstract: Censuses protocols is one of the blockchain framework architecture layer that is critical to the privacy of the 

technology. Therefore, any attempt to improve on privacy and Performance of blockchain technology will focus on the 

consensus layer. Understanding the consensus mechanism underly the layer is paramount. This paper focuses on two of the 

mainstream consensus mechanism; PoW and PoA with a comparison of the advantages and disadvantages of each of the 

consensus algorithm. The privacy of these algorithms has been evaluated based on the metrics selected from the existing 

literature. The paper used SLR research method. It consists of three activities: Planning, Execution, and reporting. The activities 

have several processes and steps that were undertaken. A total of 72 papers were selected for analysis and they were those 

published between 2019-2023. The review highlighted the wide range of application areas for PoW and PoA, including 

healthcare, IoT, and industry 4.0. However, PoW's popularity seemed to decline due to the introduction of faster and more 

secure blockchain algorithms. Privacy was a common theme, with decentralization, strong encryption, mutability, and scalability 

being key factors discussed in various studies. Overall, the systematic literature review Future Directions: Future research on 

PoW should focus on addressing concerns related to diminishing algorithm rewards and incentives for participants. Scholars 

should put effort in development of more hybrid algorithms that combine PoW with other blockchain algorithms to overcome 

challenges and gain benefits. In addition, the authors propose that more studies to focus on improving performance of PoA and 

explore on defining more decentralized algorithms.   
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1. Introduction  
 

Censuses protocols is one of the blockchain framework 

architecture layer that is critical to the privacy of the 

technology. Therefore, any attempt to improve on privacy and 

Performance of blockchain technology will focus on the 

consensus layer. Understanding the consensus mechanism 

underly the layer is paramount[1]. There are four mainstream 

consensus algorithm: Proof of Work (PoW), Proof of Stake 

(PoS), Delegated Proof of Stake (DPoS), and Proof of 

Activity (PoA). This paper focuses on two of the mainstream 

consensus mechanism; PoW and PoA [2]with a comparison 

of the advantages and disadvantages of each of the consensus 

algorithm. The privacy of these algorithms has been 

evaluated based on the metrics selected from the existing 

literature. The main contribution of the is privacy metrics, a 

review of the advantages and disadvantages of the two 

algorithms. This paper narrowed down the number of 

protocols in systematic literature review to two mainstream 

consensus algorithms: PoW and PoA. The paper has 

evaluated the advantages and disadvantages of these 

consensus algorithms[3]. Finally, the paper evaluated the 

privacy of these two techniques based on defined evaluation 

metrics.  

 

2. Related Work 
 

Consensus is a in blockchain is a process of giving guarantees 

all parties particular rules and regulations that should be 

observed by the participants on the network resulting to a 

trustless, secure and convenient blockchain technology[5]. 

There are several protocols used for different standards, it 

allows nodes in the network comply with the policies and 

regulations.  Scholars such as Xiao et al. [3] provides a 

detailed review of the five components consensus protocol 

architecture and categorized the different levels of fault 

tolerance. The author explored the architecture on the basis of 

distributed systems and transaction processing with the 

blockchain technology[6]. The authors explained PoS classes 

of consensus algorithm.  

 

Other scholars [7]–[9], in this paper they carried out survey 

research that offers detailed information on consensus 

protocols. The authors explored blockchain architecture by 
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dividing it into three groups. Blockchain was explored as a 

single layer and multi-layer-based architecture, 

interoperability-based architecture. After the analysis of the 

architecture, they pointed out the issues and possible 

solutions that Blockchain architecture faces. The article [1], 

[4]offered a description of consensus protocols PoW, PoS, 

DPoS, PBFT and Ripple. They looked at the characteristics 

and detailed some of the advantages of each protocol. The 

study by Mahmoud et al [10] described PBFT as the most 

popular consensus algorithm and discussed the need for large 

amount of resources by this algorithm. Wang and others came 

up with a new protocol called credit-delegated byzantine fault 

tolerance (CDBFT). It was a solution to the issues highlighted 

in the paper where credit was assigned on a new block[11]. 

The paper carried out simulations that lowered the overhead 

on communication and Performance improved.  

 

The first reports of PoW were in early 1990s by Dwork and 

Naor but Nakamoto utilized this concept later in 2008 and 

gave it more breath in the blockchain technology [12]. The 

most used consensus algorithm is PoW. Financial institution 

and the application of cryptocurrencies is based on PoW 

where nodes on a network compete in creating a valid block 

by solving a puzzle. The puzzle forms a cryptographic contest 

among the nodes and one who solves first is rewarded. Nonce 

is a value assigned to all valid blocks. To protect the block, 

each miner should get a nonce value and all the block follows 

a specific threshold referred to as weight[13].  

 

The miner that starts to solve the cryptographic puzzle gets 

the rights to build a new block. The process of mining is 

complex and it requires transaction fee that is computed by 

the service provider[14]. Apart from the transaction fee, there 

is a mining fee that is a reward given to the miner by the 

entire blockchain network. It is estimated that it takes ten 

minutes to create a block in Pow. To create a new block, too 

many processing and energy resources are used hence it is a 

challenge [15]. PoW suffers from several drawbacks as the 

paper will highlight at the end.  

 

PoA (Proof of Activity) was designed to overcome challenges 

that PoW faced such as the lack of motivation to participate 

in mining after all the puzzles are solved. PoW becomes less 

relevant and attractive to miners when the mining fee is no 

longer offered but only transaction fees. The mining fee is 

very high and it is what makes miners work hard to solve the 

cryptographic puzzles[4], [16]. Miners will not be interested 

in participating in the process without the incentives equal to 

the resources used. The problem has been addressed by 

having PoW and PoS integrated[1]. The transaction fees is 

split between the miners and the validators and it promotes 

involvement of the nodes in the mining process. Therefore, 

PoA is as a result of the integration of PoW and PoS 

algorithms.  

 

At the initial stages, PoA functions like ordinary PoW, where 

miners compete to solve the puzzle and get a unique number. 

A block is generated with all contents except for the 

payload[17]. The new created block is broadcasted to the 

network. The second stage is where a number of validators 

are selected. They are selected on the basis of the amount of 

cryptocurrency they have with the help of PoS algorithm. The 

blocks are validated and added to the blockchain by the 

stakeholder hence a valid block[18]. Once this is done, the 

block miners who mined the block and the validators referred 

to as stakeholder share the reward.  

 

The paper is structured as follows. The next section presents a 

brief discussion on related literature on PoW and PoA[4]. 

Then SLR outline follows, an order of the activities for the 

SLR process, and discussion of the results and their 

implications. The threats to validity is discussed in the paper, 

the lessons gained in relation to carrying out the SLR and 

finally the future works.   

 

3. Research Methods: SLR Outline  
 

The paper used SLR research method. It consists of three 

activities: Planning, Execution, and reporting [5]. The 

activities have several processes and steps that were 

undertaken. The paper carried out planning that included 

allotting workload to different time period and relevant 

resources. It ensured that the researcher was able to interact 

and carry out review, come up with the procedure for review 

among others[19]. On the other hand, the execution activity 

had activities such as retrieving data, selection of the study, 

data extraction, data synthesis. The last activity was reporting 

that shows and makes sense of the results. The activities of 

SLR are described in details in the following section.  

 

3.1 Planning the review  

The activity of planning the review includes defining the 

research protocol, research questions and developing the 

search strategy, the criteria for inclusion and exclusion, and 

data extraction form.  

 

3.2 Designing SLR Protocol 

The protocol shows the steps taken in the process for the SLR 

study. The paper done in a pre-defined and structured manner 

that included the selection of the topic and asking questions 

for review, describing the population(s), intervention(s) of 

interest, comparisons and outcomes.  The search criteria for 

the literature and the criteria for inclusion and exclusion. The 

paper has defined each of the protocol element in subsequent 

sections. The Protocol was designed as per the protocol 

developed by other SLR in the same area of consensus 

algorithm. 

  

3.4 Research Question  

the reasons for having the research questions was to 

determine the level of coverage of PoS and PoA algorithms 

research area. the motivation behind each question is 

tabulated below. The guided how the review was designed. 

There are three research questions that have motivated the 

study shown in table 1:  

 
Table 1: Research Questions ad Motivations 

 Research questions Motivation   

RQ1: which type of 

characteristics of PoW and 

PoA are investigated by 

To understand the different characteristics 

specific to each algorithm that have been 

researched 
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researchers? 

RQ2: which research methods 

are used in research on PoW 

and PoA?  

To determine if the field has more basic or 

applied research to establish a gap for 

future research.  

RQ3: Which metrics are used 

in research for PoW and PoA 

privacy and Performance? 

To find out the metrics in research used in 

measuring PoW and PoA privacy and 

Performance.  

RQ3: What are the 

suggestions for the future 

research PoW and PoA on 
privacy and Performance ?  

To understand the research interests: which 

areas have been under-researched and 

which areas have been most researched. 
Aim is to advance the practices of research 

 

3.5 Inclusion and Exclusion criteria  

There are many collections of research studies to select from 

both electronic and library physical papers. The study search 

was limited to only electronic journals, conferences and 

workshops.   

 

While there is rich content in additional materials in literature 

such as working papers, web pages, books, white papers, 

trade fair and magazine articles, these contents has not been 

included in the study and have not been subjected to review. 

The quality of these sources cannot be reliably established.  

 

3.6 Search Engine Identification  

The search engines used for the study were identified on the 

basis of the area of research and the research reputation of the 

publishers. There were four search engines identified. 

IEEE Xplore www.ieeexplore.com 

Google scholar www.scholar.google.com 

Springer www.springerlink.com 

Scopus www.scopus.com  

String Refinement  

 

Refinement of the string was to ensure that the results that 

generated by the search engines were relevant. One of the 

refinements was to ensure that the search results show 

popular papers and primary research papers. The following 

steps were used in refining the search terms 

 

Defined the major terms 

Identified alternative spellings, synonyms or related terms to 

the major terms 

Looked for relevant keywords in selected papers 

Used the Boolean OR to add alternative spellings, synonyms 

or related terms. 

Used the Boolean AND to connect the major terms 

The major terms for the search are “Proof of Activity” and 

“Proof of Work”. The alternative spelling, synonyms or terms 

related to the key terms are tabulated in table 2 below.   
 

Table 2: Major Terms and alternative terms 

Major terms Alternative terms 

Proof Stake PoA or Proof of Activity 

Proof of Work PoW OR Proof of Work 

Performance  Ability, adaptability, capability, 

competence · energy, expertise, 
productivity  

Privacy  Privacy  

 

The paper carried out several searches with Scopus database 

which helped in calibrating to fine tune the final search terms. 

The search was restricted to title and abstract in the relevant 

databases.  

The specific search string used in the study was based on 

specific database being searched. The table 3 below shows 

the strings on scientific databases.  

 
Table 3: Scholarly databases and search string definition 

Database  Search String 

Google Scholar PoA AND PoW Performance and privacy -bitcoin [2019-

2023] 

Springer  [All: not bitcoin] AND [Publication Date: 01/01/2019 TO 
*)] PoA OR PoW AND privacy) AND Performance 

AND NOT bitcoin) within 2019-2023 

IEEE Xplore 
Digital Library  

((((PoW) OR PoA) AND privacy) AND Performance) 
NOT bitcoin Filters Applied: 2019-2023 

Scopus TITLE-ABS-KEY(“PoW” OR “PoA” AND “privacy” 

AND “Performance” AND NOT “bitcoin” AND 

PUBYEAR>2018 AND PUBYEAR<=2023 

 

4. Research Procedure   
 

The research carried out through use of the listed search 

engines for references and scientific publications. The main 

terms used were ‘Proof of Activity’, “Proof of Work” 

“Privacy” and “Performance”. The results for main term 

“Bitcoin”, and “cryptocurrency” were excluded. The paper 

applied paper restriction on basis of date of publication, 

limiting the existing articles since  2019.  

 

There was increased publication of articles on the term “Proof 

of Work” and “blockchain” from 2019 which reached is 

maximum in 2020 December. The privacy and effectiveness 

dominated the search results in early 2020 to mid 2021 with 

the introduction of Proof of Activity.  Although Proof of 

Stake was introduced way in 2012, it gained greater 

importance with the discussion of Performance and privacy 

issue in blockchain technology.  The two terms PoA and PoW 

when combined gives more relevant information especially 

with the terms “privacy” and Performance” observed along.  

The section presents screenshots of the search process. 

The search for Google scholar, the filters, and the number of 

results shown.  

 

4.1 Selection of Publications  
We selected possibly pertinent journals that related to the 

main terms used in the searches. A sum of 120 journal articles 

were initially designated for inclusion in the systematic 

review. The journals and conferences where the journal were 

published was analyzed and extracted as show in below. This 

data is essential in knowing where most relevant publications 

are published hence knowing where to find additional 

scientific literature[17]. It also helps in knowing where 

previous scholars have published scientific work.  

 
Table 4: Relevant Journals and publishers 

Relevant Journals  Publishers  

ACM computing Surveys ACM 

Computer & Security Elsevier  

Computer Networks Elsevier 

Future Generation Computer System Elsevier 

Procedia Computer Science Elsevier 

Sensors MDPI 

PLoS ONE PLos ON 

IEEE Access IEEE 

http://www.ieeexplore.com/
http://www.scholar.google.com/
http://www.springerlink.com/
http://www.scopus.com/
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After the search was done, and initially the paper had a total 

of 124 publications that meet the search criteria used. 

Subsequently, the papers that had access for full reading were 

checked out of the selected papers. Those without full access 

were discarded. The next phase was to analyze each article 

with emphasizes on the title of the publication, the main 

terms and the abstract to ensure they meet the focus of the 

research in terms of privacy and Performances. There were 

some duplicate publications in the list (11) that were 

immediately excluded. Several databases was used to carry 

out bibliography hence the source of duplication in the 

document listing. Additionally, some paper got published as 

conference papers and then as an article hence duplication of 

the papers. Finally, the paper selected the publications that 

answered the research questions formulated in this study. The 

answers about the techniques used by PoA and PoW to 

improve on privacy and resistant to attacks through 

blockchain technology were considered. To end, a total of 72 

publications are selected for information extraction, all 

articles were published from 2019.  

 

4.2 Assess Studies  

Concurrent process to that of data extraction is the quality 

assessment of the primary studies. The assessment is done as 

per contextualization, the relevance of the information offered 

and the link to the main terms of the study. This ensures that 

data extracted is quality and validated hence it serves as a 

reason for accepting or rejecting a publication.  

 

4.3 Performance Snowballing  

The snowballing phase [20] is the use of references from a 

publication or citations to find more publications, important 

in systematic literature search. Articles relating to the study 

were identified by looking at what current scholar with a 

relevant study cited or used in the reference list. A research 

paper in the collection had a link to others suggested by the 

tool hence they helped in looking into the articles.  

 

4.4 Data extraction and Synthesis  
Each paper was revised, for the abstract and the entire text, 

extracting information related to PoW and PoA techniques to 

implement privacy and Performances in each case. The 

papers selected were those discussing the techniques 

separately, both on same paper or those that had additional 

techniques not under investigation in this study. The 

information collected has been annotated for analysis later.  

During the analysis of the information extracted, the focus 

was on privacy and Performance of PoW and PoA. on the 

other hand, the paper explored the characteristics of each 

mechanism to find how different elements of the techniques 

help in the privacy. Blockchain as a technology has wide 

range of application in real life. The paper took note of the 

real-life applications and focus on areas that require 

management o privacy and Performance.  

 

The process of data extraction was designed to address the 

initial questions asked in the study (Q1-Q3). The aim was to 

understand studies that are looking into this aspects, current 

situation as well as offer conclusions of the work.  The term 

privacy and Performance are related as shown in the fig. 2 

below. Most of the studies analyzed explored both concepts. 

The other diagram fig.3 shows the relationship between PoW 

and PoA, it illustrates that the two terms are often considered 

together. However, there were some studies that explored the 

terms separately [1], [21]–[34].  We noted that most of  the 

studies selected addressed the issues of privacy and 

Performance in both protocols.  

 

 
Figure 1 showing relationship between privacy and performance 

 

5. Results and Discussion  
 

The research findings are presented in this section. The aim 

of the review analysis is to address the research questions 

formulated. There were 124 found and 72 primary studies in 

the final selection. The selected studies were categorized as 

per the dimensions of the detailed scheme of the study.  

Number of articles from databases  

 

 
Chart 1 showing research papers selected per year of publication 

 
Table 6 showing search results per each question 

S. No Database  
Total results found Primary 

selection 

Final 

selection  RQ1 RQ2 RQ3 

01 
IEEE 

Xplore  
13 14 9 36 23 

02 
Google 

scholar  
16 12 8 36 15 

03 Springer  9 8 7 21 19 

04 Scopus  08 11 12 31 15 

 TOTAL 124 72 
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Application domain   

Proof of Work and Proof of activity are some of the popular 

algorithms used in blockchain technology. The first area was 

to look at the different areas of applications of the selected 

papers. The following are the results.  
 

Healthcare: 38% of the articles selected focused on use of 

blockchain in health care systems. The main concepts were 

security and privacy of patient data. There were suggestions 

of the potential use of blockchain in small medical devices 

and remotely monitored medical devices [19], [22], [26], 

[27], [35]–[53].  
 

IoT- the concept of Internet of Things was explored in many 

of the research papers. 20% of the work selected had 

application domain of IoT. Some of the articles that looked at 

healthcare also mentioned the IoT application[2], [8], [21], 

[28], [36], [43], [54]–[60]. 
 

Cryptocurrency – The main area of cryptocurrency is the use 

of PoW about 10%. There was an aspect of its application 

together with PoA in ensuring the system continues to be 

relevant beyond cryptocurrency system.  

Industry 4.0- another set studies were specific in looking at 

how 5G network and the industry 5.0 technology[45], [61], 

[62].  
  
RQ2: which research methods are used in research on PoW 

and PoA?  

There were different research approach used in the primary 

researches. However, a high number of the research upto 80% 

of the primary study selected used simulation of the 

blockchain network to illustrate the concepts of privacy and 

Performance[1]–[3], [6], [12], [17], [19], [20], [30], [33], 

[45], [55], [56], [59], [63]. The work in [17] gives a more 

detail aspect of tools, language and platforms used to simulate 

the research.  
 

Table 5 experiment tools used in primary studies 

Platform Algorithm Programming 
language 

Contributions 

Eclipse PoA, PoW Java Privacy and tolerance to 

attack 

SimBlock PoA Python Performance 

Cooja 

Simulator 

PoA and PoW Solidity 

/JavaScript 

Privacy 

Etherueum PoW Solidity Performance and privacy 

Chainspace PoA Solidity Privacy 

 

RQ3: Which metrics are used in research for PoW and PoA 

privacy and Performance? 

There were different metrics used to measure performance 

[11]. However, there was no specific tool for measuring 

privacy as it was described in terms of access, encryption, 

authentication and authorization [64]. The results show 70% 

of the articles that for PoW performance was measured as 

transaction per second, block size and number of nodes on a 

network. The same aspects of measure were used on PoA 

algorithm with large number of articles 80% using number of 

transactions per second as the main metrics for performance. 

Overall, Performance was assessed using different metrics, 

with transaction per second, block size, and number of nodes 

on a network being the primary measures for PoW's 

performance (70% of the articles). For PoA, the main 

performance metric used was the number of transactions per 

second, found in about 80% of the articles. 

 

RQ3: What are the future of PoW and PoA privacy and 

performance. 

There was a greater concern with the incentives required for 

the PoW to work. The concern was about the diminishing 

aspect the algorithm reward systems[64]. The reward is 

reduced at every math problem solved. To the end, there will 

be no reward hence no node would want to work. There are 

several proposal that scholars have suggested including 

hybrid the algorithm with other blockchain algorithm. The 

advantages of this algorithm can be used to gain benefit over 

other algorithm. In other words, PoW can be used to 

overcome the challenges of PoS when combined in a system.  

 

On the aspect of decentralization and centralization, studies 

have suggested future work to see how more decentralized 

algorithms can be designed. The future work for PoA was 

mainly on its performance.  

 

During the analysis of several studies, it has been established 

that different application areas have been explored in relation 

to PoW and PoA. They focused on different aspects of 

privacy and performance of the relevant algorithm. The areas 

of healthcare, IoT, industry 4.0, among others. It shows that 

blockchain technology has a wider areas of application. There 

were many publications in 2019-2021 on PoW then it started 

losing momentum. The trend can be associated with 

introduction of new blockchain algorithm that seemed to be 

faster and more secure.    

 

Simulations studies were observed in the study at high 

number. It shows how performance is simulated and 

measured. However, different programming languages and 

platforms were used to run the simulations. The diversity of 

the tooling in simulation is important aspect to ensure that the 

researchers are not restricted to a specific tool and language. 

The experiments can be replicated in different environments.  

Among the main terms analyzed in the studies are privacy 

and performance. The paper highlights that there was a 

common conclusion on privacy that blockchain technology 

offers privacy to data. The concept of decentralization, strong 

encryption, mutability and scalability were discussed in 

various studies as basis for privacy.   The major aspects in 

comparison for the two protocols are in the table 6 below.  

 
Table 6: Major comparison of PoW and PoA 

 PoW PoA 

Type of blockchain Public Public 

Accounting rights 

assignment 
Computational power Stake 

Level of 
decentralization 

High High 

Latency 10 min 1 min 

Transaction per section 

TPS 
>=7 TPS >=300 

Fault tolerance 49% 49% 

Computing overhead High Medium 

Security Possible attacks 51% Less prone 51% attack 

References [5,6,21,8,12] [11,15,17,28] 
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6. Conclusion and future Works 
 

The systematic literature review aimed to explore the 

application domains, research methods, metrics used, and 

future directions concerning Proof of Work (PoW) and Proof 

of Activity (PoA) algorithms in blockchain technology. The 

review covered selected papers and research articles on the 

subject, and the following key findings were observed: 

 

1. Application Domain: The selected papers focused on 

various application domains of blockchain technology. 

Healthcare was the most prominent with 28% of articles 

discussing blockchain's use in health care systems, mainly 

concerning security and privacy of patient data. Internet of 

Things (IoT) was the next significant area with 20% of the 

work exploring its applications. Cryptocurrency was 

discussed in about 10% of the articles, mostly regarding 

PoW's application. Additionally, some studies examined 

Industry 4.0, specifically looking at the role of 5G networks 

and technology. 

2. Research Methods: The primary research studies used 

various research approaches, with approximately 80% 

employing simulation of the blockchain network to illustrate 

privacy and performance concepts. Simulation tools like 

Eclipse, SimBlock, Cooja Simulator, Ethereum, and 

Chainspace were commonly used in these studies. 

3. Performance was assessed using different metrics, with 

transaction per second, block size, and number of nodes on a 

network being the primary measures for PoW's performance 

(70% of the articles). For PoA, the main performance metric 

used was the number of transactions per second, found in 

about 80% of the articles. 

 

In conclusion, the review highlighted the wide range of 

application areas for PoW and PoA, including healthcare, 

IoT, and industry 4.0. However, PoW's popularity seemed to 

decline due to the introduction of faster and more secure 

blockchain algorithms. Simulations played a crucial role in 

understanding and measuring performance, with diversity in 

tools and programming languages enabling better replication 

of experiments. Privacy was measured in terms of access, 

encryption, authentication, and authorization, but there was 

no specific tool dedicated to measuring privacy. Privacy was 

a common theme, with decentralization, strong encryption, 

mutability, and scalability being key factors discussed in 

various studies. Overall, the systematic literature review 

sheds light on the significance of PoW and PoA in blockchain 

technology, their applications, and the need for continued 

research to address challenges and explore new avenues for 

improvement.  

 

Future Directions: Future Directions: Future research on PoW 

should focus on addressing concerns related to diminishing 

algorithm rewards and incentives for participants. Scholars 

should put effort in development of more hybrid algorithms 

that combine PoW with other blockchain algorithms to 

overcome challenges and gain benefits. In addition, the 

authors propose that more studies to focus on improving 

performance of PoA and explore on defining more 

decentralized algorithms. 
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