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Abstract- Biometric techniques are utilized to provide authentication to prevent unauthorized access and it handle physical or 

behavioral that identifies the identity of a person.  In our proposed paper the security mechanism named PAD is proposed that 

provides more accuracy than the existing system. In this technique first of all sensor capture the biometric images and then it is 

utilized to identify one or more characteristics of a person like face, fingerprint and other feature. Results section shows that it 

gives better accuracy and recognition rate utilizes various combination of biometric technique. 
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I.  INTRODUCTION 

 

The term Biometric refers to the physical / logical attributes 

of the human body that uniquely identify the person. These 

details may differ from person to person and can be used as 

security purposes for unique identification of the person. The 

biometric system is the one that collects various data from 

attributes and then store it for recognizing the identification 

of person. Biometric systems are the access control system 

that gives specific data to the person that is identifiable by 

system.  

 
Figure 1: Biometric System 

 

So as to get to the biometric security framework, an 

individual should give their special qualities or attributes 

which will be coordinated to a database in the framework. In 

the event that there is a match, the locking framework will 

give access to the information to the client. The locking and 

catching framework will actuate and record data of clients 

who got to the information. The connection between the 

biometric and biometric security framework is otherwise 

called the lock and key framework. The biometrics security 

framework is the lock and biometrics is the way to open that 

lock. 

 

Application areas of Biometric  

The biometrics is mainly utilized for physical and logical 

access control. The physical access control is the one that 

requires the properties which physically exists and logical 

access control is the one that utilizes techniques, schemes 

and procedures in the system. 

 

1. Physical access control:  

It gives identity control process that utilizes users for 

providing physical attributes. The location like 

hospitals, military and police stations are used because 

these are highly secured areas. The physical access 

controls are utilized at doors or computers for 

confidentiality and ensuring high level security.   

2. Logical access control : It gives control over the data 

files or computer programs to ensure the security of 

system. It utilizes private information of various users 

for providing authentication. The logical access control 

is mainly used for computer networks and access 

controls in various systems. It is more secure and 

effective with the advantage of saving money and time.  

 

1.2 Problems in Biometric System 

Biometric framework get motion from just a single 

biometric framework known as unimodal. However, each 

biometric has its own upsides and downsides so it isn't hard 

to take a biometric, make a duplicate and utilize the phony 

quality to assault on biometric frameworks. This a difficult 
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issue on the grounds that to upgrade the system security 

individuals nowadays are utilizing biometric. [1] 

 

 Moreover, powerless attacks can be put to break the security 

of systems like satire assault, replay assault, substitution 

assault, Trojan steed assault and transmission assault and so 

forth. Diverse advances have been connected to overcome 

these attacks like biometrics, however it isn't mystery so it 

can't be secured like passwords. With no mindfulness 

individuals leave their biometrics all over the place so data 

can without much of a stretch be caught, duplicated or 

produced. Another test before a biometric framework is the 

speed for example the framework must settle on a precise 

choice progressively. 

 

A large portion of the accessible strategies for face 

Presentation Attack Detection (PAD) are either founded on 

investigating surface or the movement data that can be 

additionally prepared to identify the face antiquities. The 

possibility of the movement put together methodologies is 

based with respect to the supposition that, the typical (or 

genuine/live) face produces diverse movement which is to a 

great extent fixated on the nose when contrasted with the 

relic test. The greater part of the current movement based 

PAD plans depend on evaluating the optical stream from the 

recorded video which is additionally broke down to 

recognize the presentation attacks. 

 

The presentation attack identification calculations as 

indicated by the ISO/IEC WD 30107-3 as far as: (1) False 

accept Rate (FAR), which is characterized as an extent of 

attack presentation erroneously named typical (or genuine) 

presentation (2) False Reject Rate (FRR) which is 

characterized as extent of ordinary presentation mistakenly 

delegated attack presentation. At long last, the execution of 

the general PAD calculation is exhibited as far as Failure to 

Enrollment Rate (FTR) with the end goal that,  

FTR =( FAR+ FRR)  

 

The lower the estimations of ACER, the better is the PAD 

execution. 

While utilizing biometrics a few issues come before us 

which are given beneath:  

1.Noise in detected information.  

2.Intra-class variety in the example information.  

3.Inter-class likeness in the example information.  

4.Spoof attacks.  

5.Distinctive Ability. 

To overcome these problems of [2] unimodal biometrics 

PAD security mechanisms system was introduced.  

 

1.3 PAD security mechanisms 

[3] PAD security instruments is rising decision to verify 

verification of client. PAD security instrument alludes to 

converging of at least two biometric modalities for 

improving the execution of the individual frameworks, 

acknowledgment rate and unwavering quality. For the most 

part, the term multimodal shows the utilization of more than 

one biometric viewpoint (methodology, sensor, example or 

potentially calculation) and some an opportunity to join 

these and make a predetermined biometric   

check/distinguishing proof choice. 

 

 
Figure 2: Types of multimodal system 

 

The main objective of multimodal is to reduce the following: 

1. False Accept Rate (FAR) 

2. False Reject Rate (FRR) 

3. Failure to Enroll Rate (FTE) 

4. Susceptibility to Artifacts or Mimics 

Multimodal are progressively indispensable to deceitful 

advancements, since it is so hard to produce numerous 

biometric qualities than to manufacture a solitary biometric 

trademark in this manner give higher precision rate and 

higher assurance from satirizing. [4]PAD security instrument 

frameworks additionally give hostile to caricaturing 

measures by making it troublesome for an interloper to at the 

same time parody the different biometric qualities of a 

client. Besides, contingent upon the characteristics, 

[5]sensors and highlight sets a wide range of sorts of 

multimodal frameworks are given underneath: 

1. Presenting a clever thought of investigating the 

natural qualities of the light field camera to 

recognize the face presentation attacks by assessing 

the variety of center from various profundity 

pictures.  

2. Analyzing broadly 26 distinctive center measure 

administrators and their effect on the proposed face 

PAD strategy.  

3.  Introducing three unique techniques to ascertain 

the variety of the concentration from the numerous 

profundity face picture that thus can be investigated 

to distinguish the nearness of face presentation 

attacks. [6]  

4.  Presenting a broad investigation on a recently 

developed light field face relic database to think 

about the defencelessness of the standard face 

acknowledgment framework on three diverse 

presentation attacks.  

5. Benchmarking the proposed plan with 10 diverse 

all around received best in class plans. Acquired 

outcomes have exhibited the adequacy of the 

proposed plan for hearty face PAD utilizing 

camera. 
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Next section presents literature survey of existing techniques 

used PAD mechanism. Section 3 presents the proposed 

mechanism. Section 4 gives the results. Section 5 gives 

conclusion and future scope, section 6 gives the references 

 

II. LITERATURE SURVEY 

 

This section presents a comprehensive analysis of the 

security mechanisms that could be used in order to prevent 

attacks. [7] proposed a watermarking mechanism of security. 

The images are combined together in this case. As the 

images are combined the original image is difficult to fetch 

for unauthorized user. The overall process of combining 

multiple images into a single one is known as visual 

cryptography.  [8] proposed a visual cryptography on the 

basis of watermarking in the fog edge computing. The 

images used in this case are logo and main image. Logo 

image is pasted over the main image. This process is known 

as encryption. This encrypted image is transmitted over the 

network. Overall security process yield complex key and 

hence security is enhanced. [9] proposed iris biometric 

security mechanism to be included before transmission of 

information over the network. Visual cryptography and 

watermarking images are combined together. The combined 

process efficiently detects the intrusion if any within the 

image. [10] proposed efficient multimodal security process 

in which fingerprint and iris scan mechanism is considered 

for evaluation. Initially biometric image is used and 

investigated against the pre-build dataset. In case fingerprint 

are matched successfully than iris scan is on the way. The 

result is presented in the form of false matching and  false 

negative rate. [11] proposed a watermarking mechanism for 

forgery detection. The security mechanism of this sort 

enhance security but feature extraction on area of interest is 

missing that could increase the classification accuracy 

further. [12] proposed motion adaptive security mechanism 

for video processing.  Motion adaptive security mechanism 

can handle static video frame but motion handling 

mechanism incorporated with motion adaptive mechanism is 

termed as Motion handling temporal mechanism. Trajectory 

handling mechanism is employed in this mechanism to 

handle motion and filtering mechanism is included to tackle 

noise within the video frame. This filter is capable of 

handling occlusion effect. [13] proposed a mechanism to 

tackle abnormalities form the extracted MRI image. Kurtosis 

based mechanism is the optical flow analyser that could be 

further processed in order to obtain accurate video 

processing model. Active pixel regions could be obtained 

accurately by including clipping procedure within this 

mechanism. [14] proposed a candidate selection mechanism 

for face recognition. This algorithm is novel local motion 

based algorithm to determine the static and motion within 

the video frame. Candidate selection algorithm strictly 

employs candidate vectors at each site where motion 

detection is desired. This algorithm was formed under 

Bayesian framework to yield minimum possible estimation 

error. [15] proposed a mechanism to handle healthcare 

issues. Propagation mechanism is employed to tackle the 

problem of mean square error. Propagation mechanism 

adjusts the input vectors in order to obtain modified input in 

order to obtain the output which lies between the threshold 

limits.  [16] and [17]proposed a local and global feature 

extraction mechanism from videos integrated with machine 

learning mechanisms. Local motion detection mechanism 

employs local valuators and vectors that checks for the 

motion of object within the scene. This detection mechanism 

uses the static motion detector since frame changes to small 

extent using this model. Global detection includes detection 

of motion due to the camera movement. The noise handling 

mechanism must be integrated within such model to 

eliminate noise that could be present due to capturing 

mechanism. Temporal redundancy is explored using this 

modeling process.  

 

III. PROPOSED WORK 

 

In the current framework to coordinate the score of pictures 

catching from finger and face print we was just utilizing 

details coordinating and edge recognition. There is no real 

way to deal with the clamor that happens amid catching. In 

our proposed paper we are utilizing PAD security 

component frameworks which catch unique finger 

impression and face pictures from an informational 

collection. In the wake of catching pictures for recognizable 

proof of individual we coordinate the score by utilizing 

details coordinating and design coordinating procedures. The 

execution of the above proposed work will be improved by 

utilizing middle sifting to evacuate the commotion that 

happens amid picture catching procedure. The exactness of 

the framework is improved by limiting the PSNR, FAR, 

FRR and MSE and so forth. 

 

Flow chart of proposed work

 
  

IV. RESULTS 
 

False Match Rate (FMR): It is an estimation of incorrectly 

identified sample that claimed to identify the sample. These 

samples may belongs to different subject. 
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Table 1: False Matching Rate (FMR) 

 Result THRESHOLD=0.4 

Image FMR_EXISTING FMR_PROPOSED 

Img1 0.003234 0.003124 

Img2 0.003451 0.003057 

Img3 0.003203 0.002898 

Img4 0.002787 0.0026032 

Img5 0.002968 0.0025890 

 

 
Figure 3: False Matching Rate (FMR) 

 

False Non-Match Rate (FNMR):  

It is estimation of the samples that are rejected by incorrectly and 

claimed when sample actually belongs to that subject. 

 

Table 2: False Negative matching Rate (FNMR) 
 FNMR_EXISTING FNMR_PROPOSED 

Img1 0.02676 0.02546 

Img2 0.02534 0.02365 

Img3 0.02336 0.02184 

Img4 0.02262 0.02012 

Img5 0.02873 0.02234 

 

 
Figure 4: False Negative matching Rate (FNMR) 

 
V.CONCLUSION AND FUTURE SCOPE 

 

Biometric innovation includes another layer of security by giving 

secure distinguishing proof and confirmation. This innovation 

prospering in all respects quickly, however biometric verification 

doesn't give flawless outcomes. To beat this issues biometric 

verification strategy has been checked on from above dialog that 

there are two sorts of biometric validation procedure for example 

unimodal& multimodal. To expand exactness and the dependability 

of biometric confirmation, PAD security instrument can be utilized. 

This paper additionally gives results as FAR, FRR, FTE that comes 

amid information catching. In future to upgrade the multimodal 

framework we can blend multiple or two biometric tests to show 

signs of improvement reaction. 
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