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Abstract— Internet has become a vital source of communication through that data is transmit, receive and share in style of 

emails, text, speech, images, videos, audios etc. currently a day’s JPEG pictures are wide utilized in our everyday life.. 

Communication between end user can be secure by using Cryptography. Such kind of communication can be embedded by 

using Steganography. However Steganography will use in digital carries like text, image, audio or video document for hide 

secrets documents.  Now a day Steganalysis is a new approach to find and analyse the important information which is hiding 

using the steganography method. The steganalysis for JPEG kind pictures becomes important and important. Steganalysis in 

pictures supported DCT remodelled region, able to acknowledge the foremost widespread steganography algorithms occurring 

on the net. However performance of any algorithmic program depending on sensitivity of options and quantity of information 

hidden in a picture. This paper is provides an overview about steganography techniques and steganalysis techniques for 

digital images to find cue against to where to look for hidden data in images, discussion about different steganalysis 

algorithmic programs, steganalysis classification methods, limitation and characteristics of different steganalysis method. 
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I. INTRODUCTION 

 

Steganography is the process to hide important information 

and all the information are appended with cover [1]. There 

are some different between Steganography and cryptography. 

But in cryptography the message are converted into some 

another language, so that the receiver can’t directed 

understand. Process of Steganography is totally different then 

cryptography, in Steganography number of techniques are 

used for hind the important information like hide the 

information behind the image, audio, and etc. By analysis 

different steganography techniques and steganalysis 

techniques for digital images to find cue against to any kind 

of hidden data in images. 

 

In Steganography there are two varieties: 

1) Message and  

2)  Carrier. 

Important information are store in message and message are 

in hidden form, this message are appended with the carrier.  

 

1.1 IMAGE STEGANOGRAPHY  

Steganography is the process of hiding data into public 

digital medium for secret communication over the 

communication channels. An image with a secret message 

within will simply be cover the globe Wide net or in 

Newsgroups. However, the sensible use of steganography 

still looks to be restricted. These techniques are often used 

with varied degrees of success on differing kinds of image 

files. 

 

 Least Significant Bits 

 Masking and filtering 

 Transformations 

 

1.2 IMAGE STEGANALYSIS 
Important information are concealing by Steganography. 

Inside the image presence of the message are conceals. In 

Steganography extraction and modification techniques are 

used for detection but in steganalysis the stego object and 

non stego object are refer in blind steganalysis method. 

While not previous data of method used to cover the info 

[3].The image in which the secret data is hidden is known as 

stego image. The detection of hidden embedded data in the 

image without prior knowledge about data hiding algorithm 

is the main aim for blind image Steganalysis. A large number 

of steganalysis techniques are available for the detection of 

steganography in the image [11]. 

 

II. METHODOLOGY 

 

Steganalysis method can be divided into 2 different 

categories as per the detecting presence of any hidden 

messages:  
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    1. Feature based steganalysis 

   2.  Statistical steganalysis 

 Spatial domain 

 Transform domain 

 

2.2.1 Type of Steganalysis 

Some situation the steganalysis method is depended on 

Steganographic algorithm. But in some situation Steganalysis 

use own method for detecting presence of hidden message 

bases on that Steganalysis are classified in two different 

categories. 

  
1) Target / Specific steganalysis. 

2) Universal / Generic / Blind  steganalysis 

 

Specific steganalysis: 

In specific steganalysis method if the Steganalysis algorithm 

is known then the designer of detector is detect the hidden 

information from carrier base on the SA .Analysing and 

statistical properties are based on the Specific steganalysis 

method. When we use specific steganalysis method for 

detecting hidden information we can get the accurate result 

compare to other method. We cannot detect the hidden 

information by using the embedding algorithm, so it is a 

main disadvantage of this method.  

 

Blind / Universal steganalysis: 

Everyone does not know the Steganalysis algorithm, so 

Universal steganalysis is the best method to detect the 

presence of the important message.  With the use of 

Universal steganalysis anyone can developed the detector of 

message on SA. Universal steganalysis is power full method 

compare to the specific steganalysis because SA is work as 

individual. Universal steganalysis is mainly focus on 2 

phases. 

 

a. Feature Extraction. 

b. Classification. 

 

2.2 The Flowchart for image Steganalysis system 

 
Fig. The framework of learning based steganalysis [4]. 

 

III.    LITERATURE REVIEW 

 

Yiqin Zhang and Fenlin Liu, et.al [1] in their paper proposes 

a feature improvement methodology for wealthy model 

options supported the improved Fisher criterion. Supported 

the principle that “The within-class variance ought to be 

smaller and between-class variance ought to be larger”. 

Within the experimental analysis wealthy model SRM that 

may be won’t to find typical fashionable steganography 

Victor-Marie Hugo. 

 

 Madhavi B. Desai the author describe et.al [2] in their paper 

proposes based Fisher Criterion and multivariate analysis 

techniques. This method s are dimensional unified feature set 

for universal image steganalysis victimisation Fisher 

Criterion and multivariate analysis techniques. The planned 

algorithmic rule achieves overall ninety seven detection 

accuracy against numerous steganography strategies. 

 

Punam Bedi, et.al [3] in their paper proposes a feature 

proposes work for a unique feature choice algorithmic rule 

(FS-SDS) for steganalysis. FS-SDS may be a wrapper-type 

feature choice algorithmic rule that selects reduced feature 

set mistreatment random Diffusion Search. 

 

Z. X. &. X. W, et.al [4] in their paper proposes the models 

for the messages embedded by spatial least vital bit (LSB) 

matching as freelance noises to the duvet image, and divulges 

that the bar chart of the variations between element grey 

values is smoothened. 

 

Zhihua Xia, et.al [5] in their paper proposes the models for 

the learning-based steganalysis/detection technique to attack 

patial domain least vital bit (LSB) matching steganography in 

grayscale pictures. 

 

Xiao feng Song et.al [6] in their paper describe about the 2D 

Gabor filters have bound optimum joint localization 

properties within the spatial domain and within the spatial 

frequency domain. The experimental results show that the 

detection error EOOB is given for quality factors seventy 

five and ninety five. 

 

Madhavi B. Desai, et.al [7] in their paper describe about the 

value the performance of DWT feature based mostly 

steganalysis algorithms against varied state-of-art 

steganography ways and variable message embedding rates. 

This paper additionally presents the comparative 

performance of individual algorithms against totally different 

classification ways. 

 

Yi Zhang, et.al [8] in their paper describe about strategies to 

boost the detection performance for content-adaptive JPEG 

steganography. The planned technique generates filtered 

pictures comprising wealthy texture and edge data 
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victimization Gauss partial filter bank, and histograms of 

absolute values of filtered sub pictures. 

 

Daniel Majercak et.al in their paper proposes Feature-based 

Steganalysis strategies method. [9] The objective is 

performance testing of Feature-based Steganalysis strategies 

for detection of steganography tools that area unit used for 

activity a secret message in still pictures. Feature extraction 

during this paper was applied in spatial domain and 

conjointly directly in transformation domain of DCT in JPEG 

files what helps to obtained relevant applied mathematics 

information. 

 

Oswaldo Juarez-Sandoval et.al in their paper discuss about 

strategies proposes Feature-based Steganalysis strategies 

method. [10] The author propose a compact image 

steganalysis technique for the LSB-matching steganography, 

during which a feature vector composed by solely twelve 

parts is extracted from the image. By practical they 

Achieving 99.626% steganalyzer sensitivity on 0.25bpp stego 

images of the dataset by only two analysis dimensions. 

 

IV.   DATASET DESCRIPTION 

 

Create dataset of 550 labelled image for training and testing 

phase. Create a stego image using multiple steganography 

tool like: 

 

1. VSL steganography tool (Virtual Steganography 

Laboratory) generates stego image of F5 and LSB stego 

image [2], [7], [13]. Using a VSL steganography tool (Virtual 

Steganography Laboratory) generates stego image of F5 and 

LSB stego image. In VSL steganography tool you can hide 

image or any text file into image. 

 

2. Digital Invisible Ink Toolkit 1.5 is generates stego image 

with DBS, DFF, and Blind Hide, hide Seek steganography 

methods. 

 

3. OpenStego Tool is the free steganography tool. It can hide 

any kind of data or message within a cover file. 

 

4. 1-2- Free Steganography Tool: This has allowed us to 

encryption and hidden files in other files using a specified 

password, which are not suspect of encryption (JPG, PNG, 

BMP). 

 

V.   SUMMARY 

 

Detecting the presence of hidden information binary 

similarity measure is the most effective method in image 

steganalysis. At BSM we have to work with big plans. If we 

have a tendency to implant something into an image. 

Eighteen completely different BSM were obtained for every 

image of dataset to construct feature vector. Then this vector 

is used to train and take a look at the classifier. CF Moments 

area unit sensitive to varied knowledge concealing strategies 

and provides a helpful cue against the existence of any 

hidden messages into image [7]. Use of BSM in Desecrate 

Cosine Transform improved the performance of the domain 

against numerous JPEG steganography strategies [19]. Stego 

image will generate victimization multiple steganography 

tools like VSL, Digital Invisible Ink Toolkit, OpenStego 

Tool, 1-2- Free Steganography Tool. 

 

VI. CONCLUSION 

 

In this paper, we review the fundamental concepts and 

notions about multiple steganalysis techniques, so we can say 

that steganalysis is meant to reverse of steganography. In the 

steganalysis, feature extraction and classification process 

plays an important role. So by Identify a minimum number of 

features. It will give an efficient classification result. Blind 

image steganalysis has an advantage over Specific 

steganalysis, because in blind image steganalysis there is no 

need of any prior knowledge about data hiding methods. And 

also its applicable to any type of image and file format. After 

finding the number of features we can use them in different 

classification techniques like Bayesian, ANN. By comparing 

the results, we will know that which methods are given high 

accuracy. 
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