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Abstract— Web Log Mining, also known as Web Usage Mining (WUM) is the application of Data Mining techniques, which
is applied on web log data to extract interesting patterns. An enormous increase in the use of web applications as medium of
the organizations and institutions, the web page hits are consistently increasing. The web servers have the facility to save the
web navigational sequence as web log file. The enormous amount of irrelevant information in the web log file demands proper
preprocessing. This renders the file, with the intent of making it more appropriate for a variety of downstream purposes such as
analytics. There are various traditional techniques involved in preprocessing. The implementation of preprocessing model
presented in this paper over other traditional preprocessing methods is to employ an efficient Structured Query Language
(SQL) based technique. The proposed SQL based preprocessing technique reduces process time drastically. The resulting
structured log file is well suited for further pattern mining and analytics.
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I INTRODUCTION The list of requests log or errors log which have succeeded or

failed logs are collected in web server log file. The client
request and server response states depicted the above Figure
1. It records not only for the web page which has links to a

Web log preprocessing and cleansing are becoming more and
more important in today's analytics. During the process of
constructing the analytical model using various techniques or

Machine Learning, the data set is collected from various
resources such as a server log file and database.

The collected data cannot be used directly to perform
analytical process [1]. To overcome this issue, the data has to
be prepared properly. It includes two processes; they are (1)
Data Preparation and (2) Data Preprocessing. Pre-processing
in this context is the procedure of cleansing and preparation
of web log data which is to be mined. It is a fact that
unstructured web log data on the server log file, contain
significant amounts of noise. By the term noise, we mean
data that do not contain any useful information for the
analysis at hand.
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Figure 1. Web application process
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request file that exists records as success log parameter
values and does not exist records as error log parameter
values such as IP address of the client, referred and referral
URL, status code and user agent of the client where
requested web pages. As well the user who is not having
permission to access a page, the user request may fail also
recorded.

A. Data Preparation

Data Preparation is an important part of Web Log
Preprocessing. It includes two concepts such as (1) Import
Data to Database and (2) Formatting Data Structure. These
two processes are necessary for achieving better precision
and performance in the Machine Learning and Deep
Learning analytics.  Figure 2 describes various steps
involved in preprocessing.

o Data Preparation is a preprocessing step in which web
log data from web server is cleaned and transformed
to improve its quality prior to its use in business
analytics.
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e The web log data collected from web server has to be
uploaded to the database.

e The database then has to be restructured according to
the type of data. It can involve changing the formats

of dates.
| Raw Data |
‘—;—l Structure Data
Lp. |J'J|H|| Preprocessing
(_’l Data Analysis |
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Figure 2. Data Preparation and its process

B. Data Preprocessing

When data is of worthy condition it can be properly
processed and analyzed, leading to insights that help the
organization make better analysis [2]. High-quality data is
essential to business intelligence efforts and other types of
data analytics, as well as better overall operational efficiency.

Data preprocessing is done using database-driven
applications such as SQL based applications. During
preprocessing data subjected to a series of steps and they are:

e Data Cleansing: Data is cleansed through cluster
processes.

e Data Integration: Data with different groups are put
together.

o Data Transformation: Normalize data according to
requirements of analysis.

e Data Reduction:
processed.

Reduced data can be easily

In this study, the web log file is subjected to data
preprocessing. The restructured file resulting from
preprocessing is used for further analysis. The SQL based
techniques are employed in preprocessing of the data. This
enables one to manage a website effectively to satisfy the
needs of the user [3],[4].

Il. LITERATURE REVIEW

A survey of literature is carried out on “Various techniques
involved in web log preprocessing”.

Web log mining is mainly related to web usage mining [5].
The various data preprocessing techniques are used to
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determine the efficiency of the algorithms, its precincts, and
its stands are verified. Various preprocessing algorithms and
its heuristic techniques are applied to examine by using
programming languages. The preprocessing algorithms are
used to parse the raw log files that involve splitting number
of log files. They are then cleansed to obtain higher quality
of data. Based on this preprocessed data, the unique users can
be identified which in turn helps to identify user sessions.

The process of web usage mining is implemented to discover
the user patterns from the web log data collected from the
web server [6]. After analyzing this data, the user behaviour
can be predicted and accordingly sequence of the web can be
restructured and reordered. A custom algorithm is designed
for the Clustering process which was aimed to provide more
efficient algorithm and results are compared to the various
Clustering algorithms.

Information collected from web server logs of web site can
be very useful for purposes such as research and technical
analyses, the design of web sites, applications and the
optimization of their functioning [7]. The analysis of web
server logs, or web log mining, are usually processed in three
main phases and they are preprocessing, pattern discovery
and pattern analysis.

A new web log mining method was proposed to determine
web access procedure from manipulated web usage logs
which integrates data on user behaviours through
communication tracking [8]. The raw data have to be
preprocessed in order to improve the quality of the data. The
significance of information preprocessing method was
discussed in receiving the essential information effectively.
This preprocessing technique was used to process and
analyze the web log data for extraction of user navigational
patterns. The algorithm fuzzy association rule mining
decrease user exploration to derive decision making. The
proposed method removes the unwanted records from the
web log and developed Personalized Ontology, assists
various semantic web applications. Finally, the efficiency of
this method was illustrated by the experimental results in the
framework of data pre-processing and cleansing extraneous
data for personalized ontology.

To identify the user navigational behavior using web usage
mining, the web logs play a vital role [9]. While many
pattern mining methods are used to identify user behavior,
the accuracy & quality of pattern mining algorithms can be
improved with the help of preprocessing techniques. Various
activities like identifying the number of unique users,
reducing the size of log file, identifying the sessions are done
with the help of preprocessing techniques in the existing
algorithms. A new algorithm named Enhanced User
Behavior (EUB) which was proposed to identify user and
groups. It brings into discussion about the concepts of web
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log preprocessing, and various clustering preprocessing
techniques.

Suneetha K.R, R.Krishnamoorthi discussed an algorithm for
Data cleansing, user identification, and session identification
[10]. The algorithm is applied on web log data in order to
reduce the size of the actual data, to obtain the unique users
and to find the navigational actions of the user using the
session, with start page time and end page time. They also
employed a new method to access the usage pattern of
preprocessed data where the results of preprocessed web
server logs were stored using snow flake schema of data
warehouse to smooth the progress of easy retrieval and
analysis.

111, SQL BASED PREPROCESSING TECNIQUES

The web log preprocessing is a method for the purpose of
explanatory data summarization which includes data
cleansing, data integration, data transformation, data
reduction and data discretization. Data collected in the real
world is unstructured like semi structured, noisy, and
inconsistent. To ensure the quality data and quality mining
results and to find accurate knowledge from the available
data it should properly cleansed before mined. For example,
replicated or missing data may be caused incorrect or even
deceptive statistics. Also the data repository needs consistent
integration of quality data. The data extraction, cleansing,
and transformation contain the mainstream work to build a
data warehouse. It leads to preprocess as an important
process in the web log mining. The web logs collected from
the web server which is a hyper text transfer protocol request
from the user and it passes them to the web server. Web logs
for the particular user are maintained in the browser machine.
Browsers are programmed and scripting languages are
employed in it to collect the client side data. There are three
types of web log formats are available [11], [12]. The
formats are defined by World Wide Web consortium (W3C),
which is an extended default log file format and includes list
of agents visiting the websites, duration of session, time of
visit, page sequences, IP address of client system and status
code success/error. It is difficult to mine the web logs
directly and therefore knowledge mining algorithms are used
to extract the features. To such extent the preprocessing
techniques are inevitable to make data consistent and
complete. The following Figure 3 depicts the various steps
involved in data preprocessing.

| Web Log Data |
(—b It luster Similar a!ur:rl
L—h.-l Clean Unwanted |
(-.- It luster Similar Data |
(_., Identify User,Session

Figure 3. Data preprocessing
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As stated, preprocessing is an important process in web log
mining and plays a key to successful mining [7]. It’s a
technique to remove the irrelevant information from the web
logs and smooth the process of the effective pattern mining.
The steps involved in data preprocessing consists of data
cleansing, user identification and session identification.

A. Data cleansing

Data cleansing is the process of removing irrelevant records
that are not necessary for mining [13]. Data cleaning
includes, (1) Removal of records of graphics, videos and the
format information. (2) Removal of records with the failed
HTTP status code.

B. User and Session Identification

The process of user identification is to find out the unique
user, based on their IP address of request machine and its
user agent from the browser properties stored in the web log
[14]. In this work, sessions of the user are separated using
threshold time which is normally 30 minutes as a single user.
Web log preprocessing facilitates to remove unwanted click
streams from the log file and it reduces the size of original
log file by more than 75%.

IV. PROPOSED METHODOLOGY APPLIED IN
PREPROCESSING

The proposed methodology concentrates highly on SQL
based approaches in preprocessing, while the existing system
uses various traditional preprocessing techniques based on
scripting language. The proposed system makes use of
partition methods as SQL views to group the similar kind of
data to be separated in to different virtual table. Instead of
removing the irrelevant data from table, the table views are
created so that the irrelevant logs may be used for further
analysis. To such extent the relevant information is stored in
another SQL view as virtual table. There after the newly
created SQL view can be used for all other analysis instead
of using the main table.

A VIEW is a virtual table, through which a selective portion
of the data from main log table have to be separated in two
views as one for noisy log and other for cleansed log. Views
do not contain data of their own. They are used to restrict
access to the database or to hide data complexity. Views can
provide advantages over tables. Views can represent a subset
of the data contained in a table. So this approach can provide
faster results than scripting language. The proposed SQL
based algorithm considers the following features to
preprocess the log file, identify the user and to identify the
sessions. The web log date is collected from
www.annamalaiuniversity.ac.in web server and it is limited
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to one lakhs for preprocessing. Table 1 shows the single log
entry of web log data [15].

Table1l. Sample Common Log Format from Log File
64.233.173.133 - - [05/Mar/2019:17:43:38 +0530] GET /index.php
HTTP/1.1 200 53537 http://www.annamalaiuniversity.ac.in/dde/
Mozilla/5.0 (Linux; Android 6.0; Lenovo A7020a48)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/72.0.3626.105
Mobile Safari/537.36

e During the data cleansing process, explicit relevant
and irrelevant information are considered and the
irrelevant requests are not removed from web logs.

e Users are identified using their IP address and user

Vol.7(3), Mar 2019, E-ISSN: 2347-2693
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Figure 4. Distribution of status codes of web log

agent of browser properties.

e User session is calculated based on the threshold
time spent on website by a particular user.

The pseudo code for preprocessing is shown in Table 3.
Moreover, this approach is not specific to a noise removal of
log file. It is also used to store the various properties of the
log file details. The method can be used for big data related
processing.

e Frequency value is presented based on the number
of navigational sequence created be the user on the
web site.

The applied preprocess technique also finds the status codes
of the logs and accordingly it is shown in the Figure 4. In
this, the codes 200 and 206 denotes the successfully visited
pages of 1,00,000 log entries while other 3 status codes
denotes failure visits for various reasons. Table 2 depicts the
summary statistics of post preprocessed log details.

Table 3.  SQL Based Algorithm

SQL Based Algorithm

Input: Web_log_file_txt
Output: Refined_web_log_file_table

Table 2.  Summary Statistics of Preprocessed Log Details

Status Code Count Percentage %
200 | 90832 91.3
206 1657 1.67
301 499 0.5
304 | 3145 3.16
404 | 3356 3.37
Total Status Codes 99489 100
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Begin

1. Create table with appropriate structures

2. Create indexing

3. Alter table to remove meaningless column

4. Change date column data type

5. Create 2 SQL Views for cleansed log and noisy log
using select queries with condition clause

6. Call group_process to group user

7. Call session_process to find number of sessions

8. End the process

In the proposed SQL based algorithm, the density of the web
log contents reduces considerably and it makes use of the
data appropriately for the knowledge mining and
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visualization. Following Table 4 show the properties of the
preprocessing values in numerals and its parallel percentage
values.

Table 4.  Preprocessed Web Log Details
Description Log Count Bytes (KB) Percentate %
Logs uploaded 1,00,000 63,18,294.62 100
Logs after cleansing 14,844 22,44,859.43 14.84
Logs cleansed 85,156 40,73,435.2 85.16

From Figure 5, it is known that the number of file types
identified by proposed algorithm. The two measures used are
User identification and Session Identification. Session is
calculated based on the threshold time spent on the website
by a particular user. Jpeg files are found to be comparatively
higher than other file types.
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Figure 5. File type counts of web log

V. EXPERIMENTAL RESULTS AND
DISCUSSIONS

The web log files were downloaded from Annamalai
University web server. The preprocessing algorithm is
implemented by using PHP scripting language and MySQL as
data base. It helps and supports the execution. SQL based
cleansing algorithm is evaluated along with the current
methods in terms of data cleansing, user identification, and
session identification [15], [16], [17], [18].

Table 5.  Details of Evaluation
Description Details
Start Time 2019-03-05 17:39:48
End Time 2019-03-05 21:41:53

Total Time Spent 04:02:05
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Description Details
Unique IP 3,244
Max Used IP 1.186.37.93
Total Logs 1,00,000
After Cleansing Logs 14,844
Cleansed Logs 85,156
Total Users 4,103
Total Sessions 4,609
Threshold Time 30 Minutes
Average Time/Sessions 0:0:3
Total number of pages visited 12,509 pages
Average visit (Frequency) 3 pages

The Table 5 shows evaluation data for the data cleansing. A
total of one lakhs log entries are taken for the preprocessing,
85,156 (85 %) logs marked as noisy log and are not suitable
for mining. Only 14,844 (15 %) log is considered as cleansed
log and it is more suitable for web log mining. User and
session identification algorithms are used to identify the
distinctive users and their sessions from the web logs. The
cleansed logs are passed as input to the user and session
identification phase. User and session identification algorithm
results are shown below.

Thus, the proposed SQL Based algorithm proves its
efficiency and effectiveness for finding the number of
cleansed log and noisy log by using SQL View (Virtual Table
techniques). SQL View is the process of partitioning cleansed
log in to one view and noisy log onto other SQL View. The
proposed algorithm takes an execution time of 0.39 Seconds
to preprocess 843 logs while scripting language takes an
execution time of 7.38 Seconds to preprocess same number of
logs. For 10,000 logs the proposed algorithm takes 0.58
Seconds against 58.24 Seconds taken by scripting language.
In same way for 1,00,000 logs the proposed algorithm takes
5.46 Seconds against more than 15 minutes taken by
scripting language and its details shown in Table 6. However,
with the increasing in the log data, the performance of time
drops well when compared to scripting language. From the
following details, SQL Based process significantly improves
the performance of the application.

Table 6. WEB LOG PREPROCESSING PERFORMANCE
Log Count SQL Based Scripting Language
843 0.39 Seconds 7.38 Seconds
10,000 0.58 Seconds 58.24 Seconds

1,00,000 5.46 Seconds 15 minutes

548



International Journal of Computer Sciences and Engineering

VI. CONCLUSIONS AND FUTURE
ENHANCEMENT

SQL Based Preprocessing application is developed to perform
data cleansing, user identification and session identification.
The implemented application preprocesses data effectively
taken from web log files. The time consumption for execution
of the application is lesser compared to other traditional
preprocessing techniques. Many procedures and various
methods are discussed for preprocessing the data collected
from the web log files. If dealt with big data for preprocess,
the proposed structured query language based application
shows significantly improved performance.

In future direction, there is a huge connection between big
data and data preprocessing. Using big data technologies and
its various big data framework, such as R programming,
Hadoop and Spark will emerge as new big data learning
paradigms.
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