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Abstract— In the present era of Internet, all sorts of digital media (text, audio, video and multimedia) is freely and easily 

available to everyone over Internet.  Anyone can easily access those digital media without taking any sorts of permissions from 

the owner of the digital media, distribute the digital media freely to others and claim the ownership of the digital media and 

sometimes make unnecessary changes to the digital media itself. So, the need of the time is to protect the digital media from 

unauthorized access, restrict free distribution of digital media to others and also to establish the ownership of the digital media 

in an easy, consistent and efficient manner. In this paper, several approaches using digital watermarking method are proposed, 

which embeds ownership information and copy protection mechanism within the digital media, to provide a powerful 

mechanism for protecting digital media in efficient and convenient manner. 
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I.  INTRODUCTION  

This is an era of Internet. Almost everything is available 

online in digitized form. With the advancement of cheap 

distribution process and the increased speed of file transfer, 

illegal copies of digital media (text, audio, video, 

multimedia) is available at a very low cost. Anyone can 

freely make a duplicate copy of the digital media [1] and 

claims the ownership of the media. Apart from duplicating 

the digital media freely, a traitor can tamper the original 

media very easily and make unnecessary changes to the 

media to make it unusable. Digital media that are available 

online can need to be protected against all sorts of copyright 

infringement attacks [2], regeneration of digital media 

without permission [3] and tampering of documents [1], so 

that the original owner can claim the ownership of 

Intellectual Property (IP) and if needed take legal actions on 

the traitors based on ownership information. Digital 

watermarking [2] is helpful in establishing the ownership 

details of the digital media and also to control regeneration of 

illegal copies of the original digital media. In digital 

watermarking approach some invisible [4], integrated 

patterns (watermarks) are inserted within the digital media to 

establish ownership information and to restrict anyone from 

freely make illegal copies of the digital media and also to 

restrict them to tamper the original digital media. Most 

digital watermarking approaches are application specific and 

control only specific kind of attacks. 

Section II of this paper gives a brief idea about the different 

kinds of security attacks on digital media. Section III 

describes history of watermarking techniques. In Section IV, 

the technology of digital watermarking is specified. Section 

V highlights different measurement approaches of digital 

watermarking to counter security threats on digital media. 

Section VI concludes research work with future directions.  

 

II. SECURITY ATTACKS ON DIGITAL MEDIA  

In the modern days, advancement of digital multimedia 

processing tools helps to reproduce duplicate copies of 

digital media very easily [2] and at very low cost. There are 

several security aspects of digital media that needs to be 

addressed to protect it from unauthorized usage [5]. 

Following section identifies some of the major security 

issues of digital media. 

 

 Attacks on copyright – anyone can claim himself as 

the owner of the digital media as the media is freely 

distributed over Internet without any authenticity [1] 

information available within the digital media. 

 

 Attacks using signature – anyone can freely and 

easily add his identity (digital signature or 

fingerprint) within the digital media and claim the 

ownership [1] of the media by superseding [6] the 

original owner of the digital media. 
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 Attacks using regeneration of digital media – 

regeneration of digital media is very easy and cheap 

due to modern technological advancements. Anyone 

can make illegal copies [3] of the digital media and 

distribute them without taking permission from 

legitimate owner [7] of the media. 

 

 Attacks via tampering – anyone can freely access 

the digital media and tamper the contents of the 

media to make it unusable [2] for future or change 

the very meaning of the document. 

 

 Attacks of traitors – sometimes a traitor can access 

the copy the digital media which is actually not 

meant for him. There is no method to check the 

authenticity of the intended recipient [3] of digital 

media. 

 

To overcome these kinds of attack on digital media, there are 

several approaches (cryptography, steganography, digital 

watermarking) [1, 4] available. But among all the approaches 

available, digital watermarking provides much better security 

on different kind of attacks. So in this paper, digital 

watermarking method is used to provide security on digital 

media. 

 

III. HISTORY OF WATERMARKING 

Digital watermarking is a technique to insert some 

information into the content and hide them within the 

content, so that we can use the hidden information to identify 

the owner of the media and also used it to authenticate the 

available content within the media. The term watermark 

came from the German term wassermarke [7], which denotes 

the effect of water on paper. 

 

In Italy, in the year 1282, a watermark was found in a paper 

[8], which is claimed as oldest watermark found till date. In 

earlier days, watermark is used to identify ownership within 

the papermaking industry [7]. In earlier days in France, 

watermark information available within a letter helps to solve 

a legal matter at court [3, 5]. William Congreve and William 

Henry Smith, two Englishmen, invented different techniques 

for paper watermarking [1, 4]. Paper watermarks are 

extensively used in bank notes and stamps nowadays. 

  

Muzak Corporation designed first watermark for voice data 

in the year 1954 [2]. In 1979, a watermark method was 

developed for anti-counterfeiting. In the year 1986, 

watermarking for audio signal begins [8].  

The term digital watermarking [8] was first used during late 

80’s and on that time it was similar to paper watermarking in 

every respect. In the year 1988, Komatsu and Tominga, first 

coined the term digital watermark [8] in their works. From 

1995, digital watermarking has attracted a lot of attention 

from researchers as well as from digital media industries. 

The growth of digital watermarking is very fast due to its 

enormous application advantages. First global acceptance of 

digital watermarking happens on 1996, when Information 

Hiding Workshop (IHW) [7, 8] includes one of its sessions in 

the name of digital watermarking approach [6]. 

IV. THE TECHNOLOGY OF DIGITAL WATERMARKING  

In Digital watermarking approach, some digital information 

(watermark) is inserted into the content and hides them such 

a way within the content so that this hidden information is 

capable enough to identify the ownership of the document 

and authenticate the contents of the document. Digital 

watermarking is a way to protect ownership property from 

illegal usage. A watermark always resides permanently 

within the host information. No one can separately identify 

the existence of hidden watermark [9] within the original 

work and the work is still accessible. If the hidden watermark 

is tampered in adversely, then the original information will 

be inaccessible [8].  

 

Using any specific method (watermark insertion algorithm), 

information (watermark) can be hidden within the original 

document (cover media) and after the hiding process is over, 

the document will be slightly modified (watermarked media) 

but still accessible for use. The watermarked media is then 

transmitted to the receiver via insecure communication 

medium and after transmission, the authenticity of the 

watermarked media is verified at the receiving end and 

ownership information is judged with the help of another 

process (watermark extraction algorithm). The watermark 

information is fully depends on the application type [7].  

 

Watermark embedding and detection can sometimes be 

considered analogous to encryption and decryption in 

cryptography [2]. Using cryptography along with 

watermarking applications, two different approaches of 

watermarking - Secret-key approach and Public-key 

approach [3] will be produced.  

 

Secret-key watermarking approach uses an embedding 

function and a message (original work) at the sending end 

and produces a watermarked work. On the other hand at the 

receiver end, a detection function is used which converts the 

watermarked work into original work. A watermark key is 

used to control the mapping between original work and 

watermarked work. The advantage of secret-key 

watermarking is that no one except the legitimate key holder 

can access and recover the work.  
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In this approach of secret-key watermarking, same secret key 

is used in both sides of the communication medium. Public-

key watermarking algorithms have been proposed a system 

which consists of two types of keys: a public and a private 

one. Content can be watermarked using the private key, 

whereas the public key is used to verify the mark [1, 9]. 

 

In the sender end watermark embedding is done, which takes 

watermark information, a key (secret) and the original work. 

The key used here to help us to provide extra level of 

security and restricts unauthorized access of content. The 

outcome of the process is the watermarked document. 

  

In the receiving end watermark detection takes place, which 

accepts watermarked document and a key (the same secret 

key which is used in the sender end for watermark 

embedding) and generates a signal [6] indicating the privacy 

and authenticity information of the original document and 

identifies the genuine owner. 

 

V. DIGITAL WATERMARKING APPLICATIONS FOR 

PROTECTION OF DIGITAL MEDIA 

The watermarking approach that is used to comply any kind 

of security threats are always depends on the application 

specific area of the digital media. There is no global 

watermarking method available which suits all types of 

applications and attacks. A digital watermarking application 

is relatively effective if the watermark is robust enough 

against attacks and the ratio between the host signal and 

watermark is relatively low. In the following area, various 

applications of digital watermarking are mentioned that can 

be used to protect the digital media from different kinds of 

attacks mentioned in section II. 

 Copyright Protection – one of the vital roles of 

digital watermarking is to establish ownership [1] of 

the digital media and identify Intellectual Property 

rights of the legitimate digital media owner. Here, 

the owner integrates a watermark containing his own 

identity information into the original digital media, 

hides the watermark within the content and distribute 

it to the receiver as usual. The receiver can never 

know the existence of the watermark within the 

digital media and can use them. The owner of the 

digital media can then proof his ownership, if 

needed, by extracting the hidden watermark from the 

distributed digital media. 

  Data Authentication – using digital watermarking, 

anyone can prove the authenticity of a digital media. 

The owner of the digital media can inserts a 

watermark into the media and if anyone wants to 

destroy or change the content of the media, then the 

watermark will get changed [5]. So, if the watermark 

is extracted with erroneous information [2] then it 

can be proved that someone has changed the content 

of the digital media and it is not that one which 

actually distributed. 

 Copy Protection – nowadays pay-per-view concept 

of digital media is highly available [3, 8] where the 

user is paying for the digital media and the owner of 

the media is supplying the media to that genuine 

user. But after getting the media from the owner, the 

user can easily reproduce multiple copies of the 

media and distribute them without taking consent 

from the legitimate owner. The digital media along 

with the inserted watermark and recording device 

can enables or disables the action of recording and 

protect the generation of illegal copies of the digital 

media.  

 Fingerprinting – the digital media is sometimes 

individually marked with the fingerprint of the 

genuine buyer [2, 7]. The owner of the digital media 

can add two different watermarks into the media, 

one watermark of his own and another watermark of 

that buyer to whom the media is actually meant for. 

In this combination, it is very easy to identify those 

who make illegal copies of the digital media and 

distribute them. 

 Broadcast Monitoring – to secure intellectual 

property rights of broadcasting agencies [1, 9] and 

restrict illegal usage of broadcasted information, 

digital watermark is added with the broadcasted 

material. This digital watermark is robust enough to 

different kinds of attacks and can automatically 

monitors streams of broadcast at satellite nodes all 

over the world to identify illegal usage of the 

broadcasting information. If any kind of malpractice 

is noticed, the system can terminate that node from 

receiving the feed of the broadcast and also delete 

the previously received content from that node and 

block the feed of the node forever. 

Though digital watermarking provides various kinds of 

protection from attacks on digital media, it is still behave 

differently in different attacks.  

 

VI. CONCLUSION AND FUTURE SCOPE 

Nowadays digital media is the need of the time. Everything is 

available in digital forms. With the growth of Internet and 

wide applications of it, digital media is easily available to 

everyone. Some sorts of protection on this digital media are 

needed and for that reason digital watermarking approach is 

used to protect the media from misuse. Though digital 

watermarking are used effectively to protect digital media 

from various attacks, most digital watermarking methods are 
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application specific [3, 4, 5] and lacks the main approach of 

intellectual property rights problems. 

Protection of digital media using digital watermarking method 

is an attractive area of research [5, 8, 9] which needs 

innovative methods and approaches to counter the attacks. 

There is a possibility that in near future digital watermarking 

approach will not only get attention from big corporates but 

from common public also. There is a ray of hope that in future 

days, attacks on digital media will be possible to restrict using 

digital watermarking. 
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